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1.1. f+4% Wireshark

Wireshark &ML EHT TR, MMM TR EEFHRZRFERMAA, I Br iR sE i

(AN (U e @ v B SN i DA £ o S e/ Nt DN LTS - nb it 0 == 08 Sy S S Pl SIS B =R i NGER
MR ERHEER . CHOREIBNE®EZD

WEMWRTRELZRE T HE, HARBTEARLA, 8 R ZHH. Wireshark HILLLE, ZXFILIRTS LA .
Wireshark A BESAT &4 R BEAE FH BB AT T T0 I 48 0 A A

1.1.1. FENH

N Wireshark —28 N FH 2541 .

o LR G RAR B 2 ] B8
o %A TR PSRRI % 2 1
o TR ST
. SRS BIX

KT FH3ESIN, Wireshark BA]LHER T Y LTS
1.1.2. %k

e FF UNIX 1 Windows “F-&

o TEHZISCRIIRE

o REVEANE /NERITELIMNE S

o T LUST I/ PRAZ SR 1)L

o HILLF NS HANREPERE 7 R B A P % =
o Il 2Ry LIER

o ZFIHAAERE

o JEMIIELDZMEREERE

BIEZ RS

HTE

AEEAU, BEHEEIE TER®EA, SR EHeEs1T

B 1.1. Wireshark fHit S+ L FERMER

test. pcap - Wireshark |._||E|E|
File Edit Wiew Go Capture Analyze Statistics  Help
B oW e >@ x % & B «»»7F 2 BB &a
E]Eilter:l - +Expressiun... %}glear f Apply
Mo, - Time SOUrCe Destination Protocol  Info A
1 0.000000 152.168.0.2 Broadcast ARF Who has 192.168.0.27 Gratuitous ! —
2 0.299139 192.168.0.1 192.168.0.2 NENS Mame query NESTAT *<005 <005 c00: <00
4 1,025659 192.168.0.2 224.0.0,22 IGMP V3 Membership Report
B 1.048652 192.168.0.2 239,255,255, 250 upp Source port: 3193 Cestination pot
2 1.055053 192.168,0.1 192.168.0.2 upp Source port: 1900 Cestination pot
9 1.082038 182.168.0.2 192.168.0. 255 NEMNS Registration NE MB1OOG1D<00:
i1 1.276156  102.160.0.c 102, 166.0.1 TP 3196 = http |5YM] Geq-0 Len=0 M5%
12 1.227282 182.168.0.1 182.188.0.2 TP http = 3196 [5vN, ACK] Seg=0 Ack=! «
< | 2.
Frame 11 (62 bytes on wire, 62 bytes captured) ~
Ethernet II, Src: 192.168.0.2 (00:0h:5d:20:cd:02), Dst: Netgear_2d:F5:9a (00:09:5h:2d:75:9a)
Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
= Transmission Control Protocol, Src Port: 3196 (31963, Dst Port: http (803, Zeg: O, Len: O
source port: 3196 (3196)
Destination port: http ({20)
sequence number: O (relative sequence number)
Header length: 28 bytes R
Flags: Ox0002 [SvN)
Window size: 64240 bt
OO0 00 09 5b 2d F5 9a 00 Ob &5d 20 cd 02 02 00 45 Q0D ve[-Uaws ] a.a.E.
o010 00 30 18 48 40 00 80 06 61 Z2c cQ af 00 02 cO ag oI L
noz20 00 01 Oc 7c 00 50 3c 36 95 f2 00 Q0 00 00 70 02 e |PeA L.l p.
0030 fa fO 27 eD 00 OD 02 04 05 b4 0L 01 04 02 e eries daaaan
|File: "0 /kest. pcap” 14 KB 00:00:02 [Fr1z0D:i120m:0




1.1.3. FHiRZMMKED

Wireshark W] DAARHE 2 Fh X 28 42 SR 140, WA A& JC 4 SRy sk B2 11 A8 T i SCRFI AT N 2 2 11282, AT DAZEFRAT]
KMk E3RF) http://wiki. wireshark. org/CaptureSetup/NetworkMedia.

1. 1.4, ZXREMHERFHERMCMH

Wireshark AJ LLST T2 A 28 70 B A A HE AL, 1 L2922

1.1.5. ZRZHEH

Wieshark RJ LLRE$E SO H O 2 Fh A Al S B0 SO A% 2K, 1R L2902
1.1.6. XS IURERAS R

A DLSZ R 2 U0 A ARAY (FE Wireshark T ] RERE AR M AgH) 2992

1.1.7.  FRR#HME

Wireshark 2 JFIREAFIH , H GPL PRSCRAT . A DU 92 4E AERBEKINLA LT, ARHIEORBIT 271,
BT BIRARRSAE GPL HEZE Rl n] DA ] . ROV RA BRI, AATTRT BMRA 5 AE Wireshark EASIUBHI I, B Hs
HAF RS 2SR B, KRR+,

1.1.8. Wireshark ARefiIEH

Wireshark ANREFRALUN T T RE

o Wireshark AR NI RS anSft/ b7 85 K I 28 A 1 — Lot/ d A TAN G SR VPO A BRI 1 , Wireshark Aay
LR, HRWR KA T AR, , Wireshark AJREXTEUE KA TH ASH . ¢

o Wireshark A=A BEM L8 H 55, EAUE “ME” (HEHL) MZ% . Wireshark Ak iz W 2640 Bl i & <8 B 1 5
15 CAFRMENTERAN, (RIS DIER IR

1.2. REFR

AR BE 22 R AT Wireshark 7558 H 4% (Al 214 . .
1.2.1. —f&UiEH

o HHMERER/NTR, FERZHMEP AT LEFMEM, EAHGRS L FARREMH.

o TEZATII ML PR KR A ZE W AR A | 28N 12 7E 100MBIT/'s 4 XU T DAK X H e S 2 e 4 25 7
A T50MByties/min FUEHE | 7E LR 28 Hh AT =g I CPU, K& 1 A7 AR B8 3 25 A e T 0 221

o MR Wireshark BT WA EH 2B RFEA 1L, ATLIE
http://wiki.wireshark. org/KnownBugs/OutOfMemory L& VEA A 44 UL S il il I005 o

o Wireshark fEAXFACEE I (A BUBAT 55, 1E 2 ALHEES/ 2 R R G TAEA S L AR BE A8 AT SRR RS, 45
W AR — MBS T ERAREAT, bR T AT IESUEI A FE R “ S HAsIER ", N R AR
SIBITE—ANEETT, BRSBTS A . IR 2 AT B .

1.2.2. Microsoft Windows

e Windows 2000, XP Home Jit, XP Pro Jix, XP Tablet PC, XP Media Center, Server 2003 or Vista(#¥#7E XP
)
o 32-bit FEE Kb A% B [E SRR (AL F 2 (A 400MHz B{EE &) , 64-bit AbFEESAE WoW64 1 ELEAEE N - A,
— i B
o 128MB RGINAF (I 256Mbytes BUHE =)
o 7HMB AWML E] CANRAERAF LS, FEE LA 8004600 (L 1280%1024 BB =) 7 Fra /b
65536 (16bit) (7, (256 (IHB & 22 kel 7 Eik#%” legacy GTK1” )
o PMIRFIK:
o LUKM: windows SCHFIIAEART LA A< EB AT LA
o LKL/ ;. W MicroLogix support list, Af##E 802. 11 AT i o
o HEEOMW: http://wiki.wireshark. org/CaptureSetup/NetworkMedia
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e

o HTLITF=/MER, BASXTIHAR Windows $EAE S EE: A EMIT AN R IEAEAM AL EAE R 58, OB R;
AR E NN ME, Wireshark i&47 PR & SO (ln GTK, WinPCap &%) WFEXM BATRISC R,  FIFE, ikt
T TR EATIEAR T R

o Windows 95,98 fI ME AREIEAT Wireshark. CAIIIE G — AT LUISATAE UL B & BIMCA 2 Ethereal0. 99. 0 (75
B2 %8 WinPCap3. 1), IRMKIR AT LAF I M : http://ethereal. com/download. html 3K%5 . AEHE—F : 5T 2006
1 A 11 HiE1EXF 98/ME 32 FF.

e Windows NT 4. 04 J5¥ Joi2i2 1T Wireshark. e — AN AR & Wireshark0. 99. 4 (75 %2 %% H w7 ) WinPCap3. 1),
PRIABR AT PAM : http://prdownloads. sourceforge. net/wireshark/wireshark—setup—0.99. 4. exe 52, i
fEHE— T BT 2005 4F 12 H 31 HAF1EXENT 4.0 3.

o Windows CE KM windows (NT/XP) Ak e,

o 64-bit ALFEASIEST Wireshark F5E4E 32bit 1F ELIFAEE T (FRAE WoWe4) , H A 75 %28 WinPCap4. 0.

o RFZEIR ORFIE LTINS R AR 2288, (He B B — B AT FURk T A

1.2.3. Unix/Linux

Wireshark HEJ A LLBITAEHZ UNIX P&, RGA] IR FH Windows FHIfEFR. it/ DELL R F& ] H:

e APPle Mac 0SX

e Debian GNU/Linux

e FreeBSD

e NetBSD

e OpenPKG

e Red Hat Fedora/Enterprise Linux
e rPath Linux

e Sun Solaris/i386

e Sun Solaris/Sparc

R T HERIRAE AT G VA, AR BU R SRS R A e . A IR E M 2

wireshark—dev[ATlwireshark. org . 2 EEHIZ L,

1.3. MBBE A PIE 2] Wireshark

PRA] DLNFRATTEO WX 3k S i BT i A /Y Wireshark http://www. wireshark. org/download. html. Mu5 E&a] DLIEFE &
ENETRE Sy

Wireshark iH % 7E 4-8 J& W K AT — 0 A

R AIEAEIRAT Wireshark & A0 W 2B 5], YRA] LAIT ] Wireshark—announce MRA51K . VEWZE  1.6.4 1 “HEH:%1
i%”

1.4. Wiresahrk fajse"

1997 #LLJG, Gerald Combs 75— T ELiB BE M 4% o] /AR 22 2] 28 il . Bt DB U6 & Ethereal (Wireshark
WiH VLRI FR) DA BL_E RIS 75 2L

Ethereal &5 —f, LB IT A, 15, 1998 4, Zidix 4 KKEE, #6 T, Bug sy, PLAHFZHIENN, 0.2.0
FEA: 7. Ethereal & PAIXFP 77 I o

WEAA, Gilbert Ramirez KINEHIWE 11, FENFHIRML TIR)Z 00T
1998 4£ 10 H, Guy Harris IEF4E—FFLE TepView BEUFHI T H, fhFFiGN Ethereal #EAT G, FHIRMLHHT.

998 “FELAJG, IEFEHEAT TCP/IP #°# ) Richard Sharpe JVE [ EAERLLPRIEPHIEM . JEITIRDT T IZHAE 2 b P i
BT o WRAAT, Frih SO ROAZARITER NN . Fr AT a6 W Ethereal 170 #7 Ao cirist .

MIBLLJE, #Bh Ethereal MINBOKRZ , ABATHIITIEJLF-#G2 T — L2 AL Ethereal SCHFAITIL. Jir ARATTFE DT
T O Mg, OB T sk R 5t

2006 “ET5 H Moved House X AJAKIEEATIFE) JFEBa 4 N: Wireshark.

1.5. Wireshark JF&k %4

Wireshark s 4] Gerald Combs JF&. HEIH Wireshark team #HAT#E—IF K FMZEP'. Wireshark team & —/NH1E
*h bug $2 5 Wireshark ZhEgRIAH L A% 7 2 B AR B ZH 21
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A REM RN Wireshark SOOI [RIN BATE A XL A BEFRF AL . BILEA Wireshark HBISREL R
About, /XA LAFREIN Wireshark S& ARSI N G144 1, B Rt al LUEIE Wireshark WA authors UK H

Wireshark ;e HIFEHAFIIH, KAENE GNU General Public Licence (GPL #3%0), A IEARAS T LAFE GPL HEZE T 4 9%
. AL BEAE L Wireshark MEE ST E, WERET R S0# 4T Wireshark team , FRATHEAFEEREL

N Wireshark Team #EHLEEMISGHEIL, G LLUF Mkb:

o WERMEABN RIS ST A B € eAImE, BHSFHIRER Wireshark team —FEH B AR
N

e The developers of Wireshark might improve your changes even more, as there s always room for
improvement. Or they may implement some advanced things on top of your code, which can be useful for
yourself too.

e The maintainers and developers of Wireshark will maintain your code as well, fixing it when API changes
or other changes are made, and generally keeping it in tune with what is happening with Wireshark.
So if Wireshark is updated (which is done often), you can get a new Wireshark version from the website
and your changes will already be included without any effort for you.

Wireshar JEACAGAI b kits (bl THREA? O "TLURYE A CRFSXT N T E,  MuE:
http://www. wireshark. org/download. html.

1.6. IR ARG BY

WERIESAEAT R3] 1 e, BRE T2 Wireshark HUFEED, A LUNJUMATBEILEE M@ TE CHR, ICARFHA
H) .

1.6.1.  PM%h

WV A http: //www. wireshark. org R¥< KR T Wireshark 2 H HHEIMEE. .

1.6.2. EBER4PH

Wireshark Wiki (http://wiki.wireshark. org) #&fit) 72 IR Wireshark AR EAE REE . KRB RI—8EH
WAFEAERTNER, Flan: wiki DEWRBEUMAESHMEMICE, FNBRIIER @I hils2%, H5%.

BRUFRIFG R, AR I RRA M DL CREInEOR@ M o0, ST DLUE TS 3 W 2 i E
1.6.3. FAQ

BREAFEW BB “Frequently Asked Questions” FRAL—ANE 5 H 7] 2 ) 7] 8 DL Ko 25 R 51 3
Read The FAQ

N FERRIEAT TR BB SR AT, FEE O T FAQ, BN BIHR AT e iR 4t T AR Mm%
Fo AR TAEMRT GefE, GIRZ AR T RKENE) .

1.6.4. HEEEFIFR

N UAERPEFIE, 53 A R 2

Wireshark—users

o3

RKFE—> Wireshark FH P HIBIER, KEFRERT LM Wireshark &, HEN AEFHAHD RERZE
o GFHE: HAMABREREMN? D

wireshark-announce
KR TR RAELRSIZR, WHA4-8 FHI—.
wireshark-dev
EARE—ART Wireshark JFRMBBIEFIR, WERIHAIF AT, ATRAMIIA 2512

PRA] LB M sE http://www. wireshark. org 11 B4R 51 2. 6] B8 550 o WXl 20 T3 B IR 2 R B el vl LA o B4 [
FELEM b b 7] PAE 27
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N IR RGN E S A RA N R — R R, BSOS T AR RPN LIRSS IR DL
FEANERIET o

1.6.5. A=

R
EIE@%?E@@@Z%,%%%@ﬁ%%%%%%ﬁ%wmmwm

GRS A, A RSN TS SR 2 ok 1] AR AT 3 B

1. Wireshark BIRRA, RILAKMIIERIMCA, 1 GTK+, 555, fRn] U@L Wireshark - v p 2 3RM\BRAS.  (ff
1t/& UNIX/Linux “F &) -

2. 1847 Wireshark HJ°F 515 5.

R 1] P VE AR A

4. WMREEAFREEZEGFEE, B REEN A (LLEERZ TS GHRSCR, WRARTE) , XEEHAD
AR R A R R T . 5 ABE R IR “1 got a warning while doing x” "7, B NXFEE K
ARMNFFERE.

0

RERIERIF
:EaWﬁﬁ%ﬁﬁ%i#(nmm)ﬁM#ﬂ%,E%#¢WW~4%%&E%@%%E$$%ﬂHOii#%

LEAR 22 WA 5103 B 10 00 36T F45 P i AN B B ) P P SRR B AR SR A 22, ART DA SRR 328 TS S it 45 0 18

[ L I O R, BRI AE AR N

AERIZNFEGE B!

IR SOE TR RAE BIRAESIR, T8 E N AU S BURECEE UGS, st s Wt 2E i .

1.6.6. 7E UNIX/Linux P &8 B fhaiR

RIS SOE TR BB FIR, B HE AN AU S BUREEE UGS, s s whE .
PRuT LAEE Q0T 62 SRAFE RS 2.

$ gdb “whereis wireshark | cut —f2 —d: | cut -d° ° —f2  core >&bt. txt
backtrace

D
$

R
Eiﬁ%?ﬁkﬁ*ﬁ%?ﬁ!@

EE
E BERRE— GDB 1% IRATLAMER S — ELURMANE, EESEAEHME, Dird (CTL+D) K2R GDB iy
Ao PLEAT &L ARIE 2T H kA5 8] — 4408 bt. txt BSOS, B S bug .
EE
IR AG D> GDB, s RS B R HOHRAE R ST R A

YRA] DA AR IZIE BB 2 wireshark—dev [AT Jwireshark. org ME{:%1) 3%

1.6.7. 1E Windows P &8 EEHAEER

Windows FIIREE RS 3CAF ( pdb), EATHER Ko AR A BE B 047 B BB o ARHE R R AR
AT A AR P A GRAIANRAED

CREHVE: BUNARNERIZ L, T A 24 AR DRI 88 A5 X AR A, AR S R ILTE W 2 (0 BL T, i SR
A R 25, BV BE I I I M 25 6 5 AR A

Y JRC “The values below are the minimum requirements and only “rules of thumb” for use on a moderately
used network” , HH1” rules of thumb” H1iFe44 NAZZHERN, (HM Lo TR MR — 2, R¥EEE
Yo RZEEOFEH, EIAErE R, X BEERA fU
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PR X ANE AR, BRI R, mIERRA AL A LR R R, AN TR LG SRR 30 4
MR 10 P82 AETE. HIR, XA IER IE AR, (ERIEIEIX A m BT N XE,  RT REHH I AT A e

SRR AGREZ UL, BRI IR, B LRk
CRREE: ANEE S, FRAE XX BIREE —ANMEAEE

WiREE: JFC2: “Type the characters in the first line verbatim! Those are back—tics there!”, Those are
back-tics there! NEIE A A B, back—tics=/g 8z ? & Linux BB H11E



w2 B Ymik/EE Wireshark
2.1.  ZFiH

JTiFBEEIL, Wireshark W[EFELNLL . EARAEH Wireshark, RAZ0:

o A NESEIRIERGN I, S
o FAICHE I IRAE RGeHi .

HAEl, JAME=M Linux KATHAT LIMEIE Wireshark, 10 H I8 & &M A S B RA . 245 AR UNIX BiATHT LA
L% Wireshark . Windows HE(TRRASESASGEAL 4T Wireshark. T DL R K, VR 7 25008 M WIF 5815 3] 555 iUAS )
Wireshark DA S W] 2244 ¢ .
A B ) A8 R s WA SRAS YR SO b, T AR AR VR ) 75 B e 3 Wireshark Y304
DS iikaiopd &

1. FEFEAME, Bl s —dts R AT

2. KR STAT: G P i ) A (R R A R B PSR U)o SRRSO RT DLRE S g AT/ B R A T A
3. A T ORI H AL .

2.2. IRBIRF

PRATELA Wireshark Pk http: //www. wireshark. org. [FJIF SREGIESCAF A “ BB ATIR . IEFEIE R 2R E R, A
JR R FRIE S B R R AT R SR el R O RER RIL — Rl 50D o

TRITAFERCH !
— KV, FRAEE 4 N E Wireshark, IR EAHYG 2E Wireshark Y5 04F, BAIBEEE NN, XS
R Eag P

Ei%%ﬁm&mﬁiﬁéﬁiﬁﬂﬁﬁmﬂ%,@&@ﬁ%ﬁﬁ@?é%%ﬁ,%m&%@%%ﬁzﬁmi%ﬁ
FE T RRAS AT, I8 38 I S0 A8 5 (0 P G 1

HETUUERN, EafeffE o N EIESC B i, OIS 58— .

2.3. FEUNIX F&&EZ R
TEGn VB 223 I RATRR Z 11, 1L A1 8 4 3 i N A
1. GTK+, The GIMP Tool Kit.
K FIFEFRE Glib. TATER AT LA www. gtk. org 315,
2. Libpcap , Wireshark FI R0 T E

AT LA www. tepdump. org 375

RAEETRAT RGN, (EEVFRENS 238 60, U RPMs. BRYFIE TR Z RIS IR R E

IMRECZLTE T CTKHESCH:, B 2.1 “ MJESCIE P GTR+” SR AEAGF5- X 8 2w 1A I 5 B o

Bl 2.1, MIESCHRPE GTK+

gzip —dc gtk+-1.2.10. tar.gz | tar xvf -
<much output removed>

. /configure

<much output removed>

make install

<much output remove>

R
Ei rTRE TR B ] 2.1 “ MIESCAESR e GTK+” A it I RR A 5 Bl RIS R #5010 GTK+HRAS . a5 GTK [ H %
RAEASE, WEMEEEBNE. , tar xvi SonETEEENEF,

= &=
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WA Linux, 8032235 7 GUN tar, &0 LMEH tar zxvfgtk+1. 2. 10. tar. gz 752 [AIFEHLA] BEAd H
gunzip - c¢ BV gzcat MASEYZ UNIX H10 gzip - dc

EE
EI W RAELE windows H R EL T gtk BUE HAR SR, WSO TR R N gtk+—1 2 8 tar. gz

IARAEPATEL 2.1 “ MPFESCAF 9 1 GTR+” AR (3R 2 AT AR A AL AT, R AT A ) GTK+ Rt o

>

MRE L NH T libpeap I, —MIRSMWB] 2.2 “ZwiF, 2% libpcap” BonHIIFETE M. FFE,
RIEMEAE R YA SRR tepdump, 7T LA tepdump P N 3228 E .

B 2.2. “miE. &3 libpcap

gzip —dc libpcap-0.9.4.tar.Z | tar xvf -
<{much output removed>

cd libpcap—0.9.4

. /configure

<much output removed>

make

<much output removed>

make install

<much output removed>

ER
Eimmw%E%%EWﬁﬁﬁmﬁﬁﬁ@ﬁommﬁﬁ%ﬁ%@%&%%ﬁ%o

RedHat 6.x M FLPA ERRAIREE T (AR TS RATHG W Mandrake) , 0] DL B B8 4T RPM 23T E 8. KEZH
LR B Linux 75 82238 GTK+AI GLib. iR, RATRET B2 A mr Etil. ZEmdlsHh 2.3 “fF
RedHat Linux 6. 2 Y% 3 TR AT RAT IR F 2235 5 B0 RPM AL 7 . WSR3 223s, 1A R T B2z 28 1 RPMs,

# 2.3. FERedHat Linux 6.2 REETZRABRITR T LZETEN RPME

cd /mnt/cdrom/RedHat/RPMS

rpm —ivh glib—1. 2. 6-3. 1386. rpm

rpm —ivh glib—devel-1. 2. 6-3. 1386. rpm
rpm —ivh gtk+t-1.2.6-7.1386. rpm

rpm —ivh gtk+—-devel-1.2.6-7. 1386. rpm
rpm —ivh libpcap—0.4-19. i386. rpm

EE
EI WG RedHat 6.2 ZJEHIRAS, 75 EH) RUPs Rl AE 4k . 18 7 248 A IERI T RMPs £,

7F Debian FERTLUF ] apt—ge 7. apt—get 2 NIETERRAANEAE. W6 2.4 “fF Deban %2 Deb”

il 2.4. FE Deban %23t Deb

apt—get install wireshark-dev

2.4. 1E UNIX F%si¥ Wireshark

WURAE Unix #4E RGN T LU A0 N A2 3R 13 Wireshark JEAKAS:
Lo WRAE A Linux WA gzip' d tar SCPF, anRAEAEH] UNIX, JU##E GUN tar 3. XFT Linux fr@ 40 h:
tar zxvf wireshark-0.99. 5-tar. gz
XFF UNIX FA, a4~

gzip —d wireshark—-0.99. 5-tar. gz
tar xvf wireshark—-0.99. 5-tar

ER
;%I &S 1T gzip - dc Wireshark—0.99. 5-tar. gz|tar xvf [EFETTLLY
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U AETE Windows R F#k T Wireshark, /RE K INSCE 44 AR LE s AR % 7 Rl 2k .

2. BT H i B RIR SR H 3
3. Hc B RSO DA P ROE A 8 B Unix HIRRAS . a0

. /configure

MR DREREE R, BT BB IR, A5 EH configure. RRIMBFHIRTTUSHEE 2.6 7 “fff ik UNIX
gl R Y i A

A. A8 make fim &R SPGB L, Bl
make

b. RIS ELFI) Rt R & H s, R R a4
make install

— HA&fF H make install %Z3& 7 Wireshark, &t a] LB % A\ Wireshark g2 KigiTE T »

2.5. fE UNIX 23— #sla

— kUL, RIS UNIX R 2ed& 3t R AT A 0977 AR 48 1 UNTX AR SR T 8- A ANF . il ATX R, &R LA
fFH smit 223, Tru64 UNIX A LIEH setld 74

2.5.1. 7E Linux BRRIFAE T L3 RPM A

U~ a4 2235 Wireshark RPM £l

rpm —ivh wireshark-0.99. 5. 1386. rpm

WK N E > Wireshark KRR TS S 3022384515, 150 BRI, AR A 2723, REDHAT KA 3RF
B2 %] 2.3 “ff RedHat Linux 6.2 B I TAZIMARA RATHRCT 2225 75 1) RPM £

2.5.2. FEDebian BT %3 Deb B

{5 FH T %l A 1E Debian | %3 Wireshark
apt—get install Wireshark

apt—get 2 ARESERITA IAH S EAE
2.5.3. fE Gentoo Linux ¥3& %3 Portage

{EFH U~ 2 7E Gentoo Linux %% wireshark VLN BT I 75 B 0B IS4k

USE="adns gtk ipv6 portaudio snmp ssl kerberos threads selinux” emerge wireshark

2.5.4. 1F FreeBSD 85 T &3t

fF N iy A 7E FreeBSD | Z3E Wireshark

pkg add —r wireshark

pkg_add 25 RITA HIAH G AT:

2.6. fRULUNIX F&iEBEdmam W

AL RSB R ARG R . X RS I — R R INE:

0

2R configure M— bR AR, IRFEH M IRAGIEA, & & HE S config. log (FEFEMAFHAT), BF
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— R R ROy s kb GTR+IAER, B 18K CTK+IR AN AR . configure F5 IR 55— N E B EDABE Y HR /D> 1ibpeap (IX
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WX FEAT HE B ZR PG, B0 make SRR AIEER
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ARATBEIRVHE Windows | 223 Wireshark — kil
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S
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" RERFRINKE
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Wireshark (€035 GTK1 1 GTK2 2 1 Lk R 22 2%) -

B Ad A GTK2 1Y GUT G 38 3 i) B a] DA%t GTK1, 7F Windows F 256 f& (8bit) T nBi G IE4T GTK2. {H j& ik
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internet.
e Editcap - Editcap is a program that reads a capture file and writes some or all of the packets into another capture file. /Editcap /& —1
BB SCH AR T, 3] DG — MEAE SO I SO A B BB AN S — M. CUFEEFF or A2 D

o Text2Pcap - TextZpcap is a program that reads in an ASCII hex dump and writes the data into a
libpcap—style capture file./Tex2pcap r&—PizEL ASCIT hex, B AEIEF| libpcap P XAFHIFET o

e Mergecap — Mergecap is a program that combines multiple saved capture files into a single output
file. / Mergecap &— 0] LK 2 MRS E IR N— IR -

e Capinfos — Capinfos is a program that provides information on capture files. /Capinfos f&— &~

R SCIHE B IR -
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e Associate file extensions to Wireshark-Wireshark {4 B 42 A ERAFT T 7 OCHEE R Wireshark
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e Install WinPcap x.x —UNH A7 FIRAMK T Wireshark Ha I, 1ZiETUK 22 EBRIME .
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B2 KT WinPcap M5 .
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] I E AR ATIB AT 2R, MBS, EFE2 BR®E NS B UM T 2%, AR NAF, ] Pl
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o /S FRERAEI A EEIEL Wireshark. V1 BRERAE 2 2 B N N2 2235 WinPeap!
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e WinPcap B /7 M¥%: http://www. winpcap. org
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BRI

L
@ TEZHSH I WinPcap Z BT, WIRE 2 22252 [ A WinPcap, A A5G EI B E o FITHCA ) WinPcap 22 2E 1 2 H T # 4 H i
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FEHEREIR B G IE W . A E gL, WRMAHRAITH S, AT SR — AR AR S R, L Linux T A GTK+
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test.pcap - Wireshark ._ E|E|
File Edit Wew Go Capture Analyze Statistics  Help
2 @ o B@Ex %8 RB«»»7F ¢ BE &a
E]Eilter:l - +Expressinn... %glear ‘f apply
Mo, - Tinne Source Destination Proktocol | Info -
1 O.000000 192.168.0.2 Broadcast ARP Who has 192.168.0.2% Gratuitous ¢ =
0.299139 192,168, 192.168.0. 2 NENZ Name query NESTAT *<00> <00 00> <0
1.025659 192.168.0. 224.0.,0, 22 IGMP W3 Membership Report
048552 g oo 239,255,255, 250 LGP Source port: 3193 Destination por
055053 192.168.0.2 UoP Source port: 1900 Destination por
L0e2038 192.168.0. 255 NENS Registration ME NE1OO&1D <00:
22blhE H92.1pE.0, & 192, 1e: 0 TCP 3195 = http [SYH] Zeg=0 Len=0 M5%
.227282 .168.0. 193, TCP http = 3196 [SYN, ACK] Seq=0 Ack=!
< | >
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Ethernet II, Src: 192.168.0.2 (0D:0b:5d:20:cd:02), Dst: Netgear_2d:F5:9a (00:09:5b:2d:75:9a)
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Left £ Pactect Detail [HIAR, KPIBGEFEMVERGRR SC. IR LAOCH, IR [H1F 5245 3
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3.4, E¥H
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B 3.2, E¥xHE
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BHEATH GIFMIEMF, save/fRAF, Print/4TH], Export/ G MU AF I S . BLAGB HE Wireshark
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BAENSAIH P B2 A g0k E H, R T R RmE, HRURRGESE. W 3. 11 4
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WireSharkFile SEHA I HINERER 3.2 “File SEHANH” PN
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&= Edit \iew Go  Capture  Analyze  Skatistics  Help
E open... - E —n
0 Al x ¢ ElE]
Cpen Recent r @ @ AT ﬁ & ‘ — @l Q
Merge...
X Close Chrl44 7 +Expressinn... l‘&‘,glear ‘l‘:f apply
& Destination Proktocol | Info -
Saveﬂs... Shift+Ckel+5 L0, 2 Broadcast ARF Who has 192.168.0.27 Gratuitous ¢ -
L1 152,168.0.2 NEN% Mame guery NBSTAT *<00s <005 00> <0
File Set b
as "Plain Text" file. ..
as "PostScript” File, .. : 3193 Destination pot
& print... Cerl+p as "ES'-.-'" (Caormma Separated Yalues packet summary) file
& ot Chrle = P P e & port: 1900 Destination por
Qui rH+G as XML - "PSML" {packet summary) file. . tration NE NB10061D<00>
F1LE S 25 ML - "POML" {packet details) file. .. = http [5YN] Seq=0 Len=0 M55
12 1.227282 192,188 » 3196 [5YN, ACK] Seq=0 Ack=! s
< | >
Frame 11 (62 bytes on wire, 62 hytes captured) M
Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Netgear_2d:75:9a (00:09:5h:2d:75:9a)
& Internet Protocol, Src: 192 168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
= Transmission Contral Protocol, Sec Port: 3196 (31963, Dst Port: http (800, Seq: O, Len: O
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Sequence number: O (relative sequence number)
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030 fa fO 27 20 00 0D 02 04 05 b4 01 01 04 02 e e e e
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15 1.229309 1%2.168.0.1 1%2.1658.0.2 TCP http = 3196 [AcK]
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Coloring . . EX I B REHE AR EE RS 9.3 1 “fufs
View/Coloring Rules... o = 9
Rules.. . AT IN &
Preferences... |Edit/Preferences I E LTS TENE, LS 9.5 11 “HIEm”
Help Help/Contents FT 35 Bl o 1 AE

3.14. “Filter” TEE

RPE TR T gmiE s ndygds, H2VEEILE 6.3 17 “JuifidyEf”

B 3.12. TSETER

[EIE“'IE“| v b Bipression...  wedear o apply
x 3.11.

= .

pE TE B

=

SR PRI AR, W 6.7 <k ¥

oo

FEUL X S N BSOS S SE A, WA 6.4 % “E S Wonid R AT R 2
RS, WREMA KA, sSEEREATH, WE SRR N6, BREmA LN
RIBN, BRSSO, R ULl R Y ERIEF AT AR IE TR, SRS —EHiRE, Al
W R SR

NE EIM%@&ZE,E%ﬁ%ﬁﬁ%AmU@ﬁW@%,ﬁ%@iyuﬁﬁﬁiﬁo
ER
B NAE [ P 25 (R B 2 S AT JE AR I N 2 CHATI 8% 1 P9 2R 2 I TR S AAED

RiE W RNRIER T IT I — N OEHE A LN 7 B Y R b gt it €4, FERLZE 6.5
... | “ “Filter Expression/JdJEFRiA" X1HHE”

B EEMETL RS, ERWAE
o2 Y = i g AHE ) T8 RO JE AR HEAT I )8

VA E=
EIEﬁY#E&%E%ﬁﬁﬂ%E@&N@

R BN FiLter BELSANSAT A, 7 AE SLHHBLAE 0. 99. 4 Jirh

3.15. “Pcaket List”MH#X
Packet 1ist/EAIZRHEMERNFTA 2871

& 3.

13. “Packet list/AFFR”HER



) o A
Mo, - Tirme Solrce Destination Pratacal | Info —
1 0.000000 192 .168.0.2 Eroadcast ARP Who has 192.163.0.27 Gratultous
z 0.233913% 192.168.0.1 122.1658.0.2 MENS Mame query NESTAT *<00x<00><00=<1
4 0.726445 192.168.0,2 224.0.0.22 TGMP W3 Membership Report
& 0.004286 192.168.0,2 239,285,258, 250 S50F M-SEARCH * HTTR/S1l.1
8 0.004z269 132.168.0,1 192.168.0.2 S50F HTTF/1.1 200 Ok
9 0.025985 192.168.0,2 192.168,.0. 255 NEMS Registration ME MEB100G1D<00:
11 0.114:211 132.168.0,.2 192.168.0.1 TCF 3126 » http [SYW] Segq=0 Ack=0 Wil
12 0.0011z2& 192.1658.0.1 192.168.0.2 TCF http = 3196 [SwMW, ACK] Seg=0 Ack:
12 0.000043 192.1658.0.2 192.1658.0.1 TCF 3126 = http [ACK] Seq=1 Ack=1l Wi
14 0.0001z2& 192.168.0,2 192.168.0.1 HTTF SUBSCRIBE Suphnp/sserwice/Laver3Faol
15 0.001858 192.1658.0.1 192.168.0.2 TCF http = 3196 [ACK] Seqgq=1 Ack=2te& |
17 0.015334 192.168.0,1 192.168.0.2 TCF 1025 » S000 [SvMW] Segq=0 Ack=0 Wil
18 0.00003& 192.168.0,2 192.1658.0.1 TCF E000 » 1025 [SwM, ACZK] Seg=0 Ack:
1Ta m Mm1 TN 1a% 1S M1 R =] 1S N uTTD uTTD £1 O nn M :
4 | >

HIR AT Bl e SO — M. R E R P —1T, B EZHN S E/RTEPacket Detail /AT
"Packet Byte/flF " HIK

FEo B () B, Wireshark 245 PSS BIEIRSN1 . RUOA F R PR BOE B 2 8 2 i0= Pl EOEH AR AR
& BIMHEGE RN R R R PG R

fan: ALEATEF —AEFHE TCP A&, 1P A, Fl—ANLUKMAL, 78 LUK (BERZE 2 ) B @b i 8 (Bban PUR L)
£ IP i h & B % T H KN Z (Bban TP #ibk) , 78 TCP A #rh & E % IP(E R

IR MEBRARZ P A ik, &ERRWRLESa A E R BT B E, WA 9.5 “EHUEI”

CNNIEZL IR

o No. UM%, 5 A KAEKE, RMEMAT T ki Rtk

o Time HIWHTHEL. BB B ATTLLEITRE, WE 6.10 {7 “H[ANE Rk S0 [H”
o Source [ nfUHYREHEAL,

o Destination W nfLiH AR,

o Protocal E/BHIMICEEARIES

o Info LRI INGE

A, A PLEIRIT O TR I e . W 6.3 1 “PNERT e

3.16. “Packet Details”TH#R

"Packet Details/fLVENE" AR &7~ 2 5L (FE AL H R AR B ) AL) TR 513
B 3.14. “Packet Details/BiE{E HiR

[+ Frame 1 (42 bytes on wire, 42 bytes captured)
[+l Ethernet II, Src: 122.165.0.2 (00:0b:td:z20:cd:02]), Dst: Broadcast [(ff: ff:ff: ff:ff: )
[+ Address Resolution Protocol (requestysgratuitous ARFP)

T2 IR S s B0 7 3R RGOS P B B R 7 B, SR 7 B AR AL o ARR] DU Bl & AT
A EMESFEMRK LI, WA 6.4 7 “f Rl JERIAA”

TP B R R TT 7R
o Generated fields/ATAEFE: Wireshark 2% H cAE M bl 7B B35 . AT Bod i e isH < m
HAb a5 &£ . 1. Wireshark FEX; TCP JRLZ FF I HEAT 73 it o K< 7E TCP B s in [SEQ/ACK
analysis]FE&
o Links/## WL Wireshark B Ml 5 HEBMKR, Bar-d MR eariEsE. SErRErN
WK, FRIE T RIZ. W o Bk 200 B,

3.17. “Packet Byte”THIHR

Packet Byte/f=71 THIAR LA 16 HEH#e it /5 207 Ml ik B 5
Bl 3.15. Packet Byte/AFITHEIR



oooa fF ffF fF £ ff ff 00 db &5d z0 cd 0z 08 06 00 01 ........ T veeunn
0010 02 00 08 04 00 01 00 b &d 20 cd 02 cO as 00 02 ....oeaus 1 «oeun.
ooz0 00 00 00 Q0 o0 00 CcQ0 oas o0 o0z Ldiaaaaes aas

HHAE 16 B AT, AR stddEmizaE, a2l 16 #RoR, A MR Jyxt M ASCIT F4F

WRYE R A E, AR AR R 2 AT, i AR Wireshark 2820 HA N4, W
B _7.5 f “HIF” IXR AR ES A R AR

B 3.16. THEDIH) Paket Bytes/fET K

0000 02 00 0 ab 04 53 02 00 06 &b 7T bd 085 00 45 00 - e e M
0010 01 4% 33 cF 00 00 1e 11 dd 51 bc as 08 0a bc as [ L [
00z0 0% 3z 41 af 0F 04 01 34 00 b4 04 00 Ze 00 10 00 T
0030 00 00 00 00 ad de 97 ec dl 11 82 71 00 57 &0 O ....... T o..g.W.. b

Frame (342 bytes) | Reassembled DCESRPC (1604 bykes) |

BN U T PR Y 2 AT RESK H 2

A WL 2 s — A BN SRR R P Al I RIS . W RS M AR D, X RE s VR AT B )

3.18. JRELL

RERH T ERER

EHEIRSRE A 2 Rk E R ER, A4 ERA4nasH
B 3.17. WIEBRESE

|Ready to load or capture | Mo Packets

RS EE BRI A SN IR, Wi: WIS 3h Wireshark Fif
A 3.18. BAXHBERIRSE

|File: kest.cap 14 KB 00:00:02 F:120 0 120M: 0

BRSSO B AT, b, SRR
AT R LA SR B £ o T

o PRI

. D HERI K

o M BHRIHOEIEH.

B 3.19. B@HEHNFERARSE

[opcods (arp.oprode), 2 bytes [P: 120D: 120M: 0

IRAR 2 AE "Packet Detail/BPENE"HIHRES: ¥ — MHIFBL KaEr EE

N
Y 55 A IE (1 LB app. opcode) Al IME N BRI ] . &R aR S I 7B



£ 4 F EREREIGEE
4.1. N

SR PEEE B Wireshar BEF A2 —
Wiershark i 51 % H £ DL TR

o XRFZMMER ORI (UM, MIAR, ATM. . .)

o SCRFZ ML A AE LRPE, 1. FIESCRRIRAN, SHeFREEITE], PR, |

o FHPEI [FI R B VAR

o WEILNE, WOMRINEKNER. WE 4.8 A “HiiRH g

o KIS, FTPABEE AR NSO X T ARSI TR A B, T LABCE R SO RN TIME, BB R R
JEHIN AN SEF B WA 4.6 1 “RHIRSCfg sl Bl s

Wireshark ffi#ig 51 &AL LL T JLAN 7 T A AN 2

o MEAMGEE ORI S iTE, (EREW UG 2N ARS8, iRt Xt &I1)
o RGERTE R HCE 17 L (SO AR )

4.2. HEETIE

S E Wireshark L0 A] B 218 B — L2/ N FRAI

"’
"\} KT U A T R P 5 B BN A ) 5 0] PAFE http: //wiki. wireshark. org/CaptureSetup.

X B — L WA R Ry
o PRILIIHA root/Administrator B LLIT A F 2~
o AR IE B X 48 122 D R
o WURGARHIRIEAC RS, VR FUE ke B4 AT o] LA 3
R DL V%

DR VRRE 2V L IR, VORI AR A 5, B P )

4.3. JrehHEiE

T BMEA MME—Jr 20T da e

. ﬁﬁﬁTT?F?%%E%DN%.*E,ﬁﬂ%ﬂﬁﬁﬁ‘]ﬂiiﬁlﬂl%%lﬁl,ﬂ 4.1 “”Capture Interfaces” i #E F2 LI X THHE ”,

PRI T B AT SR K45 1 R Shii 52

. %ﬂﬂﬁL;Lﬁiﬁﬁ”ﬁﬁ%iﬁlﬁ”i‘ﬁ%ﬂﬁi)JXﬁiﬁEﬂﬁﬁﬁ%, W 4.2 ““"Capture Option/JFEieTi” X iHHE "

o USRI ORI (v B AU 1 EE R —FE, ﬁﬁfL)L)ﬁ%”ﬁﬂﬁéﬁ%”?ﬁ%ﬂﬁ%z‘%%%ﬁlﬁﬁEDﬂ?ﬁé‘ﬂiﬁ&ﬁﬁo
o WERIREEFIERMILEE DRZPE, W RME AT fir & a2 AT T Al 3ie -

wireshark —i ethO -k

Eiddr &2 M eht0 D IHGHITE, ARGATHINHSHE 9.2 T “NayS4T/a5) Wireshark”

4.4. HRBOXHHE

R ML SE B IEFE Interface. .. 7, BB WE 4.1 ““Capture Interfaces”fHAE4HE X EHE” BT~ X 0E
HE

B
I H Capture Interfaces”/fHHTXHEMERS [FIF) IELE B IE I8 dE, B RKEHEERINRSGRIE. Rk


http://wiki.wireshark.org/CaptureSetup.�

PRI T A% L DA SRZ G HE . BE S5 R G e

®E
-;%i XN IEAE R B oR A H S AN N 48452 11, Wireshark mJ BETCiEAG B BT A )AL L, Wireshark ASgefailliz
FER] N 2532 11, Wireshark R Eef# F &1 H w] B R ) 2% 43 1

K 4.1. “Capture Interfaces”#fi#4ZE OXTiEHE

Wireshark: Capture Interfaces

Description P Packets Packets/s
d. Adapter For generic dialup and YPH capture | ﬁgtart ngtinns “Qetails
d Broadcom Mekktreme Gigabit Ethernet Driver 10000 0F% 110 1 | ﬁﬁtart Egptiuns #Qetails

iR
MEAE RGO 5 B
IP
Wireshark GEMRAT I —AN TP Huhik, 20 SR BE 10V R 3545 1P bk (i, ASA77E W] FH i DHCP AR 45 2%) , 52> 75" Unkow”,
WREESE—A 1P, RERFE— CCEHE— N2 E5R).
Packets
FHZE DG, MW OHERRNErEHE . R —ERE IR, NS ERNKE
Packets/s
il — R BB REH . WREE —ERE R, ¥eeKE RN
Stop
5 1E AT AT 4
Capture
LRI B DRI G4, A e — I e i B
Options
FIFZE O PRI UERE, W 28 4.5 1% “Hl e I 1EAE”
Details ({X Win32 &%4t)
FIHF G HE Bon 8 DR B
Close
K IR IEHE

4.5.  FHIIETEHE

AR A A S B B start. . 440 (B0 N TR E R M AT H ), Wireshark 3t “Capture Option/fli#2i% I
UXTUEHE. W 4.2 ““Capture Option/di#Eik Il X iEHE” Frow

B 4.2. “Capture Option/IHIEIEIN”FiEHE



Wireshark: Capture Options

Capture

Interface: | Broadcam Netxtreme Gigabit Ethernet Driver: \Device\NPF_{4C4DBBEE-ACO5-4846-9 |+ |
IP address; 157.163,15.28

I:IBUFFer sizel : megabykels)

Capture packets in promiscuous mode

] Limit each packet ko |:| bytes
igapture Filker: | |E]

Zapture File(s) Display Options

File: | | Update list of packets in real time

[] Use multiple files

Automatic scrolling in live capture

| | Hide capture info dialog

Mame Resaolukion

Enable MAC name resolution
Skop Capture ...

[ ... after |:| Enable network name resalution
[]... after

v )
[] ... ater | | Enable transport name resolution

e

'R
N WEARARA T RSB E N R IREFEA

PRAT ARG AR A (R - Bk AT WA
4.5.1. HHEM

Interface

By BHRE B T EAT R AR D e KRB — MR R A TRSIR, WA MR,
PEARAE AT 103 o BRIAEE — 2 SCHFH 9211 non—loopback (FER B £, WRAHXFERE N, MK
Wl . ERERGH, BlfEHASCRAEREE (vindows T & TR Bl LA S . )

FEA AT -1 <interface>Z ¥ LA A% T

IP address

FoRIEBERE ) TP bk, W RGRIEE 1P Hullk, ¥4 Eor A unknown”
Link-layer header type

FRARRA SRR ], R IBON . BT EEZ PN, W 4.7 4 “HEERM ISR

Buffer size: n megabyte(s)

BN TP R KN e R IR ¥ B S N K BIREEE T DR B AR A% O A7 R B D, R R E
o 2R KR

Ei 1Z3E U E T Windows P&

Capture packets in promiscuous mode

i Wireshark HHR G, 8B 1R ORISR (4 56 AN S92 0) o W SBRORAESE AT, Wireshark 4
LB H R PR S0 £, CF R 2k B )

) AR IR S R RE R R B B D R, BIAEAN I iz i, ey AR T s alT

Ei BRSO, IRt R L BEUS S BB AN B A I R 28 . PEGHERE L

http://www. wireshark. org/faq. html#promiscsniff

Limit each packet to n bytes


http://www.wireshark.org/faq.html#promiscsniff�

R ML, AR T TS PR . “snaplen”. SRR IEIZIEI, BRIAME N 65535,
G RZ AL, FHE R BRSO #GE A N G B OCHBE T BRI, 56— &, RGH RN E
PR, 3X B A A i AR 2 i) )

o WERARAE, RERFRIME

o WRIRAFTZU PRI aEdE. flin. QR EMNHEER R 1P A1 TCP sk, fEnT e 2Lk — BN 1
PRI . IXFE R 75 BRI cpu I AL T 260, BFHENZA R Wb ZiT 2 i
I E R BB RE 2N — R

o BNRARBAT B BT A £edls G&EF snpaplen #WT 1 AL) , ARATHE 2 A AT I VR AR 104, o 0 25080 1
IR BT T . B PR sk BB Ay, AR LA AT A i R I RN

Capture Filter

REMITE . MICIESH S EAE 4.8 1 WA IE” AN, BOAER N RS,

FIFEAR AR AT DA s e 4L, e 58t R e TR G e i — i g as, PEWEE 6.6 W “SE N
DRAFIL P2

4.5.2. BB WONSCHF.

ISR BRI E PR LA 4.6 17 “alide ot sl B E”

File

TR TR SCE 4 . 27 B E H. WMARRIFEH, M8l A IR . R
% 4.6 e SO BARE”

PRAT DA el A5 00 PR SR T 30 Y6 i 11 15 8 SR A o B
Use multiple files

UAR TG E R AFIE B FE, Wireshark # 2 B AR DNFCME, ARG AT
Next file every n megabyte(s)

& Mk Use multiple files, HIRMHICA R BB R EM, Ko ERYIEIH 1
Next file every n minutes(s)

& Mk Use multiple files, BRI RRGES AL B4R EME, HUIEIHCIF.
Ring buffer with n files

fGE M Use multiple files, 1Al E ¥ H (301

Stop caputure after n file(s)

GE &Y Use multiple files, 4B pds @ B H TRy, FEAE R T — AN SCHIHE IR R HE (B % n NS & ntl A
CAF?)

4.5.3. fEI-FEM

. after n packet(s)
TEEHE 2 2 2 H 2 B 5 15 1B
. after n megabytes(s)

FERIE 25 2 B E K HHE (byte (s) /kilobyte (s) /megabyte (s) /gigabyte (s) ) Jaf# 1B . WA & "user
multiple files”, iZi%E WK /& K (6

. after n minute(s)

TE 5 FI48 2 I 1] 5 22 14 e
4.5.4. SBIET

Update list of packets in real time



FEALHN R AR SIS STl Pe it . A RoRIERE WZIL T, FE Wireshark i #e 45 R Z AR AN RE BBt . iRk
BRI, Wireshark KAz iy oL pERE, B R AL MR 4 o 2R .

Automatic scrolling in live capture

85 Wireshark 764 B4 i NI SRR S E PR IAR, XAEEE —HE R fE. k2, WEHsdeas
W E AT R, EASEHINEINHR . WK% E "update list of packets in real time”, ZIETUK &Kt
ANH R o

Hide capture info dialog

HEHZE T, S RARI RS B XHEAE
4.5.5. ZWRETHE

Enable MAC name resolution

W HE A2 fik Wireshark B9 MAC Hhbik 2 FR, WEE 7.6 17 “LARMENT”

Enable network name resolution

15 SO Wireshark X &b AT fdT, WEE 7.6 1 “HARRAANT”

4.5.6. %4

BEAT 58 IR E LA, ARATLA A start 80 BEAT 4, t ] LLsiddr Cancel 1R HifH4E.
TR LU, EVRICRRE T BRI URmT DUF R WEE 4.9 7 “frfiifead fed”

4.6. FWRXHEA. EARE

7E fi$eRt, libpcap #2512 (linux IBER) SIMHCK B W< B A7 TRAE GEXT SR UL BNIAZ O AF N o X 30 dE i
Wireshark U IFARAF 2 P 46 € Fdi$E SC iAo

TRAF B B ST, PR 22 e s A

N

N REERRSCAE (B JR) B 2B AR R IR IR RIBHAT KIS A, sE T — P Ea 'R Mg, 58
fEFH AT R 2 "Mul tiple files/Z 3CMF M. 12T LURH S B0 BN 2 AN/ INCF . XFERTREE G &
BRI
TR
il 22 SCAF T RE DI b R SORIRE R o Wireshark SREEERANBH ETXELE, FrlE SRS BT Sk R &
(9 i i L) RO BN SO A S (Bl dn Ay bl AL ST B B, b ATE IR 8) « IXER(E B REAE N
AP EOR, A 2 S AT BE S AU IXRE Y B S AR SLIE RN B A RAFAE — R, IR EE
HIZE 53— A3, ARATRETCIEE B AT I B R SORIE B

N
XP RPN HFAE L, ATH22?

R 41l WHERCAEAER

P wuk | # ) “Ring buffer
Fil Use multipl »
ﬁ; # ff}ié”ﬁgé%fe with n files Mode BAHELZ TR

EIR

Single t ‘
- - - NgLe LEmpOTary | HerXXXXXX (where XXXXXX f&—ANfr{E)

file
foo.cap |- - Single named file foo. cap
Multiple foo 00001 20040205110102. cap,

foo.cap x - files, continuous foo_00002_20040205110102. cap,

Multiple files, ring |[foo 00001 20040205110102. cap,

foo. cap x X buffer foo 00002 20040205110102. cap,

Single temporary file

R 2 B IFAE A I S GRINET0) . i 3 SCAF AR, 1% 30T AHT P 48 52 S 44



Single named file

RO, ARRABIRR € H 3, R

Multiple files, continuous

5 single name file B, AR LAET, AMICER L CAVRIE KN Z 0, A5 —DF
e

Multiple files, ring buffer

5”multiple files continuous”#E ML, AFEZAET, CIEFSCHEEHEFEE . 24iAF] ring buffer with n
B, SBHESE A SCHIF G/, b Er R,

AT AR i K e (e A R, RIAER R flie Bt N, B R e IR iJm J LAl de s

4.7. HHBEHLERR

FEEFERHROT, RA TR ER PR Z 0GR Tl BOE A T OISR oL, e kst SRR A 2, T
TR EERNIE B A

U SRARLE S A BSD #2240 ™ MR 802. 11 1544 (TC Lk JRydak M e #%) fhi $e B dls , mT RE 75 EAE7802. 117 f1”Ethernet”
W R R . “Ethernet "W 2 S 8Um 1 2 LA D LLR IR Mk (AN E1IE & AN A& N1Z WY B 17 350 S8 vERf 28) ; 7802, 11762
SEATAT A 802. 11 mizk. W RAHLH IR R F AN RE802. 11 Wisk”, IR EiEH"802. 117

W RARAE A Endace DAG card GEfp i eg Ws ) iR 3 [E) 0 8 2k (& 7+ : E XN synchronous serial line, #XH.
FHPEAERTSCIE, R b=, RARRILLHLFR) , TTRES HILPPP over serial” 8¢ “Cisco HDLC” (H . google %)
PR MRIEIRE CrfEEE —E R —1.

R YREH Endace DAG card ([FA]_|) E#23] ATM 2%, FEHAL"RFC 1483 IP-over—ATM”. “Sun raw ATM”fLi%£#.
S AEE & RFC 1483 4135 1P (RFC 1483 LLC—encapsulated 1P, ANEHIFEAWY), 5% BT H: SunAT™ ik 1
NHFEF e, @mRFarsE. RZEFEH

WIRARLE LRI HE, B2 Ethernet”. “DOCSIS” Lk $, UnH1&Z7E Cisco Cable Modem Termination

System (CMTS & R} Il 48 28 i R 1 B R 407 ) T HiiSe s '€ 2 DOCSTS ([ il A S5 03 Ak 55432 1) 3B A5 T3 L 31 A
KW, e, B 5 EEFE"DOCSTS”, [ Z M2

4.8. LIS

Wireshark i libpcap i JEiEA)#HAT #4210 € (what about winpcap?) » 7F tepdump FETUHIFH, (HiX s H & T
EAMENE, T LAIX BN A

EFYaN
N YRATLAM http://wiki. wireshark. org/CaptureFilters 3|4/ 21 € JE 11,

7E Wireshark 28 AHE (LA 4.2 ““Capture Option/fHHEdkIi” AHGHE " ) AEM AT e 2B . FHIIENE
RZBITE tepdump TR S . 7F tepdump E T http://www. tepdump. org/tepdump man. html A A % tepdump 3R
IEIETIANH

P IEM AN FEUE (and/or) #EATHAT AR CER:, I EvIER, SA RN not :
[not] primitive [and|or [not] primitive ... ]

Bl 4.1 FHIREREENH telnet PHX

tep port 23 and host 10.0.0.5

ABH PR B B R 7 FEAL 10. 0. 0.5 B Telnet BE, JE~ 7 WA H and EE WA FEAR R IC, BA—AM 74 4.2 “Hf
A AREKHE 10.0.0.5 [ telnet S BUAHEATAE AR E 10.0.0.5 H telnet HIE.

Bl 4.2, FWHERFAEFEKHE 10.0.0.5 K telnet BfE

tep host 23 and not src host 10.0.0.5

PEALEH VG INE 266 . (HR2ATFRA A,


Administrator
高亮

Administrator
下划线

http://wiki.wireshark.org/CaptureFilters�
http://www.tcpdump.org/tcpdump_man.html�

—NEARHITIEE & R —
[src|dst] host <host>

BEFEA I RVEIRIE IE ENL ip HuhEBRAZ AR AR T AL SR E srel dst RBEIRSR A 2 R RTE f R IR Ik /2 F AR
tohke NARORFERE, R A HUAE LA PR Ak B A Attt o ) 2 TR

ether [src|dst] host <ehost>

LG SR VFAR I I AL LUK L o AR AT DA 5648 & S8R sre | dst fEIREETA ether Al host Z [8], SRH#fEIRI
TER A Hbrtbl . S oRigE, [ k.

gateway host<host>

L yEiE i FE € host 1E NI ICHI AL . IXH & T AR LE DK W JE s bk 58 H ARitdl /2 host, {HIE ip HihiA H AR ip Hh
HEHRAS & host [EL

[src|dst] net <net> [{mask<mask>}|{len <len>}]

I RS BEAT I NE . AT ARSI e 4R E sreldst SR g ARBOGER AR RN 2% 182 H BRI ZS o W R4S R
Ta7E . T E M2 BRI 2 H AR 4 Al o . 5i4h, RAT DL FE 7 MHE RS sl CIDR (Fe2E) 3k 10)

[tepludp] [src|dst] port <port]

1€ tep, udp A 5. AT LME A sre|dst A1 tep|udp S8R KA E K B RIS H AR, tep MhUERE udp #r3.
tep|udp W20 HIAE sre|dst Z AT

less|greater <length>

WEKEREERIME. (RTETEUNTET)
ip|ether proto <protocol>

WEFA TR E K E LR E B ip 2
ether|ip broadcast|multicast

WFEIRM/ ip JZ ] H e 2 7k
{expr> relop <expr>

B — MR R IERIEN, REFON TSRS
http://www. tcpdump. org/tcpdump man. html

H>
W
%
F
=
T
W
QR

4.8.1. BT EES

W Wireshark &1 I FEEFE W) ENLIZAT ) (B anfE A SSH, X11 Window ¥y, KumiRssa%) » mFEERE D0 i ) 4%
fE5, SRR IEEOSEB ARG =4 KR E R GEH AN HEE )

AL X /EL wireshark o LA B NI R KA SR (EIRER EMHELRE), Hahl@— gk
VURCIX FliZEss. DLl 4E Wireshark L fEiE B0 E .

AR R R LLEEAT S

SSH——CONNECTION (ssh)
<remote IP> <remote port> <local IP> <local port>
SSH_CLIENT (ssh)
{remote IP> <remote port> <local port>
REMOTEHOST (tcsh, others?)
{remote name>
DISPLAY (x11)
[remote name]:<display num>
SESSIONNAME (terminal server)
{remote name>

4.9. EFHRITEH

FHIERE, 2 BN A e


http://www.tcpdump.org/tcpdump_man.html�

B 4.3, WIS EIEE

® Wireshark: Capture from Broadco... E'@'E'

Captured Packets

Total 148

SCTP ] 0,0%
TCP % 2,7%
LGP 10z 63, 9%
IZMP ] 0,0%
ARP 24 16, 2%
Q5SPF ] 0,0%
GRE ] 0,0%
MetBIOS ] 0,0%
IPx 5 3,4%
YIMES ] 0,0%
Other 13 8,8%

Running o:00:11

i

FRXHERE S R BN IR B E , PR RRS (] EBE RS P DO e (A SRR )

gl

o B’R
'\) RASKHEAE T AR, AR AT A PR O 15 HE 50 B "Hide capture info dialog box”RITW],

4.9.1. {=iRHER
BATH R LR FE 7] LU R A 514 1k

L e i 8 s cop gL

- LG BEXTUEHES v Ged faml, MR IRIEFE T "Hide capture info dialog”

. g S LI ”Capture/m Stop”

o}

w

T siop

. AEF PSR Ctrl+E
C WERBCE TR F IR, WA RN 2 BT L.

o

4.9.2. EFE3HEHRE

S8 AT TR S T DA 5 2. 0K SRt BRI . SRR B — SRS 6, AR (B
. A TIEET AT

HEH A WO EIhEE, B FE LS, RS RRE P SL BT aaH 3 . DA WAty 2 n] DLSE B B35 S shil
e

L S Cap ture,/ BB Rostart”

2. M I,E\-Téiﬁ”ﬂ Restart”

= LARFE Windows 22— 2 ER BV A0 AR J 55 it By DLk Gl B R TGVEREAT A, NI T3 AR A AR ELEDIE .

S REREMNASEIREANETACKHE, BRINVEL T, MRESAN XTI . S8R E AL,
Wireshak 2 MW A IR, (EIFAEHAN



W2 T F, ASRERZIAM G R, 2T Winpoap HOHE, WRIEIZAIANTA, snap: $7E, PR, len: K,
UPHLR ALK RS, HER /NGB . 766 B 4B RIS — AW PR EIH snapshot length, snaplen 1% & —# )
RIS, PR



¥ 5 FE XHEmA/HAITE
5.1.  TiBH

A TGS R P A R A\ e

197/ SN Z Pl AR 92 SO
TRAF / 2 2 P SR de S0
PR s

et

5.2. FIFFHTECH

Wn%mmﬂuﬁ@u%%ﬁ%i#oﬁﬁ@ﬁ%ﬁ#,R%ﬁ%%ﬁﬁiﬂﬁ%:“MMEB%m”on%Mk
Ko BHFTIT SO REHE . PEWEE 5.2.1 5 “HT TPl SO X i HE ”

WMRERIEH I e E T E
1?vgﬂﬁi#,R%%Miﬁ%@%@%%ﬁ%ﬂﬁ%iﬁﬁ%%WH%MﬁiﬁDo@%W%%K%E%ﬁ?
EE I SEEE
FEARENB SCARRT i SRR A TRAF AT SO, Wireshark 2XP&/m k2 S 0RAF, LABEGEEE B0k (FRAT DAZE B iR ik
IEFRIRORAE)

F& Wireshark JRA HIA& T (1ibpecap #%2%, FAEMY tepdump/Windump A1 HARIE T 1ibpcap/WinPcap {3 FH) #b, Wireshark
A MR U s O 2 3 SO p e SZFF M BN R L 5.2.2 1 “H N SOk

5.2.1.  FTFFRIESCHENERE

TIPSR HE AT DL SR E R G AT IR SO 22 5.1 “Hp @ M T P T AE ” B oR T — 28 Wireshark 4T
TS XS TEAE A5

XHEHE R B 77 ABUR TIRRIRIER G
Eiﬁﬁﬁ%i%ﬁﬁﬂ%?ﬁ@%%,%&MWIE%%W$0@$%EZﬁ,%ﬁw%%%*ﬁ%o

LS IR HEAT Y 2

o EFEAFANH R
o My Open/OK #%4H, EFARTE ELSAIFFT I E
e il Cancle #4HiR [F] Wireshark £ & LI ASNEANATAA] S04

Wireshark X UEMHEFREERAEY I

o SR sCrE, RTUEE SRS B (BInScERN, B o o)

o HEMfilter: IEHl BoRTBARE Bonid eSS . USSR S AETTIT IR BT o AR BE AT I 2 AT S
i, WA T S OONSE, MARMHRER A CRETR, ROt S filter SHI AT I PN 5
HE, B R e REN. GERE 6.3 T “JvimfidyEf” )

XXXX-we need a better description of these read filters GifiiiixX —EFEEH L2 KN 4H)

o N R E R IEHESS AR N AR S AT FEWEE 7.6 T “ AR

FER SO 41 KB 8]
N RRTBEST IR SRR B e o BEAs , AMAARRIEHT i & . (BAE— S BRI SCF g AT I S R = 5
RERIR R FERXAE O N R IEST T SO 2 BT EEAT MO IE, b i L

£ 5.1, FREEIET I CHEREE
Microsoft Windows (GTK2 installed)

B 5.1. Windows FHIITFFIHEHE
AT TEHE — AR A G — 4 wireshark ¥ &



Wireshark: Open Capture File

vﬂ?

best] 00007 _20050819181508 prap
best]_00008_2005081918150% poap

Look in: | I3 fileet

best] _00001 0050819181503, poap
best]_00002_20050819181505,poap

Bltest1_nooos_soosoai9181505. pean [Bltestl_00009_20050819181510,peap
Eltest1_nooo4_zoososioieisos.pean [ltesti_00010_20050819181512 peap
Bltest1 _oooos_mosoa19181507 peap  [ltest1 _00011_20050819181513.pcap
Bltest1_noone_zoosoaioieisor.pese Eltestl_00012_20050819181514 pesp

23] B A 1 BT

o WIRTH, “help”t&H K FT AT HIH - Flt.

o Filter. {#4l 75 4RTAAN windows F AR (RET —
T, WIHAATTR, (B85 AR 27T F i)

o HEHRILRINAE: WIS Wireshark JyER Bk B s 42 S04k,
Open F541%5 R E AN AT

{ | »
File name: hest_00004_20050819181506. peap Dpen
Files of bypec &) Files 7] w Cancel
Help
Filter I Filenams: test]_DOD0G_200508
Foamat: ‘Wireshark topdump/.
MAL rame reschdion Size: 1031 butes
[#] Metwork name resolubion Packatz g
[] Transport name resolution Fiest Packer:  2005-08-19 181506
Elapzed 00:00: 00
B 5.2, FhR GtK FHIFTIFXHEHE

A Unix/Linux:GTK version >= 2.4

X FEAE Gimp/GNOME S [ PR 5 R I FT - SCAF XS HE

Xt S TEAE 1
o T FEALRTDICREAT Ak ) H SIS I BIWORRE . RO TR
H %o

o I N LIRS RRACM H R AR IR H 3%
("Home”, “Desktop”, “"Filesystem” AA] LAFE[4)

Selmcian

e | e |

IEI ;.: :T»::mu ) N N N, Y ” ”
i, cosahi o R Wireshark AREIRHIGE P, “Open” 241K /2
gt Lpu:- xl:;muun jj—(‘émﬁ"‘)zﬁ 5
[ ]
B 5.3. IHRR GTK FHIFTFFMIEHE
tmnls | Cubnfin | FomamFin |
i er— e ) . . - - -
———7:—————J | Unix/Linux: GTK version < 2.4 / Microsoft Windows (GTK1
g J A " |linstalled)
ﬁ%ﬁ? géf*& gimp/gnome SR, B¢ windows gtkl FHIAT.
= . iaesens
L | PR N N N
ARSI . o MHRAEIRAAMM A, Open $2HH¥ A K AN AT H

YR T —F, WAL, Wireshark #ier £ 23T, FIZRAHAG A

9.2.2.

WASAFRE

A DT IR IR SO A% 381 3%

e libpcap, tcpdump and various other tools using tcpdump’ s capture format
e Sun snoop and atmsnoop
e Shomiti/Finisar Surveyor captures
e Novell LANalyzer captures
e Microsoft Network Monitor captures

e AIX's iptrace captures
e (Cinco Networks NetXray captures
e Network Associates Windows—based Sniffer and Sniffer Pro captures

e Network General/Network Associates DOS-based Sniffer (compressed or uncompressed)

captures




e AG Group/WildPackets EtherPeek/TokenPeek/AiroPeek/EtherHelp/PacketGrabber captures
e RADCOM’ s WAN/LAN Analyzer captures

¢ Network Instruments Observer version 9 captures

e Lucent/Ascend router debug output

e HP-UX's nettl

e Toshiba’s ISDN routers dump output

e ISDN4BSD i4dbtrace utility

e traces from the EyeSDN USB SO

e [PLog format from the Cisco Secure Intrusion Detection System
e pppd logs (pppdump format)

e the output from VMS' s TCPIPtrace/TCPtrace/UCX$TRACE utilities
e the text output from the DBS Etherwatch VMS utility

e Visual Networks’ Visual UpTime traffic capture

e the output from CoSine L2 debug

e the output from Accellent’s 5Views LAN agents

e FEndace Measurement Systems’ ERF format captures

e Linux Bluez Bluetooth stack hcidump —w traces

e Catapult DCT2000 .out files

ANEHHK BRI TR TEES FBATIFHIR.
) BRI S Pe R nT BETCIA . LR IS N i B2 X R 0 SR A 20— AR 4TI (B S 2R A (&
HIAEL) , AT RIRS A wireshark SCHF .

5.3. HREHIEE

PRAT LA File—>Save As. .. SRERCRAFHEHESCAT o FEORAEIN AT LULFEORAFIREL A, DUAT 2% NERAF

(R e R SR F 15 B
AT RS D RAEEIE B, filn: DAREFMELTR. L7

5.3.1. ”save Capture File As/{RAECfEN"IHERE

“Save Capture File As”Xf1EMEM T-ORAF AT PEAAE RS0 F . 2295128 T AZXTTHHE ) — L5411

SHERERLER T AR TR BIE RS
.EiNﬁﬁ%ﬁ%ﬁﬁﬁ%?%%ﬁ@%%ﬂmwlﬂﬁﬁﬁmﬁﬁo@ﬁ%%%ﬁ%%%%*ﬁ%o

X 5.2, FEHFETHI"Save Capture File As”XiEAE
B 5.4. Windows T HMRFERNXHERE

= — Torm=m
[Frr—r— 2 x|
- —
Save i | 1L fl=sel - Q : m-
Bl testi_oooo)_zoosomisansng.poap  [ltestl_oooo7_zoososisisisoepcep [Eltest) _00013_s0

".&;'.l_IIII'I.'-E_,Z[-['-'S{IEJQJSJ'IS-[:(q.- Iresn_u:nuua_: MEOEIHIEIS09 e ah !tem_u:u:ula_ru Microsoft Windows (GTK2 instal led)

best] 000G _20050819181505, poap test] (0009_20050519151510.pap test] _00015_20
test] OO004_20050019181506 prap  [fjtestl_00010_20080809miS12 poap  [Qltestt 00014 20
BB =it _oooos_coosoaisiaisor.poap [lresti_oooii_zodsomisisisiipcsp [ ltesti 00017 20

[ o=t _ooooe_zoosoaimizisor.posp [lrest)_noo1z_sossssisisisiapcap [ltest) _oooia_m JJ:[jXﬂ“Lﬁﬁi—‘%%B%ﬁ—‘% wireshark ff%

L3 *

File paime: vensl 1 _ NS _ 2001 50 61 507 peap Save | kaxﬂ‘iﬁ*[i: El(] ij‘é Eya :
Save oz by | Wireshark Acpdumpd . - Bbpcap " poap.” can| - |T—-r‘
&> ] o HHRWH, “help” &R AT I AT B - Ft

o WIRAIRAIIN Y LB, pcap, Wireshark 2 H Z#

Packet Flange - Iz A AR HEY R 44
(=) Caphed () Dimplagssd

(=) AN packets 120

() Selachedd packal 1

) Range 0

Unix/Linux:GTK version >= 2.4
B 5.5. ¥R GtK FHHRERNXHERE IXSETE Gimp/GNOME SETHIFASE T (I ARAF SCAF X TS AE
X IR HE 4 156 B



@ Ethereal: Save Capture File As

Name: |

(ERZ I VA- R

Save in folder: ’m Dy

Packet Range

[ Captured “ Displayed ]

() Al packets
() Seleched packet only

() Specify a packet rangs:

File type:  Bopcap (tcpdump, Ethareal, etc.)

+ Browsa For other folders

120
1

(@ ] (Xe]

& 5.6.

Wireshark: Save Capture File As

Cieale D | Delete File | FIenemaFiel

IHRR GTK T HIRIFARTHEAE

[ p—— s sion |

Filez

Dirscloiies =
A
\

aclocalfalbackh
aznly

debiant

Diebugh

Debug GTETY
Debug GTES
dismesbar,

doch

aitpeap b

alert_bax.
alert_boy |
alert_bax
AUTHOR

achciude.md
aclocal-flags

aipcap_loades.c
arpcap_loades h
aipeap_|oades oby

[
h
aby
5

installed)

e “Browse for other flders”HBif “+” %4 n] LLik/RTE € X

Unix/Linux: GTK version < 2.4 / Microsoft Windows (GTK1

Saleclion: I Lilifimpressssemmi . subversion

Packel Range
Wﬂitﬂaﬂ

# Al packats 1 120

w Salcted packet coly

e Marked paclets only

e From st [0 l&st matked paciket

20
1
.
1]

+ Specily a packet range: 0

1
0
1]
I

Flewype ‘WieshakAcpdump/. . -lbpcap i |

gimp/gnome MM, B windows gtkl I,

M IX R, R AT LARAT U R A

5.3. 2.

- BIANRIRE IS4
PRI H 3

C EFERATORVEE, WE 5.8 T

“ A0, Y Rl e TR

=~ 0 Do o

A% AP SRR AT RS BRI A%

:} A EBZREN A —Fiik.
™

5. m.ili”Save/OK"$ZHIORAF o UIIR PRAFIN 18 21 7] L,
6. siili”Cancel”#Z4HIR H M A RAFHHHE AL o

A% =X

=

AL FiLe type/SCARAL T HAIZ A & (AE IR R, 292
a AR A SR AR T, S T K

R] RACA— Al QB O 4 S0P, ORAF IS A8 53 Ak — Fiig o G A mT BERH R AT R )

HIEHR IR . VBRSSP, ARAT BLE .




A LUK Wireshark ANE R ORAF Y EL R A S (Libpeap) , AT PAGRAF Dy oAt % QAL A T B BEAT BE A

BT AETLY 6] 0 TRV RS BT R P
AP A LA R T A S BRI TRRRORE R, WS 7.3 % R

Wireshark 7] PAARAF A0 R

libpcap, tcpdump and various other tools using tcpdump’ s capture format (k. pcap, *. cap, *. dmp)
Accellent 5Views (k. 5vw)

HP-UX' s nettl (k. TRCO, *. TRC1)

Microsoft Network Monitor — NetMon (k. cap)

Network Associates Sniffer — DOS (k. cap, *. enc, *. trc, *fdc, *. syc)

Network Associates Sniffer — Windows (k. cap)

Network Instruments Observer version 9 (k. bfr)

Novell LANalyzer (k. trl)

Sun snoop (*.snoop,*.cap)

Visual Networks Visual UpTime traffic (k. *)

5.4. AWM

A IHEAR T ZOR 2 Nl S IR k. flan: WRARXT 2 O FEE AT, SFiIERA M (Wireshark SEbr
EAREAER Iz AT 2 Ul e, #EIT R 24 Wireshark SEA£)

A =5 BLE RS SO

o MFile”3HfHM], menu item "Merge” GREIN "&H"), FTIFEIFXINME, WEE 5.4.1 4 “HIF X
WHE”

o [EHHBIIIRE, W2 AR EE . Wireshark 23618 — AN SO S50 675500 SO I TR 33647
HIt e WRARRHE— A3, Wireshark AJRE (HU) 7 BLbh 5 6 O 24T FF I SC1F

o fii/ mergecap TR . % LHRRMAMAATHAT MG I M. EIRA T HIF A FE ML E. W27

5.4.1. BT EE

T AE AT L FR R 2 S ISR, FFRAEIFEN

BHRRSER—AE — D SUFPRRAF
EI IR A HTCERERAE, Wireshark 237EJ8 88 HFXEHE 2 BT S 7R VR 2 5 DRAF A

BEAR (X TR HE ) K 22 BN 28 57 Open Capture Files/FT IR SCAT " XGHESSL, S WH 5.2, 1 % “ITOPHde it
X AE

B XU AE o T I AR A
Wi 04 N CAFLE SCAFRT
W B SO Y LR N B2 /T A EN S R
F2IRF I 545 S
W 24 I IR P SR RN ) ST L) BT A A2 R TR ST 4 5
pEYI R ST s
W1k SR AL N B 2 HT AR ST R R
& 5.3. AHEFETHI Merge Capture File As”XiHAE
Microsoft Windows (GTK2 installed)

B 5.7. Windows FI”&3H XHEHE
AT TEHE — AR A G — L wireshark ¥ &



Wires hark: Merge with capture file

Lock jre | ) flesel

bestl 00001 _200508191581505 poap
bestl 00002 _20050819181505. poap
testl DOOO3_Z0050819131505. poap

et _00005_2005081 2181507 poap

best]_(0007_200S0819181508.peap
I
Fibe e best1_00007_2006060 911 508 peap

Filez cf bype: | A0 Files [

estl_00008_20050519151500pcap  [ltestl_DO015_201
rect] _00009_200S0819181510.poap test] 000146 _20
kestl_DO010_20053319181512 prap
Bl et _ooood_zoosonisisisos poap [ltestl 00011 _zoososisisisizacep [Elltest) _0oo1s_m
et _00012_2005081 251514 pan Eagt]_00019_20
best]_00006_20050819181507 peap  [llkeskl 00013 _20050519151516.peap

tect] _00014_2005081918151 7 poap

restl_00017_20

Eeatl_00020_20
bect] DO021 30
>.

ﬁ
v

Fioamnat: WinesharkAcpdumgy... - lbpoap

Faer | | Fe
(%} Pampend packals b el e Einar
) Maigs packet chiniiogealy
() Asppend parckiets bo essting file

Elapead

Packeis: 1
Fust Packet  2005-08-18 181508

tewt]_0O007_2005081 HE1502 peap

V0T by

00000

& 5.8

= Ethereal: Merge wilh Capture File

HHR GtK T HI&HFIEHE

Bachuin:

Fret Padeet;  J009-0d-27 NE02:40
Elapemd bere; 00 D062

et

e boprheng, Erfenes, etc.}
BSET et

o]

ESEs

Unix/Linux:GTK version >= 2.4

IXEAE Gimp/GNOME S [H M5 R )& 0 s AE

A 5.9.

IHRR GTK T H1& HXHEHE

tmanlis | Dubinfin | FomamFin |
[ IE [= I
2 poumant i
st BE Unix/Linux: GTK version < 2.4 / Microsoft Windows (GTKI
e | E - | linstalled)
g indpui e b ‘Wirached ke ) Flearw
] g
e T p——. 2440
* ieeager ppokatty chiongiogonly Fasi Pkt
= |
5.5. MMH&EE
FEBEATHHAERS (M. 28 4.6 5 “Hife e gl Ui E” ) aniRiE "Multiple Files/Z 30 "8I, e fid

RN, BN

RE FahE B+ WME, Wirreshark B SCAFEERFERT DL SO FRARS 76— .
Wireshark & WA &NE— AN SCHFT BB SCHES t 11?2
HEE TS LIRS 5+ "+ 55+ 7+ H AR A+ a8 A . 2R T

“test_00001_20060420183910. pcap”. XA BT W SCAFEA — AN LR FIRTEE (B a0 AT 17 test”) F 5 4% (41
un:”. pcap”) PLL AL ) HR ]R3

BER AR EWIPA . Wireshark 233 HATEASCIFI B 3R BTG SCF, IREGIEERT 2 /i SO F 2 B
HFERR S (RIS VA ES .




AR LS H RE L 24T, (BT e R . WR LI EAT e R M R RTONR 40, Wireshark 2K &
BN ARG MR SCFRE A B AEA R R H 3T, ARSI A4 BRI S AR B SR & T
(EPE
T File” SRBIK) T3 File Set” nf DL UGS B #EAT R T7 (8 141 o

o List Files XTUHHELR S —XHEHES W FTAT # R 0 HOR IR T 2 Al SCFER & 1SR AR

o Next Files JKMIZAISCHF, FTIFCAFEEGIIRFE K —3CfF.
 Previous Files KHIZFISCH:, FTHFSCIFREFIRPNIRT— 3l

5.5.1. JCHFIRIIEHE

B 5.10. SCHEFIRXTEIE

Wireshark: 17 Files in Set

Filenarne Created Last Modified Size
() testl 00001 Z00S081918150%, pcapi  2005.08.19 16:15:05  2005.08.19 18:15:05 1067 Bytes

() test1_00002_20050519151505, poap
() testl_00003_20050519151505. pcap
() testl_00004_20050519181506, peap
() test1_00005_20050519151507. poap
() test1_00006_20050519151507 . peap
() testl_00007_20050819151508, peap
() testl_0000&_20050519151509, peap
() test1_00009_20050519151510,pcap
() testl_00010_20050519151512, peap
() test1_00011_20050819181513. pcap
() testl_00012_20050819181514.peap
() test1_00013_20050519151516.pcap
() testl_00014_20050519151517.peap
() test_00015_20050819181518. peap
() testl_00016_20050819181518. peap
() test1_00017_20050519151515, poap

v i direckory: Dy ffileset

ITAE SRS TR — N ST RIS B
o Filename SCHF#MK. WIRARMTE SCAF LR (B B Bk , AT S, R ERN S B ST
o Created CH-GIZERTE] .
o Last Modified #J5—{XABSCCAF HIHTE]
° SiZG j’ﬁ:ﬂ/‘:]j(d\o
)5 —47". .. indirctory:” W s BT E SCAFFTTE NI H 3% .
ERFGH AR FT I AR, SFEHER N B S22k

Close %415 A T HE .

5.6. SHEEE

Wireshark SCRFZFUTI%L, ZHgA S HAEE, AL Wireshark # UL H A8 T57% .

EI AT 7 EAE IV 2R R S0 B A R EAT 2o AT 4

XXX — add detailed descriptions of the output formats and some sample output, too. /[d]FERsE XS H g
TN, R 7 — L] Y 451

5.6.1. ”Export as Plain Text File” X iEHE

T OEE N plain Ascll "SCRSCAM, EEITEIRHE.



B 5.11. ”“Export as Plain Text File”HEAE

(@ Fthereal: Export as "Plain Text” File

Expart o File:
| [
Packet Range Packet Format
| Captured ||Qi5|:l|El';.-'Ed | Packet summaty line
(%) all packets 191 Packet details:
() Selected packet only 1 O all collapsed
(*) As displayed
() all expanded
() Specify a packet range: 0 [] Packet bytes
| [] Each packet on & new page
c9 [5].4 I ‘ X cancel ‘

o Export to file: T H A NTE € HICLF
e Packet Range Z .55 5.8 1 “fuyuEEI”
o Packet Details & W,?2??

5.6.2. “Export as PostScript File” XIiEHE

S HEHE N PostScript #%3, PostScript s&—F#T EIF% .

-~ BoR
kﬁ;) PostScribt AT LME A ghostscrip 4 4 PDF #% X 1S H X448 foo. ps, SRJE A ps2pdf foo. ps
i 2 T DL T e 4

B 5.12. “Export as PostScript File” XiiH#E

(@ Fthereal: Export as "PostScript” file

Export o File:
[ | = |
(Postscripk files can be easily converted to PDF files using ghostscript's ps2pdf)
Packet Range Packet Format
| Captured ”Qispla'y'ed | Packet summary line
(%) all packets 191 Packet details:
() Selected packet only 1 O all collapsed
(*) As displayed
() all expanded
() Specify a packet range: 0 [] Packet bytes
| [] Each packet on a new page
cg (0] 4 I ‘ x Cancel ‘

o Export to file: SJHIEEIENFEE NI CH;
e Packet Range: Z W5 5.8 1 “fuyuEIEm”
e Packet Details: Z=.2??

5.6.3. “Export as CSV (Comma Separated Values) File” XfiftE

Ve B UL Z I EGE . K AFHT xp F IR S TN, X BT
IR EON CVS %30, Al AP TR AR FE PP



o Export to file S HIEIE s E RIS
o Packet Range &% 5.8 i “AuulHEikin”

5.6.4. ”“Export as PSML File” XEHE

S AR PSML %X, B — MU A EMEE B8 xm] #20. PSML A 20 i B 22 I
http://www. nbee. org/Docs/NetPDL/PSML. htm.

Kl 5.13. “Export as PSML File”XfifHE

(@ Fthereal: Export as “PSML" file |Z||E|r5__<|

Export Lo file:

| =

Packet Range
[ gaptured][gisplayed ]
(%) all packets 191
() Selected packet only 1
() specify a packet range: 0

| |
@QK H xgaru:el ‘

e Export to file: S HEHIE VT &1
e Packet Range: ZW% 5.8 1 “AdyEHEEm”

BB EN Packet details MIETH, A PSML SCARRE SR AG SRR TSR, AASIXEE N,
5.6.5. “Export as PDML File” XiGtE

SR PDML k%50, PDML 28L& FEIE I xml %2030, PDML SCAF i3 B
W :http://www. nbee. org/Docs/NetPDL/PDML. htm

Ei PDML #% 30IE % BATHR, Wireshark $h4T PDML BALTEMARNY B, HAEE AP RARA S iR 4L .

Kl b5.14. ”“Export as PDML File”XfifHE

(@ Fthereal: Export as "PDML" file

Export o file:

I| [ & ]

Packet Range
[ gaptured][gisplayed ]
(=) all packets 191
() selected packet only 1
() specify a packet range: 0

| |
@QK H xgaru:el ‘

o Export to file: Kt %fESH 3|
e Packet Range: Z W 5.8 T “AdyupElikmm”

IR IEAE B 1 W Packet details #ET, iXJ&H1T PDML 4% 41 € BN B E /T o


http://www.nbee.org/Docs/NetPDL/PSML.htm�
http://www.nbee.org/Docs/NetPDL/PDML.htm�

9. 6. 6.

& 5. 15.

(@ Ethereal: Export Selected Packet Bytes

“Export selected packet bytes” XIiHHE

“Export Selected Packet Bytes” XJiE#HE

EBX

Mame:

[+ Browse

Save in folder: |[b Cebug_aTEZ

Wil save 28 bytes of raw binary data to specified File,

for other Folders

‘ Eiave H xgan-:el ‘

o Name: SHHIERG v CH

o Save in folder: S HEHE W AT E Hx%
e Browser for other folders i %K

9.6. 7.

A

“Export Objects” XIEHE

HE T H RO I H 3%

XA U AE A F SR8 a0 4T O B R IEAE RS Hp A S, R N R, o HTML S, BRSO, mrdidT
AR AT AT LU HTTP AR5 R T HA S, iBAR™ DU TR AE T RERL . an RAf PR IE Rt AT, FIR&STE
RIHT R J5 B WD N SERIEEET o ORAF B RAN TR ZEEAT B 4P Ab BEAE 7T LA N N A T2 AT, 8 BE4Ee 1T (W
e LLTE Wireshark FTERISE G847 HI15) « IXININRESE GTKL R Wireshark H Gk fdi A .

” . ”» »
B 5.16. “Export Objects” T ifiHE
Packet num | Hostnarme Content Type Bytes | Filenarme
15465 www.wireshark.org text/htrml 8837  www.wireshark org
1593 www.wireshark. org text/css 4243  ws-l.css
1845 www.wireshark.org applicationyx-javascript 1185  common.js
2488 www.wireshark. org image/png 287632 front_screen.png
2592 www.wireshark.org image/png 8782  wslogomedbluell3.png
2878 www.wireshark. org image/png 5525 wsiconinst20.png
2987 www.wireshark.org image/png 159 cg fade_bg.png
3071 www.wireshark. org image/png 285  teop_navbar_bg.png
3441 ads.wireshark.org image/gif 43 adlog. phpthannerid=12& cliertid=2& zoneid=0& source=front&block=0& cap
3525 www.google-analytics.cormn  imagefgif 35 Sutrmac=UA-B05389-28& ubrmce=__utma% 30 87653150.554435287. 11704459
Kl 2
Help X Close Save As| Sawve Al
519 B

Packet num

T RN R NEH, ARSI R AR S AR MR,

Hostname



YRR 55 45 AH L HTTP 355 3R A 38X G i NI ENLA
Content Type

XA HTTP AR A
Bytes

xR TR
Filename

URL Wi Ja — &85 (e —A" /" 2 JG) » B IXE 0 & 4, BERZ— D XE XE R FA S, Xl R
SO —A"HTTP POST 3K . CRITFIEE R LU CGI $222 5 Bk T i i) URL)

RV -

Help
ITFASTHI P (5.6. 7952 )
Close
KR PZ X TEAE
Save As
F i 58 SCHA40 TRAF AT IE A R o BRI 44 2 filename B SR O G044
Save All

Ry A FrA X Ba% filename SRR AFRIRAT o RGN VRIEFIRA H 3/ SO IR MRS FAAE
AT RGEEE ARG N AGYE, Wireshark 2RRETIR, 12X RA SRS (EHA R IRAF) o

5.7. FITEIE

ZHTHM, F File SHM Print. .. "3RI, XN ZFHIE 517 “ "Print” XARHE” Fros (T IR TEHE.

5.7.1.  ITHEI XHEHE

K 5. 17. "Print” XFiEHE

Wireshark: Print

Prinker

) PostScript

[ cukput to File: | |

Packet Range Packet Format

| Captured ” Displayed | Packet summary line

(%) all packets 1 Packet details:

() gelected packet only 1 O all collapsed
(%) As displayed

() all expanded

() Specify a packet range: 0 [] Packet bytes

| [] Each packet on a new page

EErint H xgancel ‘

N BUEST BT R

Printer

T B AR R R LR



Print Text

e EMLFTEN A plain text #% 4

PostScript

FEFTEN IR ] PostScrtipt 3T EPRIEA AT BV . =

Output to file

FTEA SO, SCPE AN B 7 B sl A S A4 L 4

WRARBAT 5% Output to file: SIEHE, VRHIN 7 BHTT B Browse. o FZEIASZ K (.

Print command

BCEAT EI A H Y i 2

ER
E I FTER i A 4E Windows “‘FEATTH o

FHTFT BRI a2 385 #& 1pr. You would change it to specify a particular queue if you need to print to
a queue other than the default. #5#1:

lpr —Pmypostscript
WA 1%L Output to file, % FECG KA AT] FI .
Packet Range

FEERATHOE, 20 B 5.8 1 “OiEHERT

Packet Format

PR SRS . AR AT LGB LI AT ENEL . L 5.19  ““Packet Format”iEIi"”
5.8. ByGEIEm

EHI T 52 2 (4R 22 4 0 AE, DAS HCAdAR 5C (X TEAHE (L Qndifi4ie) #471X 4> Packet Range” 1T, & R] LUK H i Wi 24
BEAT F2 o

K 5.18. “Packet Range” &Ik

Packet Range

[ Zaptured “ Displayed

(%) Al packets 120
() Selected packet only 1
() Specify a packet range: 1]

R % E Captured ¥4, FrA G MNEH B T, Wik E Displayed %41, W A BRI EHM
Mk A5

All packets

WeE A

Selected packet only

AR A 3% ) B

Marked packets only

AL FERARC



From first to last marked packet

ARG — M bRC R, BlEJE — MRS RN EZ R A .

Specify a packet range

AEEEF P e Ja A B, fan 5, 50-15, 20~ ARG5S N 5, Yw5 10-15 Z (AL (45 10, 15), LEYRS
20 B — 1Mo

5.9. AL

ARG TR AEIR 2 5 B R HEERREE 3, & n) LR € R AR Le i o & ol i o
B 5.19. “Packet Format”i&IHF

Packet Formak
Packet summary line

Packet details:
) all collapsed
(%) As displayed
i all expanded

] Packet bytes

[ ] Each packet on a new page

Packet summary line
SHAMTEEAT, B2 Packet List”HIHRMNE
Packet Details
S Packet Details
All collaspsed
"Packet Details”[MHRFE"all collapsed”IRZ RIS Fr& A 7030
As displayed
"Packet Details”THHR MBIRZS N HIE R
All expanded
"Packet Details”[#”all expanded”tRZS T HIME R JBIFATH 7 30)
Packet bytes
SHETH, B Packet Bytes MR N A

Each Packet on a new page

S R BRSO T (B0, WRORAE /AT BN text XM, AERZIAIN B3 354F)

SRR AT ERARE, WAL, s AT, RAZTESS IR E Output to file, fifsE 4T EN4iHH
ARHE1, 5, out put to file fytHHIE4K 4 2. out, WIRAM acrobat SN, W LAIE R G A EHON. ps, ZAEA] LA
BHERA, 48R, BEEAE SRR Acrobat Distiller #A] LB $24E i PDF SCA4.

J1: £ PostScript % th S RA REFAIE, FIETTE 2N B4, TESITHIN print text HIBCH XA
N



F 6 E NBECLHENS
6.1. WREHELE

RO SRR, BEITIF R SR, @ fdr By R m s i, AT DE R IRE 20T
AR EE R LU 5 T Al

o f A+ AR, AR P AR T RURAL B BAE =40 o VR AE TR Rl R S Bokia e . flin: £ TFEE 6.1
“ereshark WEFE 7> TCP WJE I I BRIt iEH TCP 7B, [FFER LUESE T C P A SkIINZ S (ack:190),
[F) AN 2 HHAE 5 s T v .

B 6.1. Wireshark #%# 7T —A4> TCP &5 K FH

test. pcap - Wireshark

File Edit \Wiew Go Capture  Analyze  Skatistics Help

5w e >pB x %8R« o7 8 BB &a
E]Eilter: I - + Expression. .. Q&}glear ﬂ? apply

Mo, - Time Source Destination Protocol | Info -

L2 L.l aun LIl o LU We L L8 LD e & 1'-r HnLLpy 4 Jaazd - 2C84—1L HLR—-LZY W

31 1.266628 192.162.0.1 192.168.0.2 TCP 1025 » 5000 [PSH, ACK] Seq=1 Ack=

32 1.288819 192.163.0. 2 192.188.0.1 TCFP 5000 » 1025 [PSH, ACK] Seg=1 Ack= —

33 1.26F7850 192, 168.0.1 192.168.0.2 TCFP 1025 - S000 [ACK] Seq=510 Ack=20

34 1.274361 192.168.0.1 192.168.0.2 TCP http = 3197 [PSH, ACK] Seg=1 Ack=

35 1.274447 192.168.'3'.2 192.168.'3.1 TCFP 3187 = http . ACK] SEI:] 190 ﬂu:

36 1. 274958; 0 hE. 0.1 = GE.0. 2 C 2 0 i Ak

275018 02 .1

ig 1.278019 192.163.0.1 192, 168.0. A'CK] Seq=28645

282181 ﬂCK:I Seq=310 AC .,
3 | >
# Frame 36 (60 bytes on wire, 60 bytes captured) -
# Ethernet II, Src: Netgear_2d:F5:9a (00:09:5b:2d:75:9a), Dst: 192.168.0.2 (00:0b:isd:20:cdi02)
F Internet Protocol, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.2 (192.168.0.2)
= Transmission Control Protocol, Sec Port: http (80, Dst Port: 3197 (31973, Seq: 20, Ack: 190, Len: O

Source port: http (80)

Destination port: 3197 (3197) R

Sequence numher: 20 (relatiwve sequence number)

Acknowl edgement number: 190 [relatiwve ack number)

Header length: 20 bytes v
< | =
ool 00 Ob 5d 20 od C2 00 09 Sb 2d 75 9a 08 00 45 OO0 wv] -aa. [-U...E.

010 00 28 OO 34 00 0D 40 0s f& & oD a8 00 01 cD ad B N - T

020 00 02 00 50 Oc Fd 00 00 &8 14 E & ad 9b P.} h. AR .

030 Qc 00 93 ca 00 00 Q0 Q00 Q0 00 OO0 00 ...,

hcknuwledgement number {tcp.ack), 4 bytes |F‘: 1200: 120M: 0

£ Wireshark IEFERE SRS, ] DAIBEAT FIRERIESE. (HTTR 2 RS E WU HESE £ 1 SR 308 91 3% (update 1ist

of packet in real time ))

FAN, AT UAE SR L s s e, WAL 6.2 ‘A B E AR, MBI, R T EAES
LB R TH I P ARG EL, SEH. Display—>Show Packet in New Windows o ‘B 0] PALERIEEB A ELE AN B2 N .

B 6.2. ELSBEEONRES

36 1.274987 192.168.0.1 192.168.0.2 TCP hitp = 3197 [FIN, ACK] Seq=20 Ack=190 Win=3072 Len=0

Ethernet II, Src: Netgear_2d:75:9a (00:09:5b:2d:75:9a), Dst: 192.163.0.2 (00:0b:5d:20:cd02)
& Internet Protocol, Src: 192 168.0.1 (192.168.0.1), Dst: 192.168.0.2 (192.168.0.2) B
= Transmission Control Protocol, Sec Port: http (80), Dst Port: 3197 (31973, Seq: 20, Ack: 190, Len: O

Tritmmm mmn + o e FOomy !
< | >

Wlh] |:||-:| Sd 20 cd O
oo 2 gd oo

W] |"'|J o0 50 Oc

naon

2 00 09

..1.|| 08

|"'| |"'| |"'| 1

4 :l 38 dd 9b &

Oc OO0 93 ca O |||"'| |||"'| a0 o0 OO 00 Q)




6.2. FHHSEEIT

FERFIRMEE, WIERHIR, Wi, e HIU R BRSO e

6.2.1. BFRMEHBRAFH SR

B 6.3. QAFRERFEHKE

1 test.cap - Wireshark

File Edit \Mjew Go Capture Analyze Statistics  Help

B @ & BB x %« 8 R « » » 7 & EE & aq [ o
Filker: | * Expression... Clear Apply

Mo, - Tirme Source Destination Protacol Info -

20 1.250285 192.168.0.2 1592.168.0.1 TCP 31596 > http [FIMW, ACK] Seqg=256 .

21 1.250810 152.168.0.1 1592.168.0.2 TCP http > 3196 [FIW, ACK] Seqg=114 .

22 1.250842 152.168.0.2 152.168.0.1 TCP 3196 > http [ACK] Seq=2537 Ack=lI

23 1.251 865 152,168, 0.: 10 p— 1025 > 5000 [ACK] Seq=1 ACK=1 W

24 1.252826  192.168.0.1 10z  MarkPacket {toggle) http > 3106 [FIM, ACK] Seq=2661

25 1.2533523 1592.168.0.2 192 = Set Time Reference (toggle) 31597 > http [Svn] Segq=0 Len=0 M:

26 1.254502 1%2.168.0.1 berrm = 2ART oy, ACK] Seq=0 Acl

27 1.254532 192.168.0.2 Apply as Filter 4 Selected [ACK] seq=1l ack=1l w

28 1.254645 152.168.0.2 192 Prepare a Filter k| Mot Selected dupnpsservicesLayer!

29 1.256388 152.168.0.1 152 Carversation Filker b | ... and Selected [ACKE] Seqg=l Ack=1%0
| S0.1.250654 dovs.des.ol 1594 .. or Selected Update] Mttp - 3107 I

Followe TCP Skream v and not Selected >

Frame 23 (60 hytes on wire, &0 hytes captut v of not Selected

Ethernet II, Src: Netgear_2d:75:9a3 (00:09:! Copy p U_20:cd:02 (00:0b:5d:20:cd:02)

Internet Protocol, Sre: 192.168.0.1 (192.1¢ (192.168.0.2]

Transmission cControl Protocol, Sre Port: 1(  Export Selected Packet Bytes..  § (50007, seq: 1, ack: 1, Len: O
Source port: 1025 (1025)
Destination port: 5000 (50000
Sequence number: 1 (relative seguence
Acknowledgement number: 1 (relative ac
Header Tength: 20 bytes w

0000 00 0b 5d 20 od 02 00 0% 5b 2d 75 S9a 08 00 45 00 «] .... [-u...E.
0010 00 28 00 FC 00 00 40 0§ 9 00 cO af 00 ¢l <O aB A O - T
0020 00 02 04 01 13 88 00 00 &7 81 3¢ 37 7 oa¥ oS0 10 ........ g.<7.. P,
000 0cC 00 e¥ 97 00 00 00 00 OO0 OO QO 00 Ll

+

+

+

Decade As. ..

= &

Prinkt...
Show Packet in Mew Window

File: "D:\Projects\Patchnosetworkpackage _devhwp3_ioldocbookiexamplesitest.cap” 1... | Py 120D0: 120M: 0

NRYIE T AZIE R SR TR, SE A RE S ILRI R RE SR BT, DL TR R R
F£ 6.1. BAFRIMHFAI

T Rivea ik

Mark Packet (toggle) Edit Fric/ BE bR id

oot e (oggley it WE/ERENSE

Apply as Filter Analyze | =4HTE - IUE v ¥ s

Prepare a Filter Analyze HERFE YETEREDUE AL IERS
W AR R L E BRI pE iR E . kTG, SAR— AN BRI E,

Conversation Filter |- T 8o SR A bk 2 (8] i 22 3% (AN 008 H Fritidk) o (XXX - add a new
section describing this better. ——{EEZH LT UCNINH &= 15 4 IR)

STCP - EEEER

Follow TCP Stream Analyze W& P15 £ 18] A — AN 52 %€ TCP Yt B i

Follow SLL Stream Analyze |[d] F, ¥ TCP % #t sk SSL #f#

Copy/Summary (TEXT) - W B By B BB . (BL tab 23 JFIISCAS)

Copy/Summary (CVS) - WAl L B B BI AR, (CVS 48 2, 52540 TF)

Copy/As Filter - CLMRTIEREDI, @ — N Eonidjgds, &6 287Gk

Copy/Bytes (Offset Hex

Text) LA 16 5% fif ks AR 5 R A 2 BT IR -



B RLER s

BT
Copy/ByresOtfset L 16 I (S A 6071 ST B BB . LA SO
Copy/ Brtes (Primtable \y) \SCIT sty s 15 WISIRIGE, AR AFATED 74
ext Only)
Copy/ Bytes (HEX ~ PL 16 HEiloR 7 B R 87 07 20 =1 EH 2B # . (an unpunctuated 1ist
Streen) of hex digits BIZHEH &, HMMAE T
Copy/ Bytes (Binary | UL raw binary K2l BT BIBIBIGAT . HORAE BT A" MINE- type
Stream) application/octet—stream” fifif, 1ZINAELE GTK+1. x FAtE N AL HF

Prport Selected Facketpite |l urfSit A H IhRE—FE. SLVPH Ran packet FAVFHOY HERI A E

Bytes...

Decode As... Analyze {EP/MENT 2 18] ST BAS 0RO (AR P =)
Print... File FTEN A

Sﬁow Packet in New View R 1 R e

Window

6.2.2. BFEBHERIFEHER

B 6.4 BIFEHEHARME ETICEEEH

1 test.cap - Wireshark

File Edit Wiew Go Capture Analyee  Stakistics  Help

B & & BB x % &8 B ¢« 2 » F & BEE &« a Q[ @
Eilter: | ¥  Expression... Clear Apply

Mo, - Tirne Source Drestination Protocol Info -

20 1.250285 152.168.0. 2 182.168.0.1 TCP 3196 > http [FIN, ACK] Seqg=256 .

21 1.250810 152.168.0.1 162.168.0. 2 TCP http » 31596 [FIM, ACK] Seq=114 .

22 1.250842 152.168.0. 2 152.168.0.1 TCP 3196 » http [ACK] Seq=257 aAck=1:

23 1. 152.165.0.1 Lol 2 1025 > 5000 [ACK] Seg=l Ack=1l W

24 1252826 152.1658.0.1 152.168.0. 2 TCP http » 3196 [FIMW, ACK] Seq=2661:

25 1.253523 152.168.0. 2 152.168.0.1 TCP 3197 » http [S¥N] Seg=0 Len=0 M

26 1.254502 192.1658.0.1 192.1658.0,2 TCP http = 3197 [S¥N, ACK] Seqg=0 acl

27 1.254532 152.168.0. 2 152.168.0.1 TCP 31597 > http [Ack] Segq=l Ack=l W

28 1.254845 192.1658.0.2 192.1658.0.1 HTTF UMSUBSCRIBE Supnp/serviceslLayer:

259 1.256388 152.168.0.1 152.168.0. 2 TCP http = 3197 [ACK] Seq=l Ack=1%0
[ s01.25%9634  152.168.0.1  1o92.168.0.2  TCP  [TCP window Update] RTTp > 5107

>

B Frame 23 (60 bytes on wire, 60 bytes captured)

Ethernet II, src: Metgear_2d:75:9a (00:09:5h:2d Expand Subtrees cd:02 (00:0kb:sd:20:cd:02]
Internet Protocol, src: 192.168.0.1 (192,.168,0.  Expandal V168.0.2)
= Transmission Control Protocol, sre Port: 1025 Collapse Al o0, seqg: 1, ack: 1, Len: 0
Source port: 1025 (10250 Copy 3
Destination port: 5000 50000
sequence number: 1 (relative sequence nump  EXPortSelected Packet Bytes...
Acknowledgement number: 1 (relative ack nu Apply as Filker (3 Selected
Header Tlength: 20 bytes Prepate a Filker b | Mot Selected
Flags: 0x10 CACK) Follaw TCP Streamm ... and Selected
window size: 3072 .. 0f Selecked
Checksum: 0xe7%7 [correct] ... and not Selected

Wiki Prokocol Page

[SEQ/ACK analysis] .. ot miot Selected

@
®

Filker Field Reference

Pratocol Preferences. ..

0 Ob 5d 20 od 02 00 09 Sh 2d 75 Da 08 00 ¢
U0 25 00 Fo 00 00 40 06 T9 00 <O af 00 01 JCHEsEEtEEEN
WEIeRNNC0 02 04 01 15 B 00 00 &F¥ 8l 3c 37 Ff av
WINETORECI- (0 27 S9F Q0 Q0 00 00 00 Q0 a0 o0
Frame {frame), 60 bytes P: 120 D: 120M: 0

NRIE T EVERE IR BTN D REMIR, N AR SR L D RE R 5
® 6.2 BHBEREN BTG

PRIDANES



RIVAIES

I H s ik
Expand Subtrees View FE T 2 BT BET T
Expand All View JETFHEHE ST T B BL I BT A -7 3
Collapse All View KB FRTA CRETF I3
Copy/Description - IR BT B W ) SCAS 21 B i bl
Copy/AS Filter Edit W I PRI E AE N R i I8 P 25 52 1 21 BTG AR
Copy/Bytes (Offset ~ P75 UL Hexdump—1ike #% XAZAE B BINGMR s AL T-ELB1 R THIAR H [F] 4 ) i 2
Hex Text) HE 38 U185 FAUAR W 43 > R e 8 43 (L2719 THTAR R e Hh 7 1)
Copy/Bytes (Offset - DL Hexdump—1linke #=ARAFZRIBING, AEFE AT 7. RUTEIIRGS, NEZ
Hex) &E%Eﬂiﬁt&bﬂl?%ﬂlﬁﬁ/\jiﬁiqjJﬂ/\(f@%zﬁﬁﬁﬂﬁiﬁquJﬂ/\)
COPY/Bytes - PLASCIT #%50H# DI T, JR3TENZRFERAN: R T RARER P FEN e L. A
(printable Text Only) ) 5 AE T PO AN 5 DR BRI 3 = CEL ARk 535840
Copy/Bytes (Hex - j A unpunctuated list hex digits JEINRAF BB, ST ELAZR AR 4 (1) iy
Stream) 4, AEZASAE TS 135 W58 43 (L1 T AR g 5643 )

PL raw binary #=0# DB BIEAR; SRALTEPIFRER F G2, ANEZAAE T

Copy/Bytes (Binary B 5 DUk A5 A (R AR GE R 56 4r) o Eidis LA
Stream) MIME-type “Application/octet—stream” fFAE1EBINEHR. iZThBELE GTK+1. x FANH]

H

Export Selected niyo  gsppbsgen iR A T—RE. S raw packet S HERISCL

Packet Bytes...

Apply as Filter analyze [FFYATiEHIUERNLIENE, FFRH
Preapare a Filter Analyze B4Rk SIE NS IRNE, EAS RN FH

Follow TCP Stream Analyze [BEFPAANT AN, BOEBERTE TCP I e B 5
Follow SSL Stream Analyze |[A] I

Wiki Protocol Page |- S T IE R USRI WIKT Xl il 75 7T

Filter Field
Later Fie - T BT B S 1 WEB %

Reference

?“““ - RO BRE T, SRS, ATIFRERHENE, YR R TR, 222
references...

Decode As... Analyze |5 B H AT #8 < TR DR (4 2 2

Resolve Name... View XL P RLIEAT B FR AT, AfRTE A

Go to corresponding

Go Bk 2 2 Fi Ik B AL AH N AL
Packet ...

TNND, RA% 1k A 335t
6.3. WEATEE

WH%mmﬁﬁﬁLﬁ%& —FER AN, HFRERERNAERH . AN A s BoRIiTE.
— P JEEEAES 4.8 Y “HhdEmbLpE” REA

NI e AT DL RS — S R AN BSR4, AEAR AT DL TP R ARG AR, Y. R AT BAF A B R JLAN 7 T %
FaL:

IRV

o BTE

. TBUHE

o TBUEIE

. o LIRITFZ

MRAE P UCR R R PR, R 7 2AE Filter AR B M AIRNIDGEAIHMN, IR)E B ZETTIRIE SE. 22287 TR N tep 2
frid gl .

B 6.5. H TCP thiiGLyE



test. pcap - Wireshark

File Edit \Wiew Go Capture  Analyze  Skatistics Help

3w e P@B x % 8 R a«@» 27 ¢ BB aa
Filker: |t|:p * Expression... Clear Apply
Mo, - Time Source Destination Pratacal | Info 4

12 1.227282 122.168.

192.163.0.2 TCP http > 3194 [SYN ACK] 5eq=0 ﬁck—

0.1

13 1.22732% 192.163.0.2 192.168.0.1 TCFP 3196 = http [ACK] Seg=1 Ack=1 Win
14 1.227451 192.1658.0.2 192.168.0.1 HTTP SUBSCRIBE AfupnpsserwvicesLayer3For
15 1.229309 192.1638.0.1 192.1688.0. 2 TCFP http = 3196 [ACK] Seq=1 Ack=256 W
17 1.248355 192.163.0.1 192.188.0. 2 TCF 1025 » 5000 [SYN] Seq=0 Len=0 M55
18 1.248391 192, 168.0.2 192,168.0.1 TCZFP SO0 = 1025 [S¥N, ACK] Seg=0 Acks
19 1.2501-71 192.168.0.1 192.188.0. 2 HTTP HTTP/1.0 200 OK
20 1,250285 192, 168.0.2 192.168.0.1 TCFP 3196 = http [FIN, ACK] Seg==256 Ac
21 1.250810 192.168.0.1 192.168.0.2 TCP http = 3196 [FIN, ACK] Seg=114 Ac
22 1.250842 192.163.0.2 192.168.0.1 TCFP 3196 » http [ACK] Seq=257 Ack=115
23 1.251868 192.162.0.1 192.168.0.2 TCP 1025 » 5000 [ACK] Seq=1 Ack=1 Whn
24 1.252826 192.1638.0.1 192.1688.0. 2 TCFP http = 3126 [FIN, ACK] Seg=26611
25 1.253323 192, 168.0.2 192.168.0.1 TCFP 3197 » http [S¥N] Seq=0 Len=0 M55
2B 1.254502 192.163.0.1 192.188.0. 2 TCFP http » 3197 [SvN, ACK] Seq=0 Ack=
27 1.254532 192, 168.0.2 192.168.0.1 TCFP 3197 = http [ACK] Seqg=1 fAck=1 Win =

< >

Frame 11 {62 bytes on wire, 62 bytes captured)

Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Netgear_2d:75:%a (00:09:5b:2d:75:9a)

Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)

Transmission Control Protocol, Sec Port: 3196 (31967, Dst Port: http (800, Seq: O, Len: @

o002 00 09 5h 2d F5 9a 00 Ob 5d 20 cod 02 0% OO 45 00 .. [-u... ] ....E.

010 00 30 18 48 40 00 80 08 B8l 2c cD ad 00 02 cO as L

020 00 01 Oc 7c OO 52 3c 36 95 f8 00 00 02 00 FO 02 S I ] S p-

030 fa fO 27 =0 00 0D 02 04 O5 bd O1 01 O4 02 e e e

|Fi|e: "Dn\test.pcap” 14 KB 00:00:02 P: 1200: 103 M: 0 [Expert: Error]

VR BATERE S, EEER ST TCP # 17 CANE AT LUE 21 1-10 S0 Qe gl o RO AIS 5 /2 b &
AAER, B RASE — M BRI S 2 11,

TR
Ei AORAE I BERY, BT R EARIR R B ARSI S . s ad v R R B e e SO i By AU AR A A

PRIABEXT Wireshark o] CLR BB SGHAT I IE . AR AT DAXT BT #% L i 28 B ) 7= Beadt AT i uE, (B PR T fddlr
RO NTEN L TN 4E S ) . £ Add Expression. .. XiEHER] LAE B 0] I FBAIR. FEWLEE 6.5 19 ““Filter
Expression/ iR IA " X HE”

ol AR EERR | €04 3R AR A >k B BldR R 192, 168. 0. 1 (4%, AT LUMEA ip. addr==192. 168. 0.

ER
EI R Clear ] LAFSRRILIE

6.4. BN ERTIEFEIR

Wireshark &t 1y #1f7 5 KL AT, VKR DL EA TR L R 2 M pE A 0. IRmT DLEL R e, & IFRIA
NENMERERIEN RN TR,

/YN
N YRATLAFE Wireshark Wiki Display D3R F &I K& I o id JEEH o
http://wiki.wireshark. org/DisplayFilters.

6.4.1. BrRIEFER

BRI AR 0 BRS5 BEE T MR e o N IX ey I R 2 A Bon &z Bt i i w43 8 - TCP
K R 8 TCP .

i3 "Help/Support Protocals”/FEH/ il L £ B a] "Display Filter Fields/ it yEF ] DL EE 5 5¢E
B e B K


http://wiki.wireshark.org/DisplayFilters�

6.4.2. HBHE

PRAT LB AEVF 2 AR 1 LU L LR 8. FELR 6.3 “ WoR B L BHRAERT”

"
3 PRAT LA 2 Hh (1 315 A EL AT (- 1ink) TR BRI RCR, eI IR S .

R 6.3. ErBGHEERER

English C-1linke b R ya
o _ Equal
d ip. addr==10.0.0. 5
I Not equal
ne = )
ip.addr!=10.0.0.5
¢ N Greate than
& frame. pkt len>10
1t ¢ Less than
frame. pkt len<128
S- Greater than or equal to
8¢ frame. pkt _len ge 0x100
le ‘= Equal

frame. pkt len <= 0x20

6.4.3. HERER

PR AR AR AR AP L pERIA N S R, WER 6.4 “Bonid Ei)@ SR E T

£ 6.4, BT IBHZEBRER

English C-linke R FTEH
Logical AND
and &k ip. addr==10.0. 0.5 and tcp. flags. fin
Logical OR
or ||

ip. addr==10.0.0.5 or ip.addr==192.1.1.1
Logical XOR

xor tr. dst[0:3] == 0.6.29 xor tr.src[0:3] == 0.6.29
not 1 Logical Not
’ not 1lc

Substring Operator
Wireshark FLFIEF—NFHIRITFH]. RS ERA LN E—X (15, f£RmEEHES GALZ
B9 ) EYRIEHE .
eht. src[0:3] == 00:00:83
FHMER nom #2482 — NV E . EXFEN T, n £ERIGA B W (0 ZREARE, RIZSE—A0,
[FIH 1 RoxmAImAE—OL, F25 40, mEMNFeE s & XK E.
eth. src[1-2] == 00:83

[...]

EBAE n-m kg X —ANVERE . EARBIT n RonR G0 E A, m R &b B Wi
eth. src[:4]=00:00:83:00

EBE m %3, R WIS, B 2 A2 A2 AL E me SET 0:m

eth. src[4:]=20:20

EBIER] n:dE 3 Rom W E A B WS n AP A

eht. src[2] == 83



English C-linke P IR

EBIER n RS E DR E . RG] T SR K T DA RS R 0 R E . BN T

n:l
eth. srcl0:3, 102, :4,4:,2] == 00:00:83:00:83:00:00:83:00:20:20:83

Wireshark FCVFICREZ A7 ST ISIRAGE KR EE X, W EFFR

6.4. 4. KR

g5
HEHEGREXPLH="8ERF, & eth. addr, ip. addr, tep. port, udp. port 8763 A A2 A AE TR RICR
WA ANH ip. addr ==1.2.3.4 REAKREFERAE G ip kN 1. 2. 3. 4 194,
WRA N ip. addr '=1.2.3.4 F£ARRHER: ip #iik k1. 2. 3.4 A, RAZE. EASBIRIARF I IBEE .
M, RIS AN S FAZVE AL H brdi bt P PR — DA T 1.2, 3.4 BIn] . Bk, HEANRIER
ip.addr !'=1.2.3.4 "JRIRRELAE: TiIZAEEN ip FEAEDLIUAN 1.2.3.47. KIN— ip BHERE SRR READ H A5
Hitk, HREPAMBES — NN 1, 2, 3, 4 RIEXEAE .
e B S, a0 AR B AR e R R SO A, ip A 1. 2. 3.4 (AL, IERRIRIA RN %2 ! (ip. addr==1.2.3.4) .

ER AR T ORI BN ip. addr EAEFE 1. 2. 3. 4 NAEE M7, Hb)iE Ul IR A PB4 ip. addr FHEH
AHBE 1.2, 3.4 A

6.5. “Filter Expression/ TIEFRIER” MGk

RINGE Wireshark TEUER G, IF T ARVKAT LARIISLERRREFEAT I U8 UG, ] AP fa] 53 oy NG 8 7 155

EUR IR —> Wireshark B3, B ACEE—SEARXS PR P, AR AT BEAR MBS BRI N AT b AT I 8 . i igRik
TN T HE 2 T R AR R X L4 7] i

o R
i} PR RIE A TEHE A 2 S I AN RIE XA TR, (NRER AR A RA REE)

A 6.6. TIEREAFEHE

Wireshark: Filter Expression E| [E| f'5__<|

Field name Relation

Zdparityfec is present |
JCOMENS ==
JiaPPe A11 I=
802,11 MaET >
802.11 Radiotap L
802.3 Slow prokocols =
ap o=

AaLl conkains

AAL3 4 matches
AARP
# ACAP
AiCP133
ACSE
ACkrace
ADP
H AFP b | |

QQQK I ‘ x Cancel

9T LR TEHE UG « R s — ME I BCRE D I 0 SCHIR, — R RIEFFHE.

Field Name



U\TJJD(??WEPJMHJJD(?? BN AT PE PSR 238 — 2 AT+ 5 RITHIER, v ARG T AR LEph i 1y mf
iR B

Relation

MAT R RPIRPIEFE R R . ispresent & —JuKHR, FRMRIREFN 7EBAFAE, RILABOVAME. HER
RENTICRA, T BEMINEE (. —AMEDRILED) R 52K

ﬁﬂ%%})\??%ﬂi@lﬁi‘%—/\?ﬁﬂ ik —A"ou R R (BIEE TR R7=="), KA BER Zh AN ME, AW RERIEHE

ALA\ o

Value

FEMRASER R EE, WARMEFRZERT S RIEFER field name B VE(ESEA (B0 FFA7H3).

Predefined values

AL B ST, X5 CES PR Es 82800, W RER P XREME & S, /RAT A
TEEFE

Range

BAMEE BT

OK

INRARC @I 7 RIE, sy OK RI] G IR i 8 5445 53

Cancel

{RA] A i Cancle A AL AME X T Add Expressions o o XTi&HES

6.6. TN, RIFTIERS

PRATBLE GRS, TR A TARIC ME LR o IXFER] DL K2 BF i A\ R LS R 8 e ) B % i e R I 1)

B SCHT R pE S BB M A FAE R L SR 2SS A Wi R vk 1. 7E Capture EPRI%EFF Capture Filters...; 2. 7F Analyze
SEHIEFE Display filter... . Wireshark ¥ ?ﬁﬂjﬁﬂgg 6.7 “UHiPeIdyERs" R BoRid g Xfﬁﬁﬂ:” Fr R TEHE .

TR
Ei DS gl S A S s i B A ¥ SCRERAF 7 AL 58 & —F o FT DX BLUHE —i2¥F, =& Z AN A ml & ks

[=]
@ PRUAZIH Save SKERAFIRIIE JE4S, OK B Apply A {RAFidiEss. KM wireshark B2 2 vHk

B 6.7. "IN BB WS

Wireshark: Display Filter |Z||E|rz|
Edit Filker

kpkk_long
tpkk_only

ethernet broadcast
ip broadcast

deerpr
DCERPC Faulk

Properties

Filker name: | ip broadcast |

Filter string: |ip.addr == 255,255, 255, 255 |
‘ @'ﬂelp ‘ @QK I ‘ @’ apply | | Eﬁave ‘ ‘ XK Close ‘




New

PN — NI eSS RN P R P, YA AR Filter name, Filter string S8 H . WSixeeszN=s, ¥
S BN new” (&t filtername &t ~HHE? )

Delete
IR i e RS o G SR A I DR AR A R S K
Filter name

B BCH AT I FE AL E A5 1 44 B

EE
.Eiﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ%TB%ﬁ@ﬁa,&ﬁﬁ@%%o%ﬂuﬁﬁﬁﬁﬁ%@%ﬁ—ﬁﬁﬁ,@ﬁ
FERARA T &

Filter string

B ATIE IS IERR N . QUG BRI IE: RN TEERE.
Add Expression

SO SR IE: TR INRE A IEHE, o el i ERIAA . FEHE 6.5 47 “ “Filter Expression/
P RIA T X AE”

OK

BOE M R7n i P8 O8RS B IE R A JEA, DR H 2 AR AE .
save

TRAF A RTAERE R E o ST B A 292
Close

KA RTEHE . S BETEARRAF BB

6.7. TERE

MR R e Ll e, BRI CARTAE A LR, AT DMRB AR 2 37 & 3. M Edit 2 H.0%# Find Packet. . .
SEEATN. Wireshark B HE 6.8 ““Find Packet/ExAL X iEHE” B AT 1HHE.

6.7.1. ERAXIEHE

B 6.8. ”Find Packet/ZIRA"FiEHE

Wireshark: Find Packet
Find
By: (%) Display Filker () Hex walue () String

)]

Search In Skring OpLions Direction
O Up
{f} Cronm

| |
5o ) x|

R TR B PR AR T 2
Display filter
fE Filter A FB, EHERIT, ridi OKGLuE#R 770
filtn. A4k 192. 168. 0. 1 KGR =048 T @ LERE, AR~ 75:



ip.addr == 192.168.0.1 and tcp. flags. syn

B ERITERE, WA 6.3 W Efa”

Hex Value

FER B R E 4]
Blhn, fEH700:00" & T — ML E A2 TR R EEE.
String
P ER TR H, ATLIREZ M S
BN ERER TR S DREAEETR, WMAER RO MxG, MR E,
PRR] LR E AR A7 i
Up
A B AR AR (5 isREIT 70
Down

] ARSI (L2 5 i 7 20
6.7.2. “Find Next/BERTF—A"H4
&G — R 1R BB ks Ak
6.7.3. “Find Previous/#ER E—/"#r4&
& — IR BB SE T W, gk Ak
6.8. ZElHEEME
I Go” S 5o m] MR A2 ba ke 2148 € 1) A
6.8.1. “GO Back”iR[H|#r4
i Go back iR [BIf 7 s2idsx, TAETT 2UER web 0 B 2% 1) DUIH P S0 3% 280
6.8.2. ”“Go Forward /[AJRi" 4
BUHERIEL G e idsk,  TAET7 2R web 1 Ba#8 (1) U1 [ sl SR A0
6.8.3. “Go to Packet/Z|IEEHIA"WHEIE

B 6.9. ”“GO to packet/# Z|f8EA"IHEHE

Wireshark: Go To Packet EE]@|

Packet number: | 123

‘ @ﬂelp | EEj'gump ko

‘ x Zancel

BN YRS, A OK, BhFE R e E (@ IREAFHRE jump to, B4R T 0K?).
6.8.4. ”“Go to Corresponding Packet/Zl} M K" ird
WRPLE B T BHE R S 5 — AR, 1Zar K S B 2R .

= EX



N T BB AT UG AR RE R GRS BLI) , e % Bt T A % 3 06F 21 0.
6.8.5. “Go to Firest Packet/Z|&—/ML"#rd
BeEI M
6.8.6. “Go to Last Packet/F|BF—/ 8" H4d
B E )5 — N
6.9. #FicH

PRAT BLEE B AR RO B BEATARIC . BhRic B SR, ANEFCRIENSOZERR. /micaBTath X
L S I BEAT B4R

)

BARC IR BRSO TP B T HAl 3y, SCHICtt ), e trici e Ek.

FEORAE/ G H/ATENRRS, AR BME A bzl . srid@Us, ol b #tfr XIRies. W 5.8 4% “40
FIENGE bebl

X FRie AL ] PAE AT = TR
e Mark packet(toggle) %5 LIRICHI AN
e Mark all packets FricdfiT A .
o Unmark all packets HUJHFTAFric

REEPRCIIRE LA "Edit "3, “Mark packet (toggle) ” DIREFESE AR AR B SR FIFER] LAERE

6.10. BB BRI LS E 8
RO d, SAEEH A a8 RS R b, Lkt .
ST R, X LA AR B R A, 8 7.3 R

LIRS T) BIoA% TSRS B W] AR s e, WLZR 3.5 1 ““"File”sgit”
A E A 0T

« Date and Time of Day: 1970-01-01 01:02:03. 123456 fif#2 14t H HAI [A]

o Time of Day: 01:02:03. 123456 {0341 i) 26 5% Fif [i]

o Seconds Since Beginning of Capture: 123. 123456 AHXT 5 SCH-FF U4 #2 i) A 528 — AN R 2B A1) 3
M ZBIIETE . (LS 6.10.1 1 “fuZERf[a]” )

o Seconds Since Previous Captured Packet: 1.123456 #HXJHT— /N4 $E 08B [A]

e Seconds Since Previous Displayed Packet: 1.123456 #HXIRI— S ~BLpInE] GIyE / S)

Al RS (QEQnPRET e, o2& L 10 gEs ) A
o Automatic fHFHENA ARG IR RIBREE . GERINIEDD
e Seconds, Deciseconds, Centiseconds, Milliseconds, Microseconds or Nanoseconds &l {#iFH /RTE € KA
B o Gn iR SERBRRE B LUARiR B R, ST/ BB 0. W R sLhrks E LRI 5. BHESWEE.
PR, WRARANERE, SR EH: “Seconds Since Previous Packet” , : 'EHMEFIFESE 1. 123456. ERIA

2K Automatic” FiEE 1R B, tHEiZKHE libpeap ¥ SCHRIEIA K E (A 02— o WRARTE e ks AR, W&
AN, WERARER. 9% (nanoseconds) , ¥2x i~ 1. 123456000.

6.10.1. HZHH}E

PR DO A BB 7] 275 I 8] 2 2% 0 P AT i 0 A0 1 7S SR A 1) o 4 SRR AR R T 38 5 — AR5 5 0, P I ) ) B, 1R H
Bln: Jraa—HnER. TBE - PMEERE R EZNSHM .

)
@ 18 S ANREORAF BIRSCE R, RS R Bk



= EE
Ei B 18] 226 0] Be AN AE RS (8] 4% 30N ”Seconds Since Beginning of Capture”#z0 R ELEA . HARA ) E R
T REE AR TAE, BEa2RIEH.

FEEHR )32, B Edit 28T “Time Reference” WiH—A. VEWEE 3.6 1 “7Edit”Z2r” | o MALFI
R A B R S IR

e Set Time Refernce(toggle) WI#t 4uifLI ]S IRE T
o Find Next 7ERLFIRMIRER T —AKEZSHEH
o Find Previous 7EAUFIZR MM AL AT — T EIZH 4

B 6.10. HFEISHZEH]

test. pcap - Wireshark

File Edit \iew Go Capture Analyze  Skatistics  Help
5 oW e @ x % 8B« o7 8 BB &a
E]Eilter: I - + Expression, ., q&}glear \3 apply
Mo, - Tirne Source Destination Proktocol | Info 2
1.025659 . 0. igmp.mcast. net Y3 Membership Report =
1.048R52 . 0. . . 255, 250 source port: 3193 Destination po
1.055053 . 0.1 0.2 Source port: 1900 Destination po
9 1.082038 192.1638.0.2 192, 1688.0. 255 NENS Eeqgistration NE HWE10D&1D <00
3 =] ) ] 1 M Standard guery A proxycont .weaO0d,
11 0.114211 192, 168.0.2 192.168.0.1 TCP 3196 » http [SYN] Seq=0 Len=0 M55
12 0.115337 192.1638.0.1 192.1688.0. 2 TCFP http = 3126 [SvN, ACK] Seq=0 Ack=
13 0.115380 192, 168.0.2 192.168.0.1 TCFP 3196 = http [ACK] Seg=1 Ack=1 Win
14 0.115506 192.168.0. 2 192.188.0.1 TCP 3196 » http [PSH, ACK] Seg=1 Ack=
15 0.117364 192.163.0.1 192.168.0. 2 TCFP http = 3196 [ACK] Seq=1 Ack=256 W
17 0.13e410 192.163.0.1 192.188.0. 2 TCF 1025 » 5000 [SYN] Seq=0 Len=0 M55 o
< ! 2
Tdentitication: O=<IBdF7 (8215 -
Flags: Ow00 B
Fragment offset: O
Time to Tiwe: 128
Protocol: UDP (Ox11)
Header checksum: Oxald9 [correct]
Source: 192.168.0.2 (192.168.0.2) B
Destination: 192.168.0.1 (192.168.0.1) ol
o000 00 09 5h 2d F5 9a 00 Ob  &5d 20 cd OZ 08 OO0 45 00 . [-U... ] ....E. e
010 00 49 18 47 00 00 80 11 a1 09 oD a2 00 02 cO al N =i
020 00 01 Ob d2 OO 35 OO0 35 46 69 0D 21 01 OO OO 01 ..... 5.5 Fi.l....
030 00 00 00 00 0D 0D 09 70 F2 6f FRE 7O 63 A e RE L...... p roxycont
040 0% FFOFF O30 30 34 OF 73 69 65 Ad RS Ge F3 03 Ae L0 LS JEMENS. N .
080 B85 A4 00 00 01 00 01 et..... o
|File: "D: ftest.peap” 14 KB 00:00:02 |P:1200: 120M: 0

YRR R Z 51, £ time I AT +REFT A7 B /E9ARiC (L EES 10 M) o PrJa st dlia s — 2%k
BRI A o

ST R0 16 RIS RS A IS 190



B T E BK
7.1.  TiBA

TEARTTEAH Wireshark B — b & 48544

7.2. ”“Follow TCP Stream”

R APRALFE TCP $pi, AEEEEE Tep WM HINHEEE, “Following TCP streams” IEEK SIREH .. WRIRINEE
telnet Vit AIEERY, BUEVRAESHAFEIH A —DNEEER .. BRI R T E AN BRI R R A TCP . Xik
ZRAT LU Wireshark B)”Following TCP streams”ZhEERSZHL

EALH R TPk B — MR EOSBR ) TCP AL, SRJG1EFE Wireshark T HFSZH ] "Following TCP Streams” %I (8 1% FH
AR BARARER B CESEH) . 285, Wireshark i@ &ER Rt JERS, JF#H — AN UEHE B78 TCP Wi B &
¥d5., 7.1 ““Follow TCP Stream”XfiHHE” B

Ei fEAHERI/E: Follow Tep Stream 2% A — M Ronid ERIEFAR DL IEFER Tep KT .

7.2.1. “Follow TCP Stream”X}i5HE

B 7.1. “Follow TCP Stream”*iEE

Follow TCP Stream

Skrearn Conkent

SUBESCRIBE fupnpsserwice /LaveriForwarding HTTR 1.1

NT: upnpievent

ICallback: ¢http: /A 192.168.0. 25000, Notify:

Mimeout : Secaond-1800

User-fgent: Mozillasd.0 (compatible; UPAPA1.0; Windows NT/5.10
Host: 192.168.0.1

_ontent-Length: O

Fragma: no-cache

HTTP/1.0 200 0K

Connection: close

serwver: UPnP/1.0 UPnP-Dewvice-Host 1.0
Mimeout : Second-1800

SID: uuidict

Entire conversation {368 bytes) w (%) aSCID () EBCDIC 0 Hex Dump ) C Arrays () Raw

Save As EErint
@ Help K Close I ‘ E] Filker Quk This Stream

T P2 IR0 [RIAAT TAE 99 285 H H BRI — 2. AN A B B BB S brid N4, M B 2 A BB G AR . 4
R, INRARE R TE VR AT A "Edit/Preferences” 3 HLII )" Colores & B 2

JEFTENZ Rl 20t B NI A . XXX — What about line wrapping (maximum line length) and CRNL conversions?
RS, TCP IMARESER B Hr . A5 2 F il 19 N 2 75 2 35 5 T T i AE .
YRA] LAE BEXTERE AT 100 # A -



Save As LLMHTIEFEAS XIRAFREHE -

Print DLATiESER FT BNt

Direction EFIRH T~ /7 (“Entire conversation”, “data from A toB only” or “data from Bto A only”).
Filter out this stream A —ANE Rk, 7EEFHEBR S HTERER TCP .

. Close RHZARATRIEHE. R BRI Y FT Tk JE I s2m .

O W=

PRAT LR BAT A% 2] 5 i 2

1. AsCII. 7EULALEE FARAILALL ASCIT MLEEEHIE. MR EE &3 T ASCIT W i, 4140 HTTP.
2. EBCDIC. For the big-iron freaks out there. (AFIIEIXF)EATAEE, EBCDIC & IBM A &M — ik

G bR, )

HEX Dump. SSVFAREENTHEIE, WSS AR B I. J& A o i

C Arrays. FVFIREHRLEER S AR O C i SRR

5. RAW. FVFURBNJEUAA R B AR R R FE R 25 4047 . SRkl ASCIT B . [0 “save As” 2R
S

7.3. KB

I TRIEK, A TRIRRARE L, S St AR NKEIIR 2 AT R /R 4R 2 Wireshark AbBEIN [N #4144

e

FERMAE T, BN AEIE NI FB N _E I R, XA B 2 ORAF R B C b, P DUABA T 7T RASE BLS 23 B i
.

AU, VR IIE? SERHE AN (7400 . Wireshark M libpeap (FinPeap) 1ibraray () sigfai
B, T 1ibpeap (vinpeap) S & M HIF 2 S0 B3k MR ] . AU SOt A SO PRV, JRZR Wireshark M
S B

7.3.1. Wireshark &

Wireshak PN B B 2048 A i Ta) @ =0 B H B (M 1. 1. 1970 JT48) At E] (RS, 9980 (10 125 2 —FP) N ERAT)
HK o VRATLLIAEE Wireshark fFEAAR IR HEE R T WEE 3.7 T “"View 3¢ H.” H)”Time Display Format”
T

PG NP, Wireshark 14 /5 ZE0E P ELAK ORI H A SO 3T 2EAT I TR RS 452

A, Wireshark fH] 1ibpcap (WinPcap) i/l (SCRFOIFMIGIE) o BRAFIRIEL HI RO SERET LT HidE, —BEX
FERIRECA 2 T .

7.3.2. HWISCHER

Wireshark SZFF R #E SCAF#E AR A I TR 8. AN B B S48 S i TRIBRORS FE B IR KR, AR 07 2 gh b
0. 123456789" # A » K 2 Bk A e SCAF A7 1A s 1) B A0 2 1] 7 K P 1), i e SO =0 R A i 1 I ) BN EE A &
(MTRERH T E)

KEZHE Wireshark (FNEk 22 Hofth T ) 1 FH 1 1ibpcap I3 L& BN R E B B E 42 —F e 0. 1234567
TR
EiEkﬁﬁﬂ—ﬁi%iﬁﬁﬁmmgkﬁﬁﬁﬁﬁ%%ﬁi#¢,ﬂ%%%ﬁﬁﬁ%%o%m:m%%ﬁA—

ANNEDRE EE ISR S, SRR A7 Libpeap SCIF (F73 70 2 —F0REIEE) o Wireshark R & 2o Re i [a] 4 15
HENT I,

7.3.3. R

WA NI “Wireshark [ TR BRI R G 2 7. SEPR L, Wireshark B S5 A2 GIEERTR)ER, 1 &8 i HAR b 7
1S B (8] 2ot T. Frbh, #ERAMEECR TR I KA BIE RS, MRk, o o ). PRI PA b ) AR X I8 o
K& 1A Rl

EE

Eiﬁﬁmﬁﬁﬁﬁm%ﬁ%%%ﬁmﬁﬁﬁﬁ%oAD%%%L“E%@&%NE%%@%%%%”ﬁ%?ﬁ
USB kB RGN . ARG R AW ARG AL DLS A 3T B TBK, XM ) BT R 2 3 EAE i
PER KPR

it WNSRARTR BRGNS I, SR USB IEBERORI R | CEFTEN: A e USB BB L3R
IR TR ? )




7.4. BKX

YARIE S HIRAT, SRR X A W SR AR M AR X A5 B S, I X 0] B2 A R S 58 K B R -)
B, A WA EEV IR N A SEEARTE L [ER] [X ] @
o ARANHE AN R S TR RR ) 22 0 AG S4R, URIEAS T B T Al SR A0 R S Br 1 H AT 18] G 23X )
o RATRERASIEBIRE SORTER XIS, BT DARIEA _EREAS SIS X ) 8. 0t R A ] BA K BT A5 AR A AR
TAEAE— A X,
£ 7.1
o RETIX?

NAIAS B (B AT H T H X e BN %o 6 miBf, RIBNAZAE 20: 00. XL [H) SRl PUZFAE 1. W RIER E A
N FIRE A 2 R 1], R AT — /NS N H AR (R X BE, 30R 2 2 B0 AL«

Rk, APEHUERR 7 A FEIR X3, RS XIS A — S AR Hi sk TR S AS Ji 1 H A H 7% o

ff X 3£ T UTC (Coordinated Universal Time)Z(# Zulu BB (FEHAFZ) . IHA K GTM BEARJEVERS 7)) A FHfH R,
RNEAR DR Z (5 UTC AHEEIAE] 0. 9 #2) o UTC EIERT X & T 0 (ML TS MBS, 9548 2) , BT B X ANE W 7R
~127+14 /NEF 2 [ !

Blhn: QERARAEEAAR, IREVIS DR EE UTC B 1 /NEE, B MR IR XN % A2 7 +17 (5 UTC I [A] ERER R 2253, LAZINIRS O
Br) o FEARET 3 R UTC HIPH RUBP IR [R]— NI 21

AL XN CAER, OB A XA RN i (B B LA X /2 UTC+05:30)

T2 AHRAZ B http://en. wikipedia. org/wiki/time zone Fll
http://en. wikipedia. org/wiki/Coordinated Universal Time,

£ 1.2

-4 & F DST?

Daylight Saving Time (DST), XFAE LK, BWEAEE RN HE “I&” AR E (EFABRRK, WRIZR
G HVE R IE], EERTE, ARANA) . NTIEREANHE, RZEFK EALFTERD HEhIn—A> DST /N2
UTC Ao BT LRSI /N (B2 Bt 77 FE 2202 2 /) IR 22 SR 1SR AR X

AZERZ, DST JERAERMFEH NIRRT REFIREE RS, bR R LR E A W2 RIGF A SR (Ret: R
MR, WARFLNRZLZE) .

VEE: ANE DST EFE, UTC fEAMFEH 2 —81.,

HZFHFXEE N http: //en. wikipedia. org/wiki/Daylight saving.

7.4.1. IEHEBERETENLR X

DN RAR R N — [F) AR, IR E AL XARH A L2
RN 4% 1 B 4D T3 45 L R ) R X

1. WEIEFRN X,
2. WEAHE,

A AIMTFF R 5 VR R R TSRS I B 8] AT X

7N
xP INRARE B HURAT, I8 AT e 0 sl T SR UAS HO I () BB R o SEBR EIRANTR ZEREA,  ABOR BRI [X
AT LAY o FETFEML L, WESEBR EEA RAEARA, AR I AEAN RN DR R AN [R] A2 LA 8] 1 2

£ AN
1? YR a] DA FH 2% B TR] 0 (Network Time Protocol NTP) B 5 HERM E ) NTP #5%25) Ak 55 2% [5] 25 5k B 2 1A 3R
I BRI TE] . Wireshark SCREHIFTAE - G AR AT LA NTP & P i, Al S 0L http://www. ntp. org/ /44

7.4.2. Wireshark FIBf X K< &


http://en.wikipedia.org/wiki/time_zone�
http://en.wikipedia.org/wiki/Coordinated_Universal_Time�
http://en.wikipedia.org/wiki/Daylight_saving�

M, Wireshark Rl X B A 14 %52

Wireshark J52E B $2 X420 (Libpeap #%30), Fl—UeH A% X, 40 sniffer, EtherPeek, AiroPeek f1 Sun snoop
KR, FREE AN [AIFEME A UTC IS E]. UNIX £48, Windos NT &4 (NT 4. 0, 2000, xp, 2003, vista) £ 25t P 3 #0H4 iF
(8]~ A UTC. 24 Wireshark SHATHHERT, ToREBH T (HUnRAREA IEMER X, B RGN 8P IER TR T A
I 1A], UTC IRl o] BE R4S 1R 1. “windows 9X £71 (win95, 98, winMe) "7 22 4t PN 345 LAAS Hit IS 18] 38 7= I 18] o ZEfil 42T,
WinPcap W ZI4 I 8] #6454 UTC I A) R 3% 25 Wireshark. T05EEF X BB F %, HH N H AN 2> IEH# .

HAFHHEASF, W Microsoft Network Monitor, Dos—based Sniffer, fil Network Instruments Observer &%z, %1%
AL BT B 18] Ay A Hh s (]

fE Wireshark Wi, HFIEJEKLL UTC BFIE) SR N IXEBRSE, 05 e B S AR A7 A0 1A 3 i 18] A A Hb s 18] A 4 $1E S04
Wireshark 75 E8 A Hb s [7) 34 4654y UTC B JA]

Bt )5 Wireshark 6% LA (8] om i (18K T Sl e s (0 vH AL 2ok UTC I [a) e 8oy A S 18], IR 7RiX
AN RZASAHU 8] R FAREESRE L UTC B RAF i 6 BRI 18] R B2 S0, IR RS BIA I 18] 22 s A VR T AE IR XA 4
I 18], SXARA AT BE A 5 AR AN R X Rl S At 19N BB BIERS TR A —FF o X T8 AAS b i 8] 47 G 2 I 18] 1) A
SO, B X AT AR BT AE I X 5 UTC (22, DAK DST MUNEAT 64, iXIR AT R SRR R 2R, BRI
BRSSO R R A 8] AT RE 2 IR AR, IXREILSE A [RIME PT BE 2 5 e 3OO 2K I 1] — 2

£ 1.3, FEX UTC BlARE

Los Angeles|New York Madrid London Berlin Tokyo

Capture File(UTC) 10:00 10:00 10:00 [10:00 |10:00 (10:00
Local Offset to UTC -8 -5 -1 0 +1 +9
Displayed Time(local Time) 02:00 05:00 09:00 |10:00 |[11:00 [19:00

245 RE A NAETEAZHUAS I (8] 1 = 2:00 mUBEHHAE 7 — M, SRR RIESIRE SISO . D EAEA S
[RI [E) K & UTC I 1) 10 00. FRAEMIMIT I A =& B R I TRl /& 11:00

R BCIAEAR AR [ S ARS8 R, AR, B M WO IR S o TSR 2R, AR AL
P BIRIARIRFE 2:00, MIRE BIRIANE 11:000 X FE—ANTE 52, AT 2 Bos AR A AR s 18]

2518 ARVTREAN T AR BRI TR H 9/ () 2o, BRARIRAA S/ 2R M e BN () / H . BB, tnRARS 21—

FCAtIS X /DST B S, ARAT T g P I [X/DST HYANTE], X I [ 8 S & i R B . TCRERE, TR S F AT
IERAE T I A RIS X

7.5. B8

7.5.1. H4R&EHE

WX 28 BN T AR SRR B B, TEAR ST, JECZE P SCAT BE A ST HRFIXRE R A B (B an X 286 KNI BR i), B
F GG TCP —FEIIR A, TCP Vi 5E AN i B 7 Bl il . (JASC N :or is stream—based like TCP, which doesn’ t
know data chunks at all.)

FERXBIFOL T, WAL P SCLL R 5 Bt B o Be i i, I (QnRAT 16 22) R Btm By 5108 2 A o AR IS #E 450 32 ot 7
TAT R BV By BUA RO -

EFYaN
“ 7E Wireshark B, XMHLEI/ 758 &I /reasembling, 7E 4% & WX AIHE IR AT BEAS S AH [F) (51l -
desegmentation, defragmentation, ...)

7.5.2. W F Wireshark &3+

SFABLE ] LY Wireshark IRA ML, Wireshark i@ AP FE N A IS, S rEEIk . Wireshark 222 &k
RPN EL, 7E"Packet Bytes” AR PN 0L Eon & FF LR IEE . (& “Packet Bytes” THIAR I TELHA4H,
WE 3.7 T ““View 3H”)

B 7.2. WHEASIFEMINIEIN R Packet Bytes HR”

o000 0F 00 06 ab 04 53 0% 00 o0& &b FT bd 08 00 45 00 L T P
0010 01 4% 23 cCF 00 00 1e 11 dd 51 bc as 08 0a bc as SHEL ... . [
ooz0 0% 22 41 af 0F 04 01 324 00 b4 04 00 2e 00 10 OO0 e Y
0030 00 00 00 00 ad de 97 6c dl 11 &2 71 00 57 &0 TO0 ... ueuns T uog.'e. b

Frame (342 bytes) | Reassembled DCE(RPC (1604 bytes)




R
Eiéﬁﬂ%ﬁiﬁ%ﬁWﬂE,%uﬁﬁmmtMwyﬁﬁﬂ%%ﬂﬂﬁﬁwmﬁﬁﬁf

EE
Ei%%ﬁﬁﬁﬁ%%ﬁ*%@%ﬂé%ﬁ%ﬁﬁo

PAHTTP Get REZF A« 175 3R £t (40— AN HTML D) 3R [F18) o Wireshark 23 @R —A> 16 #E il 7 fif £ 4 /£ " Packet Bytes”
AR I — N4 8" Uncompressed entity body” #rikIi|<.

BOATE LT, ERIUh & IR DhRER I B N SLVF. 7E 2005 4F 9 H Z BT BRME A o vr . WRARI IR AE 200 4 9
HZETBER, REHIA—T, SIIFRIEIKBE. SIFEX Mtk K.

FEVFANZE IEA A0 3 B X BRI A P I SK

L FEE N TCP) A & JF . MW MR I 5 S Al Rl i K S HOs B
2. =R PBCHR (A HTTP) A Z5AE & FFLAISR & IR0 Fr Bt o XS tB R n] LUE R PR SHOR Fe v st ok

FEBCE F 2 I R tool tip = SRERARFIRE 7R 225 JRARZ M PS5 &L

7.6. ZBIRIENT

A4 TR 2 R BT L AR AT E S AATTDE e e AT PIRP A AT BLSE ORI LA : I8 R G0/ R4 AR 55 (B a3k E
BLA%) /8% Wireshark $8 %€ RIBME ST & T B ESCAFEAT AT O TS, ATEAS 299

A4 RN AT LA SR HEAT o ilr, 2R E.
7.6.1. ZBFENTHITEE

PN ] Wireshark RAT B EAME, EEATDTLRKER . AR, 2P @irtia e 8 Cisi.

o RBTFWNEHESATR . SR IE T EM MBI L YT, SEMSHANH T EMT 1 4 71
[N R e A N S

o RFBNTIHEE FEERH SR AT . RILR DLG T T4 2 SO sl 38 78 HoAh e 48 B3 SO Al RE
RINAATFHENTASTT o BT TR SCAE ] e 22 R IR 2 bk B GO A2 A28 4k, VA B R ek i 2 31 44 7
FEATT R 55 2% (CZHTIE A2 v LR

o DNS FATREL M B E R Wireshark H . RS TEE B 2 Wireshark 153K DNS AR 45 A= Bty B3t /R 11
MLES

o fEMTZFREE Wireshark &7 . XXT R GMERER —E T K. 1H2, WRZFWNE ST wireshark iI817H & 4E4F
k., wireshark NEVERRIX NN, BONE R MNEZAFHATHEN T WX L(F BAE Wireshark 81782240 T,
B 3R — 81 DHCP FH%, Wireshark A2yER |, (IXLZEXT DNS b2 A E? A2 /DI ZIE dns
VEM?)

7N

xP PR E A SIRIBNR O 5EK. WER— DM SHA BGOSR R, BIRKA R A LH S, A
Prés Ry, VRATLMEM "View/Reload” WA, RIEHZR L FENTER . (EER TR H XA
BARR

7.6.2. PAKMBFMENT (mac B)

280K MAC Hiidik (e. g. 00:09:5b:01:02:03) fif b & & el iz )ik (“Human readable”)

ARP 4 FfEHT (RGERSS) Wireshark ZA#HME RS HTENR, K UKL R TP Hudtk (e. g.
00:09:5b:01:02:03->192. 168. 0. 1)

Ethernet codes(ethers file) 15 ARP fE#TEL R, Wireshark 3323801 UL W HbIEfEHT N CLAIE S 44 . IX PR 75
HH P IR E A ethers XX N mac ik EE 2 FR. (e.g. 00:09:5b:01:02:03 —> homerouter).

Ethernet manufacturer codes (manuf file) U5 ARP fi#THI ethers SCAFERICIE R INAANT, Wireshark 2223 # ¥
mac Huhk BT =ANF90N) A4S cmac HRERIRT =N & 1EEE N 1 20 B sz stk GE i g = AN 5wT LA
BN BN TR, SARIX A DI )., ) (e.g. 00:09:5b:01:02:03 —> Netgear 01:02:03).

7.6.3. IP HuhkfEHT (MEE)

¥ 1P Hbudik (e. g 216. 239. 37. 99) F 4k Ridi & ) 32t ki /“Human readable”



DNS/ADNS name resolution(system/library service)Wireshark <:[nal#f{E &4t (8% ADSN library Huhk—42 FRAEHT A
o) iER, ¥ 1P il YA BRI EHLL (e. g. 216. 239. 37.99 —> www. 1. google. com). IS DNS R 4% IEAE A1
:kmm%%%%Umewwﬂﬂmmiﬁwmwimmﬁ 5] o 4 ST B8 1916 , /R AT LA FE 48 A ADNS library (iX
FET] DL G S5 R I A . )

&5
WRAFRIENT RS A AT, FoVF N2 A FR AT Wireshark BHEARE, KA wireshark 25454 T b 25 B
HRHER . EIX ML AR N 1Z4% F ADNS.

DNS vs. ADNS IXHZ&—MEERIXTE: PIANER 2 R ip Hibl A HAD 2 3 itk "Human readable” (3(44) » 8%
DNS H gethostname () ¥ Huhit 3% # 9 4F% . 10 B Je 2 B hosts A (e. g.

/etc/hosts, /windows/system32/drivers/etc/hosts) & 754k B UL HC SLAA . dn SRR AN B, 2= 7] 45 5 1 DNS AR 55 #8251 o
DNS A1 ADNS B 1E F X A 7E T 2545 DNS R &5 88 2 F bt . gethost () & — B ZEF FNIE 2 7 @ T B0 1R BI85 15% o 25 DNS
RS ATT A, ATRee b FARKES [] (4 JLFP) o ADNS 55 2 BE A miANFE . B [FIFE[A) DNS IR 5528 K Gk, (HAS
SRR AR NG . e LRIAHN. Wireshark. BERFHihE (RIS SEHbE) 78 ADNS 45 2125 R A& Bt 4 8. WiHEr
A FEE, TS R ORAEEG AR, URTEEAT ] View/Reload” 5 B BBNX L7 B ok B R R AT 24 FR

hosts name resolution (hosts file) Wi dns fEMT AT, Wireshark <23 %% B FH P H2 4L 00 EHL SO 1P Hhhk#%
BRI ENLA . (e g, 216.239.37.99 —> www. google. com)

7.6.4. IPX ZRRENT (N%KE)

ipxnet name resolution (ipxnets file) (ZEFH RAEMERE)

7.6.5. TCP/UDP %% O 4 fEth (B 2)

FH1% TCP/UDP i 1 (e. g. 80) N H N 5 3B "human readable”'™

TCP/UDP port conversion (system service) Wireshark <x[m#fE R4t &k H1ER, ¥t TCP/UDP ¥ N HZFR (e.
80->http) »

XXX - mention the role of the /etc/services file (but don’t forget the files and folders section)!

7.7. KA
AR 22 WS R KGNS I3 B 1 52 Bk / TE R
7N
N IS P RS AIE IX B 4% il A redundancy check (JUA R ? )
B RASAT 4 B ?
T2 s A2 FH S T A s BT s (i 3 45 P IE A e o — /N TR I B0 2 4 i A T R BT A ) HE R B
WX 28 E R e AL S RE TP 2 2 AR e R, Bl st %, T EE S, RO AT EE
R R P 2 pE RS 15, P8 P2 40 3 A8 FH RS I RIS I3k e 45t . R ot B b AT R I A3, %
PEFIAS I8 RN — L KAk o BT 1 P FRIRE ) D5 E T S B BB 0 OB B, 2 SR AL ) A 36 R B H S FR A 36 PO AR L I
RN % .
A LRI 7 vE ] DB A R AR TR B BRI E, B E () iR,

IR IR TE B R, B0 2 ZFMIRNEEEE . RIEUNAR, i E RS ETE, WA RRIERS
AR Bt 2 R A DL AR R ZE AR

Ao TR AN AT DL B el A S A R B o (BT S AN VA AT VE R DR LOO%RS N 2 A i 1%, WORA D ERIEHR 2
AR 2]

RIS AR Z a0 s 28 15 A8 F AR 36 AN B30 CRC32. (HEFRTUARARIE ) o 4RF I 10 X 28 Bl S0 6 1) A B0 BV L
R A BB A BRI AR IR BRI A R, AT S PERE, oA s T 7 E PR RE

F T RIS AN 2 5 B A% http://en. wikipedia. org/wiki/Checksum

7.7.1. Wireshark R FIUE



Wireshark 2 XHR Z P BGHEATRE IR AN GGAE, . TCP. IP. o

‘B2 Fl"normal receiver " f—FEMITHEL. SR )G AE AL VERS AR B nta 26 Al F BN 2, e. g. : [correct], [invalid, must
be 0x12345678] AR HAR LI A2 o

AR RIS AN B R A T T B AEBEAT RS A I, & R R E A AT . X208 1 S R 1 R SRR UL Y
A o

7.7.2. Checksum offloading

RIS T B H P28 X 28 0K, P aRsl, AR e B

flhn: DK PESAEPE U5 LUK PIEA R 5 105, AR IX R o AR IEZIRIE K BT IR, Wireshark KA
SEEIRAE, BUKRAE M2 BRI EF A

e E IR AT, IR e e R S A AT

AT ) R 28 B4 ] DA AT — S  Dhae, W IP A 30 A5, IXHE A checksum of floading. MIZEIRENA ST AL
A, Rl E T eEANTTRE R, et

EI checksum of floading &% 2 FEORHEL, BN B IERIE T 2 B 42245 Wireshark. Wireshark 75 2| 1)
RIS B 1, WA BRI G 17, R AR 28t ) B i 2 i A R 3 A

Checksum offloading X511, 1LAREEH: LEBKER [invalid[{ER, SRR, BTfiEd, fHRpa%
M SERTLEEIF, T T ORI

VR AT DA B Fh 77 VA % Checksum offloading 7] &%

o T(EIRENFEF b checksum offloading W, ™ HIE, &
o AN HIEDIICH Wireshark 45 € Wi BIFRSEE FIEEE .

PR AT SCIR R, BB Wireshark FHPESREUAUBT RIINZER B, ARHUCAFE M — R A DUS BRI
A I (A R BE -

B R e i R N IR SS 44

¢ Windows £ I RBEA A, LR VB HLE F-> 6 TR AR IO 4> R0 0 P 5 G



£ 8 E it
8.1. #iM

Wireshark &4t T 2 Fh Z FEI N4 ST D
BFE, BASHREAG R (s E) , SEeEmitmgor (B, St scfE i HTPP G RN 250 , 5%

o —ZIT
o Summary: ffiHe AR E
o Protocal Hierarchy: fi#efLIf)JZ IREE5H)
o Endpoints . EiRAM, ZXiLAR ip bk
o Conversations #l%1: P~ 5E 1P Z 8] HiE/E

o 10 Graphs L% H BT (A48 1k (1) i 28 1K

. fREWMNGT
o Service Response Time M &I 3K EIAH N 1 =K 1) Ik 55 18] BRI ]
o Various other WMl f M4t

"R
-EiWW%E%%ﬁ,%%ﬁ%%%&%%%?%o@#Wﬁ%%%ﬁ#ﬁ%ﬁ,%ﬁ%%ﬁ%%&%&ﬁ%@%
i

8.2. WERHO

LTSS — A5 2

B 8.1. ”“Summary” &

Wireshark: Summary

File
Mame: [ ftest.poap
Length: 15317 bytes
Format: wWireshark tcpdumpf. .. - libpcap
Packet size limit: B5535 bytes

Time
First packet; 2004-06-22 20:02: 48
Last packet; 2004-06-22 20:02:50
Elapsed; 00;00:02

Display
Display filker; MoneE

Marked packets; 0

TrafFic Captured Displayed
Bebween first and last packet 2,113 sec
Packets 120
A, packeksfsec 56,759
A, packet size 111,000 bytes
Evtes 13373
v, bykes)sec G328, 662
Awg. MBitfsec 0,051
File

SO B — MR I E B
Time

S AMURRR — A O



Capture

B 78 BN A — 2845 B (P B AldE 2 MRS, I3 WO ERN)

Display
HERAXRAER
Traffic

MR ARGt AR E T WoRid e, REFERIPIS. Captured & nid JERT {5 S, Displayed 418
ZISUR/IERTINAIEESE

8.3. “Protocol Hierarchy” & O

R SR =15 S

Bl 8.2. ”Protocol Hierarchy” O

Wireshark: Protocol Hierarchy Statistics

Protocol % Packets | Packets Bytes Mbit/s End Packets End Bytes End Mbit)'s
EHZmee 0,051 1] 0,000
= Ethernet 100,00%: 120 13373 0,051 1] 1] 0,000
Address Resolution Prokocol 0,33%: 1 4z 0,000 1 4z 0,000
= Internet Protocol a9, 17% 119 13331 0,050 ] ] a,000
[= User Daktagram Protocal 10,83%: 13 1863 0,006 0 0 0,000
MetBIOS Mame Service 4,17% 5 GBS 0,002 5 585 0,002
Damain Mame Service 5,00%: =] Se6 0,002 & ShG 0,00z
Craka 1,67% 2 512 0,002 2 512 0,002
Internet Control Message Protocol 0,583% 1 70 0,000 1 70 0,000
Internet Group Management Prokocol 1,67%: z2 108 0,000 2 1058 0,000
[=I Transmission Conkrol Protocal 85,83% 103 11490 0,044 a0 4550 0,018
Daka 16,67% 20 6660 0,025 20 BEG0 0,025
Malformed Packet 2,50% 3 130 0,001 3 150 0,001

& e &P ox

XA FVBLSE R R PR SO BT B IAREIR 73 500 AR BURIT B B 00 32, i s/~ ks BRIAMEOLT, B
139 SR SR TT I o

FATEE MR STHE
FIRENE L
Protocol
P A FR
%Packets
AT B H ARSI BRI el
Packet
B R EH
Bytes

B EANGESeE



MBit/s
M e, AT A (]

End Packets

End Bytes

End MBit/s

IS, ARZ DS ERNM TS Glhn: w5 aHE 99. 17%H) IP, 85. 83%[] TCP #
W CEAMTHIAIREE T 100%)

Ei AL B 0T AL S m E T, & R RS 4 EE A ] RE HEASEE T 100%, 150 : R 5E+ TCP 5
85. 83%, 1H & FJEWM (HTTP. .. ) #ILL 85% 5 /b, XA RESE AN TCP B, Hiltn: TCP ACK BAS# St 2EE
Pise

EI — R R A T DA S A R R P CAS IE— 0, XA LT, IR B EOR R — Ik o i R e T P L A B A
IP B IR, (EIEHRMNAECTE ip 2, ARk E el EH 1P 3 —%)

8.4. “Endpoints”

I AN ISE T
7N
"“‘*} U SRAE A 2% T T A A B B FR N Hostlist/ERFIR AR, 761X Bt & Endpoint T

8.4.1. f+4# Endpoint?

— AR 485 ity P AR TR AR 8 I P SLZ RIS 2 8B 45 . Wireshark i i Gt 20K 1 H R 2 o
Ethernet
DA 98] 3t i S 7 P A2 DA T MAC Stk

Fibre Channel

EH AR
FDDI

FDDT ¥ 5 /& FDDI MAC Mk
IPV4

TP ¥ify A2 TP Motk
IPX

EHARNA
TCP

TCP ity p5 TP Huhb AT TCP S 2%, ARG TP shhbhn BT 05, R AN F Y TCP % 4
Token Ring

Token Ring (W) I fi/& Token Ring MAC ik
UDP

UDP ¥ 5 & HH TP #uhikA0 UDP 3 4R, AS[E] ) UDP #uhik B [7]—4> TP #iuhik 7R AN ) UDP i

Broadcast / multicast endpoints (J #%/Z#%&u% £)
EI I/ 22 105 2 A AP b 2 B R N o 28R, IR Wl A R P A, FCSEAIEAE S8 T A (2R )
F1) HH AR R ity b U

8.4.2. ”Endpoints”®& O



A A PRI e THE B

A\
[y
O
ED

K 8.3. “Endpoints”&HH

Endpoints: test. pcap |Z| |E| [z|

Ethernet: 5 IPv4: 5 TCR: 11 UDP: 10

Ethernet Endpaints

Address Packets Bytes Tx Packets  * T Bytes R Packets R Bytes
Metgear_2d:75:9a 114 12825 &2 7313 52 5215

192.168.0.2 120 13373 1] 060
Broadcast 3 262 1} o]
01:00:5e:00:00:16 2 105 ] 0
01005 7fiffifa 1 175 n 1]

6z 7313

Apply as Filker Selected

Prepare a Filker k| Mok Selected
Find Frame k| ... and Selected

Colorize Host Traffic .+, 0OF Selected

... and not Selected
... or nok Selected

Copey

Mame resolukion

@ Help K Close

FEZE L, BEANSCRFITL, B A —NEIR . RIRZE Bl ftim S 8 H (Fl4n: “Ethernet :5"FNA 5
A~ ethenet ¥ sl B HEE]) o URIFEAVI L BAT o AR IR R, IETARRE B 7m At U8 AT LA TR X o2 (14 0
).

HZR AT B A G THE R

Name resolution UISEH ZEI, W2Xfe e PMZEBATZ F Wb CHRTEH Y Ethernet endpoint TUTHI /& MAC
B) . IRATREVEE D], B—1THE S AN N Netgear”, 5 AT HUEBE fRHT A TP Huhik GBI arp PHUENT) , =
ATRENT ) FEHhE (GRAEMTET mac bk Ay €6 €6 £6: €660 60), 55 MATII MAC Huhilk R W5 FEHT .

R %)
'\j P DA RES BN SR N A, FEARBEAT SERHEHC Z ATIT T 8 (B FERXHIEITIT 7 8) , WARIRA .

8.4.3. BrEWUA Endpoint List”&H X

Before the combined window described above was available, each of its pages were shown as separate windows.
Even though the combined window is much more convenient to use, these separate windows are still available.
The main reason is, they might process faster for very large capture files. However, as the functionality
is exactly the same as in the combined window, they won’t be discussed in detail here.

8.5. &if/conversations

CARMR M TES T

8.5.1. HH4R<iE/conversation?

— AN G, AR AR i R A RELS . B, — A TP SRR TP HUbk [ BT
8.5.2. ”“Conversations/<i%” window

BT HIRNEZAN, U0 DS E D3R —FE, W 8.4.2 1 “”“Endpoints” & 11"

K 8.4. “Conversations”Xi&HE



Conversations: test.pcap

Ethernet: ¢ IPvd: 4 TR 9 DR 7

Ethernet Conversations

Address A Address B Packets | Byhes Packets A- =B Bykes &-=B Packets A<-B Brytes f<-B
192,168.0.2 01:00:5e:7Rffifa 1 175 1 175 0 0
192.168.0.2 01:00:5e:00:00:16 2 108 2 102 0 0
192.168.0.2 Broadecask K] 262 K] 262 0 0
A R Apply s Filker b | Selected 3 A =6
Prepate a Filker ¥ | Mok Selected FlO--=6
Find Packet k| ... and Selected M & =-B
Colorize Conwversation k| ... or Selected B[ A =-= AR
.. and not Selected k(A= ANY
.. oF nok Selected k| A - ANY
ANY <-=B
apY <--B
ApY --= B
Q:w |

Mame resolukion

X g |

8.5.3. WHFERE “Conversation List/&iEHNR” H0

Before the combined window described above was available, each of its pages were shown as separate windows.
Even though the combined window is much more convenient to use, these separate windows are still available.
The main reason is, they might process faster for very large capture files. However, as the functionality
is exactly the same as in the combined window, they won’t be discussed in detail here.

8.6. ”“I0 Graphs”& O

7 A e B A4 R 4 s B
PRAT A B TR AN R R ) B 7

B 8.5. ”I0 Graphs” O

Wireshark I0 Graphs: test. pcap Z E| [z|

0,505 1.0s 1,505 2, 0s
< >
araphs n Axis
Graph 1 | Color |[3] Fiter: || | Styles| Lne ||| Tickintervali 0.01sec v
Pixels per tick: 2 W
raph 2)| Calor E]Eilter: |LI':||:| |Style: Line w
araph 3 [ Color E]Eilter: | | Skyle: | Line WY Axis
IJrik: |Pau:ksts,l'Tiu:k w
araph 4 [ Caolar E]Eilter: | | Skyle: | Line W
Scale:
Graph 5 | Color E]Eilter: | |5t':.-'le: Line b

10 "
[e=] =

PR — TN B TRE.
Graphs

e Graph 1-5: JF/3 1-5 B (BRIMXIT S graph 1)



o Color: KEIFEMBIE (AREek)

e Filter: 8 E B nidJE %S (only the packets that pass this filter will be taken into account for that
graph)

e Style: W AE (Line/Impul se/FBar)

X Axis
e Tick interval W& X HhEAEARK IS 1A] (10/1/0. 1/0.01/0. 001 seconds))
o Pixels per tick W& X HifEts 5 HGEE 10/5/2/1 px

Y Axis

e Unit y #5847 (Packets/Tick, Bytes/Tick, Bits/Tick, Advanced...)
o Ssale Y HliEAf7 %I (10, 20, 50, 100, 200, 500, . . . )

XXX — describe the Advanced feature.

8.7. JRSAHPLETIAE]
R 5% Vi) I8 B 1] 2 30607 S 3] 72 A W28 2 TR DS ) TR g o Mg 7 Bs) TR]ZE AR 22 i mT F o

R S5 ARNEI TR gE it 2 PA R Bl bl

e DCE-RPC

e Fibre Channel
e H.225 RAS

o LDAP

e MGCP

e ONC-RPC

e SMB

J 1K %3 LA DCE-RPC A4 47 48 Wi 82 B ]

Ei FLA AR 55 ARSI [E]AE Windows &5 & AH [F] AL U VE (B (XA )

8.7.1. ”“Service Response Time DCE-RPC” &

DCE-RPC F] i 55 FH L AR [ 2 78 17 3R A AR 12 17 3R 4 e 18] 18] e

K 8.6. “Compute DCE-RPC statistics”&H O

Wireshark: Compute DCE-RPC SRT statistics [Z”E”g|

Prograrm: ATSWC - EPM “ | Version: | 1 W

€] Fiker: | | |

@Create Skat: ‘ x Cancel ‘

PRuT A B St i, b T gt e ics

B 8.7. The "DCE-RPC Statistic for ...” O



DCE-RPC Service Response Time statistics for EPM major version 3: test... |Z||E|rz|

DCE-RPC Service Response Time skatiskics for EPM major wersion 3: kest,pcap
Filker:

ndex | Procedure Calls * MinSRT Max SRT Bvg SRT

X Close I

Fach row corresponds to a method of the interface selected (so the EPM interface in version 3 has 7 methods).
For each method the number of calls, and the statistics of the SRT time is calculated.

8.8. MWiIBERAITTEND

The protocol specific statistics windows display detailed information of specific protocols and might be
described in a later version of this document. Some of these statistics are described at the
http://wiki.wireshark. org/Statistics pages.



http://wiki.wireshark.org/Statistics�
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E1ERIH
AEE 9.6 TEM A BIEFE M 0.99. 5 ik Wireshark F1#8 A % W 255 M ) ThRE .

9.1. U8

Wireshark BRIAT AIE T A DR IF O &R 21158, 448+ 70 248 Wireshark fIRSE, 4RA] PAXT Wireshark 34744
BB LI HE AR TR . AR A

U] M4 5 5 Wireshark

APk A R BB AL (BRI X 23 AN [B] R AL)

e £ ) L AT
AR AR A Y 22 e 2245 (1 1 R T i

9.2. M 41T7B3h Wireshark

Wireshark SCREM AT AT A B, AR AT LR 2 5008 D BB AF R 3 X RATE B Wi an 47 /8 30

Wireshark SCFFEE M 21T 58 BREEMANELESE, EaLTHA Wireshark -h wi & B BifEE (MLAH
AR« FEMHMSHIIRNG] 9.1 “Wireshark FHBH{EH"

] 9.1. Wireshark FBEIMER

Version 0.99.0
Copyright 1998-2006 Gerald Combs <gerald@wireshark.org> and contributors.

Compiled with GTK+ 2.6.9, with GLib 2.6.6, with WinPcap (version unknown),
with libz 1.2.3, with libpcre 6.4, with Net—SNMP 5. 2.2, with ADNS, with Lua 5. 1.

Running with WinPcap version 3.1 (packet.dll version 3, 1, 0, 27), based on
libpcap version 0.9[.x] on Windows XP Service Pack 2, build 2600.

wireshark [ -vh ] [ -DklLnpQS ] [ —a <capture autostop condition> ] ...

[ b <capture ring buffer option> ] ...

[ B <capture buffer size> ]

—c <capture packet count> ] [ —f <capture filter> ]
<{packet number> ] [ —i <capture interface> ] [ -m <font> ]
<name resolving flags> ] [ —o <{preference/recent setting> ] ...
dinfile> ] [ -R <read (display) filter> ] [ —s <capture snaplen> ]
t <time stamp format> ] [ -w <savefile> ] [ -y <capture link type> ]

-X <eXtension option> ] [ -z <statistics> ] [ <infile> ]

|
~

[ B e B s B e Y e B |
|
Z

FRATTRE Je R X BN IE TREAT S 43

BT B ERE R, Wireshark fy42A3) Wireshark. ANEERE, 1RAT LB SIRHEEINTF 2 S8 (WERIREX) .« Al
MIEAE AT G5 BHUY) -

EHVE: LT EHRT RA R N ER? ST A N2
—a <capture autostop condition>
BB — MRAER RAE E Wireshark 4 IgF ILFHHESCAF ARHERIRS N test:value, test fHN NI H—1.
duration:value
MR AR M Value (8, 1515 AN
filesize:value
AP R /NL E] Value fH kilobytes (kilobytes %75 1000bytes, MA A& 1024 bytes) , 15 1E5 N 30

W RAZ R T -b IR FEIRASE A, Wireshark 7EiA8 248 @@ KA R/ 245 15 N Y Erf 8 /4, FFi# s~ —4
A



files:value

A HOE B Value (BN 15 NS 52 30

-b <capture ring buffer option>

W RIE B SO B AN ST, [N Wireshark i8477E "ring buffer”#5:, #ifeE 7 CH%l. £ ring buffer”
R, Wireshark &5 F|Z MM M. BN R T H XA H 1, B aswE.

M MRS, Wireshark b2 — A CEE N, HEISHRG 3, B Wireshark 2
EIFRH A AR (BRAEKs files WEN 0, WERWEN O, Rl SRR . REEES Nzt

U02R duration METHHRE, S ILRFEI A RITEME ML, Wireshark FIFES VA A0, RIESCHF
RS o

duration:value

AR SR Value (H, RIMESCHERIES W, WA FA SRS S N

filesize:value

MR /NES] value fH kilobytes B (kelobyte 7R 1000bytes, MASE 1024bytes), PIHE] T —A 30k,
files:value

UL R value fEES, MEE—ANSTHEHIFFHE N

-B <capture buffer size (Win32 only)>

BUEH Win32: ¥ B UG R/ (BAALA2 MB, BRIA2 IMB) . B2 aR B kR B, ERIIA B Zm K/NAS
NHERE . IR AL R Z IR, AT AZE K E R RN,

—c <capture packet count>

SIS 4R B T I BRI BB, AR Rk I

FTENAT AR Wireshark FI T # A% L9138 . BAME DHCAE — NS5 A4 FR (] BE R ERAESL TR 22 J5 7 ) 25
ITED, D4 8% %5 ) AR 45 -1 SHORTRE AT L 4% 1 O BLAT B ROZ2 AR B 4 E3TED)

TEAT LA 2 1] LR R B R 1 & (B4 Windows, i B> ifconfig —a iy &) UNIX “F &) XM 1R G
2 9% 5 7E Windows 2000 5427 6 3% O AR & — S 4 7R e, X D95 25 78 5.

VER, “A LI Wireshark T4 = B & . Wireshark A PLFT FFABAN A BEAT S22 . W RAERI T &
AT W 2R3 PE T AT F A B AR K 5 (5140 root, Windows R Administrators 2H), fE¥AG X LA PR (11K
FURII-D R BBz r . 35

—f <capture filter>
WERIER N B pERE A

—g <{packet number>

FEAE - B EH I S UG, 2SRk 20T e 2 5

—h IETUE K Wireshark FTEIZIRAS 1) &8 FH 7 (BTN E R ED , 2REIRH .
-1 <capture interface>
WEH T AT R D e E

WX 2845 1 4 FR LU EE Wireshark -D A —Ay; 0] LI{#i ] Wireshark -D B~i9m5, S AR{E H
UNIX, netstat —i B ifconfig —a FAFMI#E & WA IAE . (EAZFTA ) UNIX “F &4 3ZfF-a, ifconfig
ZH.

WIRARIRTE SH, Wireshark WHILDIFIR, EFH —NARAERE DML, WREAIRAERD, ik
PSR — AR . RBAHEEN, wireshark 2REHIR, APATHILHERAE.



EIEAN AT LG FIFO (D44 B 1) , thal D" SE bR N o AV B I Bedls e 2 n AR Tibpeap
AW

-k
—k JETHEE Wireshark SERITFARHTE . X AHEIIRE ZEAN-1 2 K0 & 8 HIR A E 1l 92 AL AW SR
-1
ITOT SR BRI, FE IR A SRt N, = Bah#5) Packet 1ist" MM ([A-S ZH—FF) .
-m <font>
BE TR KPR (i A RO 7 A6 451D
-n

N WX 4% 6k 52 44 @ dT (0 TCP, UDP i 144, EHL4Z) .

-N <name resolving flags>

N S (b R A 1 54T 2 T Shae, 380 —NNFAE, R n oD S MAC Hubikf@EdT, n 8
W &g bk fEAT, t TR R AR E 5 L5 RN . XS FRFERAE—n AN SHER AR e 2 E T, 78 C PR
i (525) DNS 25

{preference/recent settings>

WE I S EE, 8 EEBRIER HAth M Preference/recent file SEELISE. . ZSEHIMELZ —F
FreR, N prefname:value, prefnmae F& B 3% T 3E 0 42 BK (L FLAE preference/recent file EHIZFR) »
value JE EHIEISEN N FE . £ -o0 <preference settings> AL 7EEM Az,

W B G I 1
wireshark —o mgcp. display dissect tree:TRUE
WEZ N EIENS 1

wireshark —o mgcp. display dissect tree:TRUE —o mgcep. udp. callagent port:2627
SN
N FE2200] LA B FrA T B IR D81 3R

K Y B O T o VR TR B e S5 R AR E T2 ekt 3B, —p ASRERE D R B IR E 2

ROEE IS AL UL K BHZHHER )T R, 2 A

£ Wireshark 7ERHRSE UM IR I . &0 LURI-c 05020 (BT ZEMBITE -1 —v i .
infile>

a5 E OB R S E A o SR 22 Wireshark SCRFIIRE .

-R <read(display) filter>

PRSI BUE N E . I PETEEAE AR Bon iR EE, S WA 6.3 1 R ER” , A
VLECHI B A SRR .

{capture snaplen>

BCE IO HI PRI . Wireshark Ja X #25>EL<snaplen> =15 K HE .

Wireshark fEF#E 2 dE 5 L BN BonEAT], IEIEAE — AR EEE, B— SRR EREEE . XA eI WO 1E
HETP ) ”Update list of packets in real time/SEif B R~EHE” ThEEFHE

<time stamp format>

BE TR ARk . wT A A



o v FAXIAY, BE A G EIBE S AT T — N A

e a absolute, W& T A £ &8 N4} B [A] .

o ad #uXtH, WEITAGZR AL H R E .

o d delta & & I [AJER 8 AN 87— E B ) [E]

e e epoch W B [AJELE R AN epoch AR HIWH (1970 £ 1 A 1 H 00:00:00 i#2)

W3R Wireshark ITEIH ARG B, A)EIRH
-w <savefile>
FEARAESCAERT B savefile BT 77 A CIE4
-y <{capture link type>

MR A -k 28, v BIE e EdEaEE25% . The values reported by —-L are the values that

can be used.

-X <eXtension option>
B —MEDEIELZ TShark fEbt, eXtension ETf#H ] extension key:{fHEI, extension key:A]DLi2:
lua script:lua script filename, B & Jf Wireshark ZiATEEHIHA . ERINBIAZE Lua scripts.

-7z <{statistics—string>

33 Wireshark 2 FRMM GG R, BoRGURASCH ERNE O . BEE: EILAIEINE 2 405

9.3. HEEERKE

Packet colorization (JZ . E ERE) £ Wireshark —/N 5% A FHHIER M . R0 LA B Wireshark il i jE #5032 50
AR E . AT DUBR O R ) 8 o B R s .

~ #F
kﬁ;) YRA] PAFE http://wiki. wireshark. org/ColoringRules [¥] Wireshark Wiki Coloring Rules page &3 Zita i
I 28451

MBI O RN, EFE View 2] “Coloring Rules. .. ” SR, ¥<=#H "Coloring Rules” XF1HAE, Wi 9.1
“”Coloring Rules”¥fiGHE” Pz~

B 9.1. ”“Coloring Rules”X}i&tE

Wireshark: Coloring Rules

Edit: Filter Crder
[Lisk is processed in order unkil rmatch is Found]
e
Marme Skring
lbcpoanalysis flag: bepoanalysis.flags ] @
cokp cokp
kpkk_long kpkk.length =519
arp arp
smb smb || nbss || nbns || nbipx || ipesap || netbios Maove ]
http hitp || tep.part == &0 selected filker
Manage uninkerested ipx || stp || hsrp || sigrp || cdp up ar down
—_— dcerpe deerpe
ngpurt... kcp svn kcp.Flags.syn == 1 || tcp.flags.fin == 1 || tcp.flags.reset ==
—_————— tcp tcp
E Impart. .. udp udp @
nbss nbss
%glear nbns nbns

@QK H of apphy || Eiave H K Close ‘

Ja3) Coloring Rules XFEHELLE, B AT LIMER, HRXERT £ E L NGO S (f 2] once sth, you
have a lot of ZZEMHA]FHt w445 tmd %Ly, )


http://wiki.wireshark.org/ColoringRules�

FEXT RN BEATHE ORJRIZ I S2ER: MATRZ B LAy M. B, R g r SO % He
FE— R USRI AT T (7 J2 PP RLIZ AR SR JE AT o . dn RARCR: UDP B SLHEFE DNS 22 Hif, H-4 DNS i
CREN AN 24 (BB DNS 48 AT UDP #08, UDP B R R ¥ e e DL AC . et : X A Rif& netscreen fik
R, A BT R UCES, DLAC 5 55— SR DU st A 2 i) Je S0 1. )

IARAREE — A R, i “NEW” ST IT Rl D w4 X 10 AE , 22 s

B 9.2. ”Edit Color Filter”

Wireshark: Edit Color Filter

Filtet
Marne: |Elf
String: |arp
Display Calars
Foreground Calar. ., [Backgru:uund Color, ., ]
‘ @QK ‘ x Cancel

TEYmBE (O RUENE, BIABUEIL ISR LK, 2AJETE String MIAMEMI AL JEFZFF R . 222 W R I2 arp, arp KoL JERS
%N arp, string SE[ arp ROREF AP NEEAE arp. S NIXEEH L5, ARAT DLEEEFT 5 R = A VLR Mg gk
A1, Aiii Foreground color... /Histfabl# Background color... /i 5ttafad <=5 1 Choose
foreground/background color for protocol XJiHHE (ML 9.3 ““Choose color”XJi&HE” ), HATHI S, &5
wWE T

K 9.3. “Choose color”*fiHFHE

Wireshark: Choose background color, for, “arp™

Saturation: Green:
Malue: v Blue: v

Color Mame: | #D&E7FF

s s
v b
s s
e e

P ] [Xems

WRARFE MBI, midy 0K

= You must select a color in the colorbar next to the colorwheel to load values into the RGB values.
Alternatively, you can set the values to select the color you want.

9.4 “fF Wireshark TR JE” Box 7 BRNE L MM 2N ORI IS HIE 5. RARAKEXRHIE, 7T
LLE GBS E .

U RARAN WA B 2= s B R AEAER, #& [Coloring Rule Name: ... ] and [Coloring Rule String: ... ]
FB

B 9.4. ¥£ Wireshark PfEHEEITIE



test. pcap - Wireshark

File Edit \Wiew Go Capture  Analyze  Skatistics Help

B o e e e B x % B @@@@ﬁg‘|§‘aa

E]Eilter:l - +Expressinn... q&glear ‘fﬂpply
Mo, - Time Source Deskination Protocal | Info -
1 0. 000000 192.188.0.2 Eroadcast ARP Who has 192.168.0.2Y Gratuitous SIS
2 0.299139 192.168.0.1 192.1658.0.2 MEMZ Mame query NESTAT *<005 <00 00> <0f
4 1.0258589 192.168.0.2 224.0.,0.22 IGMP W3 Membership Eeport
B 1.048652 192.188.0.2 239,255,255, 250 UDP Source port: 3193 Destination por
g 1.055053 192.188.0.1 192.188.0. 2 UDP Source port: 1900 Destination por
0 1.082038 192.168.0.2 192.1658.0. 255 NEMZ Registration ME NE1OO61D <00:
w
¢ | >

= Frame 1 ({42 bhytes on wire, 42 bytes captured)
Arrival Time: Jun 22, 2004 20:02:48. 863096000
[Time delta from previous packet: O.000000000 seconds)
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Packet Length: 42 bytes
Capture Length: 42 bytes
[Frame 15 marked: False]

[Protocols 1n frame: eth:arp)
[CoTlaring Rule Name: arp] LS

[Colaring Rule String: arp]
i Evharpat TT Cees 107 168 A 3 IOA AR CdWard o3 Nats RArnsdeset FEF off off oFF o686 667

Ff £f £f ff £ff ff 00 Ob 5d 20 cd 02 05 06 OO C1A. ....... ] ......
02 00 06 O4 OO0 01 00 Ob 5d 20 cd 02 o0 a8 00 C2E. ....... ] ......

0 Q0 OO0 02 00 0O o as o0 02

(£

ool
0020

Frame (Frame), 42 bvtes P:1200: 120M: 0

9.4. WEHUEWL

F AT LB S ey 4 iy .

A EE B GRS 2, DR ] 7 75 B FH 2 AMERD 2% 4 AE 5 RS « wireshark 2 238 MR E 2203R 1) 1E #
IS 2% (S & "routes” FIS5H " guessing”) , K€ HIME LA T R IR BEET R IARAS &8 o a0, T RARE — AN WL
BT —DANE WL TCP 3 1, Wireshark ¥ EikiH nl e, Fl4n: HTTP BrifE A 800 i A & FR#E 80 ¥ 11,

A3 PN ACRT DA A P ARG 25 DR IEC: Se AR IR Th U RS A%, B

i FS 3 FH e i 2%
9.4.1. ”Enable Protocols”%EHE

Eable Protocols XJ1HHER] LA enable. disable %F@E WM, BROAEHL T 2T A WER enable. G HEANM S
disabled, Wireshark 7EAll 313X 3 i 2 B& AN AL FE

2 2 1| BRI 2 BH AR B Z P B = B P R . BN, BEREs T IP P, EEFEAE
Ethernet, IP, TCP F1 HTTP fE &I E .. ¥ H S E/RELRMAEE, 1P hilASER, FT IP $rilf) TCP, HTTP
WAE R WAL ER.

Kl 9.5. ”Enabled Protocols”X}iEHE



Wireshark: Enabled Protocols

Enabled Protacals

Status Protocal *  Descripkion -
[] 2dparityfec Pro-MPEG Cade of Practice #3 release 2 FEC
[+ SCOMEMNS 3Com X¥M3 Encapsulation
[ 3EPPZ2 A11 JEPP2 A1l
[ g0z.11 MGT IEEE 802,11 wireless LAMN management Frame
[ g0z F.adiokap IEEE &0Z.11 Radiotap Capture header
[ 202.3 Slow praotocols Slow Protocaols
M op Plan 9 9p
M aaL ATM AAL1
4 aaLad ATM AALE
] aarp appletalk, Address Resolution Protocol
[ acap Application Configuration Access Prokocol
[+ ACP133 ACP133 Attribute Syntaxes
[ AiZ5E 150 8650-1 051 Association Control Service
[ actrace AudinCodes Trunk Trace
] app Aruba - Aruba Discovery Protocol
]  aFp Apple Filing Prokocaol
4 aFs [z Andrew File System (AFS)

M aH Authentication Header

(=] AIM A0L Instant Messenger

] AIM Administration AIM Administrative b
£ >

Dizabling a pratacal prevents higher layer pratacals From being displaved

’ Enable All ” Disable Al ” Invert ]

‘ o H W apply H e save H & cancel ‘

M R R, B AE P R I T I A AR B T LAY P enable/disable IR

o

HZA D REN 4

&
WL Save FZEIRAF R B, OK, Apply I A SRAF R E, <M Wireshark LGt & ERBEE .

Enable All FCVFAIZRH FTA #riX

Disable All ZEiE%ZR A B PHX

Invert )#:%13%K T4 ML) enable/disable IRZS
OK RMFH MRk, 5¢HXHEHE

Apply MBS, ASRHIA1EHE

Save TRAFMATRE

Cancel HUyHEDL, 1B HXFiEHE

Ne O W=

9.4.2. HPmEMESE

" packet list”THMR, #EH 4, “Decode As”, FIJF Decode As XTiHAE, 7] LAIGA 1% B AEMD S . 1E UM ANME FH & Wi
B2 B s B .

B 9.6. ”“Decode As” XIiEHE



Wireshark: Decode As

Link, Netwnrk| Transpork |

® Decods {default) A
op =
ACAP
A1P13

O Do rot decode TCP | source (3196) W | pork(s) as | ax4000
BEEP
BiGP
CIiaI

| Clear CIMD >

o[ v [ 2o |

XTI HE A A O T 24 A F B RE S .
B
e e s AN e it . iIBH Wireshark DLfE, XU ESFELR

1. Decode i FHiE#M 7 A ffthd
2. Do not decode Ak E T MY,

3. Link/Network/Transport & i FH AN fhD 25 % 2 WX 2% 2 BEAT M o = AN U 1+ IR 0 T ) e B e Tt e 4%
ENUISES

4. Show Current FJJF—/NAFiGHE B R 2a1H B2 48 & HIRiL#s 513

5. OK [ HH MHTIE @ e, CHXEHE .

6. Apply M MATiEE ML Es, PRERXSIEHEST T

7. Cancel HUEMBM, JCHIXTIHAE.

9.4.3. EH PR EBIDES

D IR RS 1 2T R E AR

B 9.7. “Decode As: Show” X} iEtE

Wireshark: Decode As: Show |Z||E|r5__(|

Table Value Inmitial | Current

TCP pork 3196 (none) AIM
JDP part 3193 (none) ADP

@ﬂelp | ggk H %,glear ‘

1. OK JCHIXTTEHE
2. Clear FEIRATA fRhga%

9.5. HIEM

Wireshark MJVFZ 2 ET LTI B . EF"Edit” S5 ) "Preferences. .. “Til, FTJF Preferences XiGHERI A #1714
B me2fR BN "User interface” 25— NI, sy 22 U BAEIRFZE T i T50 H 7T DAFT FF0E 2 FE DL IH]



®E
| SRR ESWEIEM. TR TSREENEH NN, 557 Wireshark Wiki Preferences
T :http://wiki.wireshark. org/Preferences.

L
<:>0KﬁmMy§%$%%ﬁ&§,%%ﬁﬁ%ﬂme%ﬁ%ﬁ&ﬁo

o OK NMHZHNE, KHIXHGHE

o Apply BHZSHRE, AREXTEHE

o Save MHZHIXE, MAESHREDMA, I+ HIRFEEHEFT I
o Cancel HEITAZSHKRE DG —IKIRFIRE,

B 9.8. preferences XfiGtE

Preferences

ser Interface

Layout Packet list selection mode:

Colurnns
Fank Protocol bree selection mode: Selects W
Colers Save window position:

Capture

Prinking Save window size;

Mame Resalukion

Save maximized skate: W
Praotocols

Cpen a consale window | Automatic (advanced user) |

"File Open" dialog behaviar: (%) Remember last directary () Always start in:

Directory: | |

"File Dpen" preview timeouk: |3 |

"Open Recent” max, lisk entries: |2III |

Azl For unsaved capture files;

Wrap to end/beginning of file during a find:

@Help &QK I | ‘ﬂ? Apply | ‘ Eﬁave ‘ ‘ x Cancel ‘

9.6. MFERERY

M gt ae e FERE B M P B E XSHER . ERERERE AR T 9.3 “AERBE rlE”

9.7. AIEITREE

Display Filter Macros s& FSRAIE & 4+ Bon ik yEa r TGy U TR, #ilin: © X—NERdig %, AHA tep_cony
AN ( (ip. src == $land ip. dst == $2 and tcp. srept == $3 and tcp. dstpt == $4) or (ip. src == $2and ip. dst
== $§1 and tcp. srcpt == $4 and tcp. dstpt == $3) ), PUSIRHELAT LA S {tcp_conv:10. 1.1.2;10. 1. 1. 3; 1200; 1400}
BB IEE T

WonidJEZF A CLEd s 9.6 1 “HIEREK” , %FEDisplay Filter Macros SRR View SR TE R, H P
FH FHMNTE . (FHEEAFTER User table)

name
TR AA TR
text
TN ST, $2, $3. . A M AZSHur .
MRS GEEE)


http://wiki.wireshark.org/Preferences.�

BT B E, Ebr LAE Windows “F & GTK2 M35, A E DG DL €2 Ihee, Wee A IRREA 3 M. 1.
0.99. 5 IRAMRAE A ILIEZINEE: 2« MDA, BKED], WHZIXFE, HEERTBHREIEK. 3. Windows+GTK2 T
wE, Hihres.

REFEAERBRAH, AR A TR %,
CLEH SRR R BB, Seiidn ] 8 2

1. B X FEWZFR, Wie#lH ) tep conv

2. B XFERICARER Y, BRIt WA SIAIE R iE s gty A AR X A, R2¥BARPE#RE T2
. , b ss—#65 2 ip. src == $land ip. dst == $2 and tcp. srept == $3 and tcp. dstpt ==
$4, IXH1I$1, $2, $3, $4, WRAER I IES T, BAZE BN ip Hbb Mg 05, fEXBEAER T
$1, $2, 83, $4, RAEASE. Wil LRI SH—FE, A ZEAEESEH R,

3. WA fE A 22 il AR, T AR BN PEHE R O\ BAE R A N m B A R B 2, N S kg RS
AR L2235, ), SRS E ER ISR,
${tcp_conv:10. 1.1.2;10. 1. 1. 3;1200;1400}, tcp_conv /&= HE 4K, 10. 1. 1.2 /&$1 HIHUE, HAbEHE.

FHIRFER, R Wireshark HEAEH X NIIRE. A B RATRERIZ AN L RERN GEFH L.
9.8. Tektronics K12xx/15 RF5 BpiFE

Tektronix’ s K12xx/15 rf5 AR AE ] helper files Gk stk) BiEHs e L& Fh . Wireshark ASEEEEL stk
AE, AN RRIRAKED L. (XA)EEE )

Stk A UM ILECIEEZE 9.6 1 “HIJRER” KRERE, BRI

match

a partial match for an stk filename, the first match wins, so if you have a specific case and a general
one the specific one must appear first in the list

protos
This is the name of the encapsulating protocol (the lowest layer in the packet data) it can be either
just the name of the protocol (e.g. mtp2, eth witoutfcs, sscf-nni ) or the name of the encapsulation

protocol and the “application” protocol over it separated by a colon (e. g sscop:sscf-nni, sscop:alcap,
sscop:nbap, ...)

9.9. H )P DLTs Wil

24— peap SCHAE ST DLTs (147 to 162) FHH—Mi |, Wireshark fif FlIX AN KR FIEEAS DLT R4l WA P
W 9.6 A “HIJTERKR” FER DLT RAUT

— MR dlts &
payload proto

payload ({1 BRJR)Z FH 0 PR AR
header size

R A header Vi (fF payload Z H), XANIETIE Uf Wireshark header I K/ BN 0 HIE, 221k header
protocol.

header proto

header PP A4 FR BRIV "data”)
trailer size

WRA trailer PRMHITE GEERPMYL, 7E paylod MY ZJE), HIFRGERI KD BEN 0 RRZEIEZPHL.
trailer proto

trailer PN A FR (BRINAE " data”)



9.10. SNMP HF %

Wireshark 1§ ] SNMP R 4&4F SNMPv3 A3 ({2 A G- 34T 38 Fb .

BRI 9.6 T “JHIERER” BHATEH, EEET TR

engine id

RN T engine id, 2{F FHAEISLE engine id RIXEEM. ZFEE— 16 FHIHFELE, [EHiBFEER
A: 0102030405

userName

HFP 4, J—MHP A Z D HEN RA R S\NMP-engines B, 58— ANMLECHIH 24 H . if youneed a catch
all engine-id (empty) that entry should be the last one.

IO UE AR
A 25 ERE, (MD5 2% SHA1D)
authPassword

BRCER, A" \xDD"VENAEFT BN RF . —A 16 B2 00 0205 N7 \xDD” 0. #ilin: 16 di] 2L
010203040506 it 4% AN \x01\x02\x03\x04\x05\x06’ .

priv_proto
{5 AN 2% 45035 (DES B AES)
privPassword

FAESH, 7 \xDD"VENAEFTENF R/ —A 16 B 200 2% NN \xDD” L. Blan: 16 HEH| %
010203040506 5t 2425k AN \x01\x02\x03\x04\x05\x06’ .

2 dissector: Mg s, NAIEGEAR, dissct fEH], X B4 HIOMAITBIR AL S, S, A decode, 1P
Y VE RS A R %

W T Wireshark W E 3| User table JRiE2%, B b @2
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