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Winsock 2 Service Provider Interface, SPI Winsock
Winsock 2API Winsock API SPI 6 13
Winsock 2 API Winsock 2 Windows
Windows Open System Architecture  WOSA WOSA Winsock Winsock
API Winsock Winsock TCP/IP
SPI 14-1 Ws2_32.dll Winsock 2 DLL Winsock
Winsock Winsock 2 SPI
Winsock 2

Winsock 2 Winsock 2

TheWinsock 2DLL
Ws2_32.dl1(32-bit)

Winsock 2

Winsock 2

14-1 Winsock 2 WOSA

14.1 SPI

Winsock 2 SPI —_— “
" Transport providers TCP/IP

Name space providers

Win32 DLL Winsock 2 Ws2_32.dll
Winsock2 API
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Winsock API
14.1.1 SPI
Winsock 2 SPI
s WSP Winsock
s NSP
s WPU Winsock Ws2_32.dl
= WSC Winsock Winsock 2
WSA I nstallProvider SPI
14.1.2 Winsock 2 APl SPI
Winsock 2 Ws2_32.dll Winsock
SPI select WSPSel ect
WSA Connect WSPConnect WSAA ccept WSPA ccept Winsock
SPI
s htonl htons ntohl ntohs Ws2_32.dll
WSA
= inet_addr inet ntoa IP Ws2_32.dll
m Winsock 1.1 IP getXbyY WSAAsynGetXByY
WSA Cancel AsyncRequest gethostname Wws2_32.dll
= Winsock Ws2_32.dlI
WSAEnumProtocols WSAIsBlocking WSASetBlockingHook WSAUnhookBlocking
SPI
= Winsock Ws2_32.dll SPI WSAGetL astEror
WSA SetlL astError
. WSACreateEvent WSACIloseEvent WSA SetEvent
WSAResetEvent WSAWaitForMultipleEvents Win32
SPI
Winsock API Winsock 2
Ws2spi.h SPI
14.2
Winsock 2
TCP/IP
“ " Layered
TCP/IP 14-2
Ws2_32.dll
SPI

WSPSend SPI
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WSPSend WSPSend
SPI
Winsock 1/0 1/0 8
LSP
IP SDK
layered MSDN SDK
MSDN SDK ftp://ftp.microsoft.com/bussys/WinSock/
winsock?2/layered.zip
13 SPI ” 13 ” SPI
Winsock 2 Ws2 _32.dll
SPI Winsock Winsock
Ws2_32.dll Winsock 2 APl “ "
API
ws2_32.dll
SPI A
A
SPI
SPI
14-2
14.2.1 WSPStartup
Winsock 2 Windows DIIMain
WSPStartup
SPI WSPStartup
30 SPI 30 14-1
WSPStartup 30
W SPStarup WSA Startup
API WSPStartup WSA Startup Winsock

Winsock W SA Socket
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Winsock API
socket WSA Socket
API Winsock
AF_INET SOCK_STREAM Winsock
TCP/IP 14.2.7
14-1
API SPI
WSAAccept accept WSPA ccept WSPA ccept
WSAAddressToString WSPAddressToString
WSAASsyncSelect WSPAsyncSelect
bind WSPBind
WSA CancelBlockingCall WSPCancelBlockingCall
WSA Cleanup WSPCleanup
closesocket WSPCloseSocket
WSAConnect connect WSPConnect WSPConnect
WSADuplicateSocket WSPDuplicateSocket
WSAEnumNetworkEvents WSPEnumNetworkEvents
WSAEventSel ect WSPEventSelect
WSAGetOverlappedResult WSPGetOverlappedResult
getpeername WSPGetPeerName
getsockname WSPGetSockName
getsockopt WSPGetSockOpt
WSAGetQOSByName WSPGetQOSByName
WSAIloctl WSPloctl
WSA JoinL eaf WSPJoinL eaf
listen WSPListen
WSARecv recv WSPRecv WSPRecv
WSARecvDisconnect WSPRecvDisconnect
WSARecvFrom recvfrom WSPRecvFrom WSPRecvFrom
select WSPSel ect
WSASend send WSPSend WSPSend
W SA SendDi sconnect W SPSendDisconnect
WSASendTo sendto WSPSendto WSPSendTo
setsockopt WSPSetSockOpt
sbutdown WSPShutdown
WSASocket  socket WSPSocket WSPSocket

WSA StringToAddress

WSPStringToAddress

14.2.2

int WSPStartup(

WORD wVersionRequested,

LPWSPDATAW 1pWSPData,

LPWSAPROTOCOL_INFOW TpProtocolInfo,
WSPUPCALLTABLE UpcallTable,
LPWSPPROC_TABLE 1pProcTable

WSA Startup
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wVersionRequested Windows Sockets SPI

WSPDATA IpWSPData WSPDATA

typedef struct WSPData

{
WORD wVersion;
WORD wHighVersion;
WCHAR szDescription[WSPDESCRIPTION_LEN + 1];
} WSPDATA, FAR * LPWSPDATA;
wVersion Winsock wHighVersion
Winsock wVersion
Winsock 7 szDescription UNICODE
SPI 256
WSPStartup IpProtocolInfo WSAPROTOCOL _INFOW
5
“ Winsock " WSAPROTOCOL_INFOW Ws2.32_dIl Winsock 2
" Winsock 2
IpProtocolInfo
Ws2_32.dll
DLL
W SPStartup IpProtocollnfo
WSAPROTOCOL _INFOW Protocol Chain
ProtocolChain WSAPROTOCOLCHAIN
typedef struct _WSAPROTOCOLCHAIN
{
int ChainlLen;
DWORD ChainEntries[MAX_PROTOCOL_CHAIN];
} WSAPROTOCOLCHAIN, FAR * LPWSAPROTOCOLCHAIN;
ChainLen Ws2_32.dll
TCP/IP 2 ChainEntries
14.2.7 “ ” WSAPROTOCOLCHAIN
ProtocolChain
IpProtocolInfo WSPStartup

WSPStartup WSAPROTOCOL_INFOW
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IpProtocolInfo 14-1
IpProtocolInfo
14-1 WSPStartup WSAPROTOCOL_INFOW

LPWSAPROTOCOL_INFOW ProtocolInfo;

LPWSAPROTOCOL_INFOW ProtoInfo = 1pProtocolInfo;

DWORD ProtocolInfoSize = 0;

// Find out how many entries we need to enumerate

if (WSCEnumProtocols(NULL, ProtocolInfo, &ProtocolInfoSize,
&ErrorCode) == SOCKET_ERROR)

{
if (ErrorCode != WSAENOBUFS)
{
return WSAEPROVIDERFAILEDINIT;
}
}

if ((ProtocolInfo = (LPWSAPROTOCOL_INFOW) GiobalAlloc(GPTR,
ProtocolInfoSize)) == NULL)

{
return WSAEPROVIDERFAILEDINIT;

}

if ((TotalProtocols = WSCEnumProtocols(NULL, ProtocolInfo,
&ProtocolInfoSize, &ErrorCode)) == SOCKET_ERROR)

{
return WSAEPROVIDERFAILEDINIT;

}

// Find our layered provider's catalog ID entry
for (i = @; 1 < TotalProtocols; i++)
if (memcmp (&ProtocolInfo[i].ProviderId, &ProviderGuid,
sizeof (GUID))==0)
{
gLayerCatld = ProtocollInfo[i].dwCatalogEntryld;
break;
}

// Save our provider's catalog ID entry
gChainld = 1pProtocolInfo->dwCatalogEntryld;

// Find our catalog ID entry in the protocol chain
for(j = @; j < 1pProtocolInfo->ProtocolChain.ChainLen; j++)

{
if (1pProtocolInfo->ProtocolChain.ChainEntries[j] ==
gLayerCatlId)
{
NextProviderCatld =

1pProtocolInfo->ProtocolChain.ChainEntries[j+1];

// Check whether next provider is the base provider
if (1pProtocolInfo->ProtocolChain.ChainLen ==
(j + 2))
{
for (i = @; i < TotalProtocols; i++)
if (NextProviderCatld ==
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ProtocolInfo[i].dwCatalogEntrylId)

ProtoInfo = &ProtocolInfoli];
break;

}
break;

}

// At this point, ProtoInfo will contain the appropriate
// WSAPROTOCOL_INFOW structure

WSPStartup Upcall Table Ws2_32.dll  SPI

Winsock 2 1/0
“ Winsock 1/0 "
WSPStartup IpProcTable 30 SPI
30 14-1 SPI
AP
" IpErrno
Winsock WSPSend
WSAENOBUF
= SPI WSPSend WSPSendTo WSPRecv WSPRecvFrom WSPloctl
IpThreadld SPI
Winsock 1.1 send recv
Winsock 2 Winsock 1.1 SPI
Winsock 2 send WSA Send
WSA Send WSPSend 14-1 SPI API
14.2.3
Winsock WSAStartup WSACleanup
WSPStartup  WSPCleanup API
WSPStartup
WSPCleanup WSPStartup
0 0
Ws2_32.dll
14.2.4
SPI WSPSocket WSPAccept WSPJointL eaf

SPI IFS
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IFS IFS IFS
IFS IFS
Winsock Winsock Win32 API ReadFile WriteFile
ReadFile WriteFile Winsock
IFS /0
1LIFS
IFS Winsock
ReadFile WriteFile
MSDN
Device Development Kit DDK
IFS IFS
IFS ( ) SPI
" ReadFile WriteFile WSPSend
WSPRecv IFS
" /0
/0
IFS
IFS
WPUModifylFSHandle SPI Win32API
ReadFile WriteFile /0 Winsock Ws2_32.dll
IFS WPUModifyl FSHandle
SOCKET WPUModifyIFSHandle(
DWORD dwCatalogEntrylId,
SOCKET ProposedHandle,
LPINT 1pErrno
)s
dwCatalogEntryld ID ProposedHandle IFS
IFS
INVALID_SOCKET
IpErrno Winsock
2. IFS
IFS IFS WPUCreateSocketHandle

WPUCreateSocketHandle

Winsock ReadFile WriteFile

IFS
/0
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Winsock 2 WSPRecv
WSPSend 1/0 WPU _CreateSocketHandl e

SOCKET WPUCreateSocketHandle(
DWORD dwCatalogEntrylId,
DWORD dwContext,

LPINT 1pErrno

)

dwCatal ogEntryld ID dwContext
LSP
Winsock WPUQuerySocketHandleContext
dwContext

int WPUQuerySocketHandleContext(
SOCKET s,
LPDWORD 1pContext,
LPINT 1pErrno

S SPI WPUCreateSocketHandle
IpContext
WPU CreateSocketHandle IpErrno
Winsock WPUCreateSocketHandle
INVALID_SOCKET WPUQuerySocketHandleContext SOCKET_ERROR

14.2.5 Winsock I/O

8 Winsock /0
/0 SPI
Ws2_32.dll WSPStartup UpcallTable
IFS /0
1/0
IFS
1
Winsock 2 I/O /0
/0 SPI
WSPRecv
WSPRecv WSPRecv WSPRecv
1/0 Winsock 1.1
Winsock 2 API WSASetBlockingCall  WSA CancelBlocking API
Winsock 1.1 WSASetBlockingHook WSACancelBlockingCall
Ws2_32.dll W SPCancel BlockingHook

W SPCancel BlockingHook
WPUQueryBlockingCallback
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WPUQueryBlockingCallback

int WPUQueryBlockingCallback(
DWORD dwCatalogEntryld,
LPBLOCKINGCALLBACK FAR *1plpfnCallback,
LPDWORD 1pdwContext,
LPINT 1pErrno

WSPStartup dwCatalogEntryld
ID IplpfnCallback

typedef BOOL (CALLBACK FAR * LPBLOCKINGCALLBACK)(
DWORD dwContext
);

IplpfnCallback I pdwContext

dwContext WPUQueryBlockingCallback IpErrno
SOCKET_ERROR Winsock

2. select

select 1/0 W SPSel ect readfds writefds
exceptfds fd_set WSPSel ect

int WSPSelect(

int nfds,

fd_set FAR *readfds,
fd_set FAR *writefds,
fd_set FAR *exceptfds,
const struct timeval FAR *timeout,
LPINT TpErrno
)i

fd_set SPI WSPSel ect
IFS fd_set SPI
W SPSel ect
fd_set
WPUFDIsSet FD_ISSET
8
int WPUFDIsSet(
SOCKET s,
FD_SET FAR *set
)
S set

WSPSel ect
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1/10
fd_set
SPI Ws2spi.h FD_CLR FD_SET
FD_ZERO 8
14-2 W SPSel ect
14-2 WSPSelect

int WSPAPI WSPSelect(
int nfds,
fd_set FAR * readfds,
fd_set FAR * writefds,
fd_set FAR * exceptfds,
const struct timeval FAR * timeout,
LPINT 1pErrno)

SOCK_INFO =SocketContext;
u_int i;

u_int count;

int Ret;

int HandleCount;

// Build an Upper and Lower provider socket mapping table
struct
{
SOCKET ClientSocket;
SOCKET ProvSocket;
} Read[FD_SETSIZE], Write[FD_SETSIZE], Except[FD_SETSIZE];

fd_set ReadFds, WriteFds, ExceptFds;

// Build the ReadFds set for the lower provider
if (readfds)

{
FD_ZERO(&ReadFds);
for (i = 0; i < readfds->fd_count; i++)
{
if (MainUpCallTable.1pWPUQuerySocketHandleContext(
(Read[i].ClientSocket = readfds->fd_array[i]).
(LPDWORD) &SocketContext, 1pErrno) ==
SOCKET_ERROR)
return SOCKET_ERROR;
FD_SET((Read[i].ProvSocket =
SocketContext->ProviderSocket), &ReadFds);
}
}

// Build the WriteFds set for the Tower provider.
// This is just like the ReadFds set above.

// Build the ExceptFds set for the Tower provider.
// This is also 1ike the ReadFds set above.
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// Call the lower provider's WSPSelect
Ret = NextProcTable.l1pWSPSelect(nfds,
(readfds ? &Readfds : NULL),
(writefds ? &WriteFds : NULL),
(exceptfds ? &ExceptFds : NULL), timeout, 1pErrno);

if (Ret != SOCKET_ERROR)
{
HandleCount = Ret;

// Set up calling provider's readfds set
if (readfds)

{
count = readfds->fd_count;
FD_ZERO(readfds);

for(i = 0; (i < count) && HandleCount; i++)
{
if (MainUpCallTable.1pWPUFDIsSet(
Read[i].ProvSocket, &ReadFds))
{
FD_SET(Read[i].ClientSocket, readfds);
HandleCount--;

}

// Set up calling provider's writefds set.
// This is just 1ike the readfds set above.

// Set up calling provider's exceptfds set.
// This is also like the readfds set above.

}

return Ret;

}

3. WSAAsyncSelect
WSAAsyncSelect 1/0

SPI WSPAsyncSelect
int WSPAsyncSelect(

SOCKET s,

HWND hWnd,

unsigned int wMsg,
Tong 1Event,
LPINT 1pErrno

S SPI
S |Event

Windows

SOCKET_ERROR IpErrno

Winsock

|Event

hwnd
wMsg
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8-3
SPI WSPA syncSel ect
WSPA syncSel ect SPI
WPU PostM essage SPI
WPUPostM essage
BOOL WPUPostMessage(
HWND hWnd,
UINT Msg,
WPARAM wParam,
LPARAM T1Param
)s
hwnd SPI Msg
WSPAsyncSelect wMsg wParam
|Param [Param low word
|Param
| Param highword
IFS
WSPA syncSel ect WSPA syncSel ect
WPUQuerySocketHandleContext SPI
WPUPostM essage SPI
WPUPostM essage
| Param | Param
SPI
WSPA syncSel ect
“ " worker
WSPA syncSelect “ " WSPA syncSel ect
WPUPostM essage SPI
4. WSAEventSelect
WSAEventSel ect
W SPEventSel ect SPI
int WSPEventSelect(
SOCKET s,
WSAEVENT hEventObject,
Tong 1NetworkEvents,
LPINT 1pErrno
);
S SPI hEventObject
WSAEVENT S INetworkEvents
IpErrno Winsock
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SOCKET_ERROR INetworkEvents
WSAAsyncSelect 1/0
IFS WSPEventSel ect SPI
WPUQuerySocketHandleContext SPI
SPI WSPEventSel ect SPI
/0 SPI
SPI
SPI
WSAAsyncSel ect
INetworkEvents
WSPEventSel ect
SPI WPUSetEvent SPI

BOOL WPUSetEvent (
WSAEVENT hEvent,
LPINT 1pErrno
);
hEvent WSPEventSel ect
FALSE IpErrno Winsock
5. Overlapped!/O
Overlapped!/O I/0 I/0
I/O0 SPI Winsock

Win32 1/10
= WSPSend
s WSPSendTo
= WSPRecv
= WSPRecvFrom
s WSPloctl

WSAOVERLAPPED
WSAOVERLAPPED_COMPLETION_ROUTINE
WSATHREADID
I1/0 SPI
WSAOVERLAPPED

typedef struct _WSAOVERLAPPED {
DWORD Internal;
DWORD InternalHigh;
DWORD Offset;
DWORD OffsetHigh;
WSAEVENT hEvent;
} WSAOVERLAPPED, FAR % LPWSAOVERLAPPED;
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/10 SPI WSAOVERLAPPED Internal
Internal WSS_OPERATION_IN_
PROGRESS SPI WSPGetOverlappedResult
WSS_OPERATION_IN_PROGRESS
WSPGetOverlappedResult
/0 OffsetHigh Offset OffsetHigh
Winsock Offset WSPRecv WSPRecvFrom |/0O
WSAQOVERLAPPED I/O SPI
(1) Event
/0 SPI WSAOVERLAPPED
1/0 WSAOVERLAPPED_COMPLETION _
ROUTINE NULL /0
1/0 WPUCompleteOverlapped
Request
WSAEVENT WPUCompleteOveriappedRequest(
SOCKET s,

LPWSAOVERLAPPED 1pOverlapped,
DWORD dwError,

DWORD cbTransferred,

LPINT 1pErrno

)
S [pOverlapped WSAOVERLAPPED
dwError /0 cbTransferred
IpErrno SOCKET_ERROR
Winsock WPUCompleteOverlapped Request SPI
WSAOVERLAPPED InternalHigh cbTransferred
Internal WSS_OPERATION_IN_PROGRESS

110 SPI

BOOL WSPGetOverlappedResult (
SOCKET s,
LPWSAOVERLAPPED 1pOverlapped,
LPDWORD 1pcbTransfer,
BOOL fWait,
LPDWORD 1pdwFlags,
LPINT 1pErrno

WSPGetOverlappedResult
Internal
WSAOVERLAPPED
WSAOVERLAPPED

SPI
SPI

W SPGetOverlappedResult

InternalHigh Offset OffsetHigh
WSPGetOverlappedResult

Internal Internal
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WSS _OPERATION_IN_PROGRESS

fWait

WSPRecv

WSPGetOverlappedResult fWait TRUE
SPI WSAOVERLAPPED
FALSE Winsock WSA_IO_INCOMPLETE
WSPGetOverlappedResult

m  |pcsTransfer WSAOVERLAPPED InternalHigh

m  |pdwFlags WSAOVERLAPPED Offset

WSPRecvFrom
s |pErrno WSAOVERLAPPED OffsetHigh
14-3 WSPGetOverlappedResult

14-3 WSPGetOverlappedResult

BOOL WSPAPI WSPGetOverlappedResult(
SOCKET s,
LPWSAOVERLAPPED 1pOverlapped,
LPDWORD 1pcbTransfer,
BOOL fWait,
LPDWORD 1pdwFlags,
LPINT 1pErrno)

{
DWORD Ret;
if (1pOverlapped->Internal != WSS_OPERATION_IN_PROGRESS)
{
*1pcbTransfer = 1pOverlapped->InternalHigh;
*1pdwFlags = TpOverlapped->0ffset;
*1pErrno = 1pOveriapped->0ffsetHigh;
return(1pOverlapped->0ffsetHigh == @ ? TRUE : FALSE);
}
else
{
if (fWait)
{

Ret = WaitForSingleObject(1pOverlapped->hEvent,
INFINITE);

if ((Ret == WAIT_OBJECT_0) &&
(1pOverlapped->Internal !=
WSS_OPERATION_IN_PROGRESS))

{
*1pcbTransfer = 1pOverlapped->InternalHigh;
*1pdwFlags = 1pOverlapped->0ffset;
*1pErrno = 1pOverlapped->0ffsetHigh;
return(1pOverlapped->0ffsetHigh == 8 ? TRUE :
FALSE);
}

else
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*1pErrno = WSASYSCALLFAILURE;

}
else
*1pErrno = WSA_IO_INCOMPLETE;

return FALSE;

(2) Completion routine

1/0 SPI WSAOVERLAPPED
WSAOVERLAPPED_COMPLETION_ROUTINE 110
/O Win32
APC 1/O /0 APC “
” 8
SPI WPUQueueApc

int WPUQueueApc(
LPWSATHREADID 1pThreadId,
LPWSAUSERAPC 1pfnUserApc,
DWORD dwContext,
LPINT 1pErrno

)s

IpThreadld SPI WSATHREADID
1/0 IpfnUserApc WSAUSERAPC
SPI
SPI WSAOVERLAPPED_COMPLETION_ROUTINE
WSAUSERAPC

typedef void (CALLBACK FAR * LPWSAUSERAPC)(DWORD dwContext):
——dwContext SPI
dwContext WPUQueueApc dwContext
SPI WSAOVERLAPPED_COMPLETION_ROUTINE dwContext
8

void CALLBACK CompletionROUTINE(
IN DWORD dwError,
IN DWORD cbTransferred,
IN LPWSAOVERLAPPED 1pOverlapped,
IN DWORD dwFlags

WPUQueueApc dwContext
" Winsock

" WSAOVERLAPPED
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" /0

COMPLETION_ROUTINE
(3) Completion ports

Winsock 2 110
(4 1/0
SPI
1/0

SPl WSAOVERLAPPED_

Ws2_32.dl 8
1/0

1/10
8 /0
Windows NT Windows 2000
/0 Windows 95 Windows 98
1/0

WSAEVENT WPUCreateEvent(LPINT TpErrno);
BOOL WPUResetEvent(WSAEVENT hEvent, LPINT 1pErrno);
BOOL WPUCloseEvent(WSAEVENT hEvent, LPINT 1pErrno);

WPUCreateEvent 8 WSACreate
Event WPU_CreateEvent
NULL IpErrno Winsock WSPResetEvent
WSAResetEvent hEvent signaled
unsignaled WPUCloseEvent WSA CloseEvent
LSP 1/0 SPI
1/0 LSP Windows 2000 Windows NT Windows 98
Windows 95 1/10
/0 WSA MAXIMUM _
WAIT_EVENTS(64) 8 64
Windows NT Windows 2000
1/0
14.2.6
Winsock Mswsock.lib Winsock 14-2

14-2 Winsock

GUID

AcceptEx
GetAcceptExSockaddrs
TransmitFile
WSARecvEx

WSAID_ACCEPTEX
WSAID_GETACCEPTEXSOCKADDRS
WSAID_TRANSMITFILE

GUID




China=pubecom

14

Winsock 2

Mswsock.lib
TransmitFile

WSPI octl WSPIoctl

int WSPIocti(
SOCKET s,
DWORD dwIoControlCode,
LPVOID 1pvInBuffer,
DWORD cbInBuffer,
LPVOID 1pvOutBuffer,
DWORD cbOutBuffer,
LPDWORD 1pcbBytesReturned,
LPWSAQOVERLAPPED 1pOverlapped,

AcceptEx GetAcceptExSockaddrs

SIO_GET_EXTENTION_FUNCTION_POINTER

LPWSAOVERLAPPED_COMPLETION_ROUTINE 1pCompletionRoutine,

LPWSATHREADID 1pThreadId,
LPINT 1pErrno

dwloControlCode

POINTER [pvinBuffer
Mswsock.lib 14-2
GUID
14-2 WSA RecVvEX
WSPI octl WSARecv
14.2.7
Winsock 2
Winsock 2
Winsock 2
socket WSASocket API
DLL DLL
Winsock 2
SPI WSC

WSCEnumProtocols

WSClnstallProvider

WSCWriteProviderOrder

» WSCDelnstallProvider

WSAPROTOCOL_INFOW
5

SIO_GET_EXTENSION_FUNCTION_
GUID
GUID
IpvOutBuffer
SPI
GUID WSARecvEX
WSARecvEXx

Winsock 2
Winsock
WS2 32.DLL

ws2_32.dlI
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Providerld dwCatalogEntryld ProtocolChain Providerld GUID
dwCatalogEntryld
WSAPROTOCOL _INFOW ProtocolChain
WSAPROTOCOL _INFOW

ProtocolChain WSAPROTOCOLCHAIN

typedef struct {
int ChainlLen;
DWORD ChainEntries[MAX_PROTOCOL_CHAIN]:
} WSAPROTOCOLCHAIN, FAR # LPWSAPROTOCOLCHAIN;

ChainLen ChainLen =0
ChainLen =1 ChainLen >1
protocol chain Winsock
14-2
ChainEntriesl ID
Ws2_32.dll
ChainLen 0
Ws2_32.dl
1

WSAPROTOCOL_INFOW

ProtocolChain ChainLen 1
WSClnstall Provider WSClnstallProvider

int WSCInstallProvider(
const LPGUID 1pProviderld,
const LPWSTR 1pszProviderD11Path,
const LPWSAPROTOCOL_INFOW 1pProtocolInfolist,
DWORD dwNumberOfEntries,
LPINT 1pErrno
);

IpProviderld GUID Winsock
IpszProviderDllIPath DLL

SystemRoot IpProtocollnfoList
WSAPROTOCOL _INFOW WSAPROTOCOL _
INFOW dwNumberOfEntries IpProtocolInfoList

WSClnstallProvider SOCKET_ERROR IpErrno
2.
WSAPROTOCOL_INFOW
0

1

WSPROTOCOL _INFOW WSCEnumProtocols

WSPROTOCOL _INFOW
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int WSCEnumProtocols(
LPINT 1piProtocols,
LPWSAPROTOCOL_INFOW 1pProtocolBuffer,
LPDWORD 1pdwBufferLength,
LPINT 1pErrno

);

IpiProtocols IpiProtocols NULL
IpProtocol Buffer
Winsock 2 WSAPROTOCOL_INFOW

|pdwBuUfferLength WSCEnumProtocols IpProtocol Buffer

WSCEnumProtocols

SOCKET_ERROR |pErrno

WSAPROTOCOL_INFOW
WSClnstall Provider
WSCEnumProtocols

WSClnstall Provider

WSAPROTOCOL_INFOW LayeredProtocolInfoBuff,
ProtocolChainProtoInfo,
BaseProtocolInfoBuff;

// Retrieve BaseProtocolInfoBuff using WSCEnumProtocols()

memcpy (&LayeredProtocolInfoBuff , &BaseProtocolInfoBuff,
sizeof (WSAPROTOCOL_INFO));

LayeredProtocolInfoBuff.dwProviderFlags = PFL_HIDDEN;

LayeredProtocolInfoBuff.Providerld = LayeredProviderGuid;

// This entry will be filled in by the system
LayeredProtocolInfoBuff.dwCatalogEntryld = 0;

LayeredProtocolInfoBuff.ProtocolChain.ChainLen =
LAYERED_PROTOCOL ;

WSCInstallProvider(&LayeredProviderGuid, L"1sp.d11",
&lLayeredProtocolInfoBuff, 1, & install_error);

// Determine the catalog ID of the layered provider
// using the WSCEnumProtocols() function
for (i = @; 1 < TotalProtocols; i++)
if (memcmp (&ProtocolInfoli].Providerld, &ProviderGuid,
sizeof (GUID))==0)

LayeredCatalogld = ProtocolInfo[i].dwCatalogEntryld:
break;

Memcpy (&ProtocolChainProtoInfo, &BaseProtocolInfoBuff,
sizeof (WSAPROTOCOL_INF0));
ProtocolChainProtoInfo.ProtocolChain.ChainLen = 2;
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ProtocolChainProtoInfo.ProtocolChain.ChainEntries[0]
LayeredProvideProtocolInfo.dwCatalogEntryld;
ProtocolChainProtoInfo.ProtocolChain.ChainEntries[1]

BaseProtocolInfoBuff.dwCatalogEntrylId:

WSCInstallProvider(
&ChainedProviderGuid,
L"1sp.d11", // 1pszProviderD11Path
&ProtocoiChainProtoInfo, // 1pProtocollInfolist
1, // dwNumberOfEntries

&install_error // 1pErrno

PFL_HIDDEN

WSAEnumProtocols 5
XP1_IFS HANDLES IFS
WPU CreateSocketHandle

WSAPROTOCOL _INFOW XP1_IFS_HANDLES
XP1_IFS_HANDLES Winsock
ReadFile WriteFile

3.

Winsock 2
Winsock socket WSA Socket
AF_INET
SOCK_STEREAM Winsock 2
TCP/IP WSClnstallProvider
TCP/IP
TCP/IP
WSCWriteProviderOrder
int WSCWriteProviderOrder(
LPDWORD 1pwdCatalogEntryld,
DWORD dwNumberOfEntries
)s
IpwdCatal ogEntryld ID ID
WSCEnumProtocols ID dwNumberOfEntries
WSCWriteProviderOrder
ERROR_SUCCESS(0) Winsock

WSCWriteProviderOrder Ws2_ 32.dlI

Sporder.lib Sporder.lib Windows DLL
“ " MSDN
MSDN Sporder.exe
Winsock 2 14-3 Windows 2000
Winsock 2 Sporder.exe

WSAPROTOCOL_INFOW
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Windows Sockets Configuration

Service Providers | Name Resokution |

Layered TCP/IP over [MSAFD Tcpip [TCP/AP])

MSAFD Tepip [TCPAP)

MSAFD Tcpip [UDP/IP]

MSAFD Tcpip [RAW/P]

RSVP UDP Service Provider

RSVP TCP Service Provider

MSAFD NetBIOS [\Device\NetBT_Tcpip_{28013CCO-D0AA-11D2-8A53-8EE 7542C000€ }
MSAFD NetBI0S [\Device\NetBT_Tcpip_(28013CC0-D0AA-11D2-8A53-BE E 7542C000€ }
MSAFD NetBIOS [\Device\NetBT_Tcpip_{28019CC2-D0AA-11D2-8A53-8E E 7542C000E )
MSAFD NetBIOS [\Device\NetBT_Tcpip_{28013CC2-D0AA-11D2-8453-BE E 7542C000E }
MSAFD NetBIOS [\Device\NetBT_Tcpip_{49213832-D0AB-11D2-8A53-00105424E 14A}]
MSAFD NetBIOS [\Device\NetBT_Tcpip_{43213832-D0AB-11D2-8A53-00105424E 14A)]
MSAFD NetBIOS [\Device\NetBT_Tcpip_{43213831-D0AB-11D2-8A53-00105424E 14A}]
MSAFD NetBIOS [\Device\NetBT_Tcpip_{43213831-D0AB-11D2-8A53-00105A24E 14A}]
MSAFD NetBIOS [\Device\NetBT_T cpip_{49213830-D0AB-11D2-8453-00105A24E 14A}]
MSAFD NetBIOS [\Device\NetBT _Tcpip_{43213830-D0AB-11D2-8453-00105424E 14A}]

Pkt

[ok | conce | s |

14-3 Sporder.exe

4,
Winsock 2 WSCDeinstal | Provider

int WSCDeinstallProvider(
LPGUID 1pProviderid,
LPINT T1pErrno

):
IpProviderld GUID SOCKET_ERROR
IpErrno Winsock
ID
ID
Winsock 2
URL

Winsock 2
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W SPStartup L SP
WSAPROTOCOL _INFOW ProtocolChain.ChainLen 1
14.3
10
Winsock 2
9 DLL NSP
10 RNR WSA SetService
NSPSetService DLL GUID
14.3.1

DLL
WSClnstalINameSpace
WSAEnableNSProvider WSAUnInstallNameSpace

1. WSClnstalINameSpace

int WSCInstallNameSpace (
LPWSTR 1pszldentifier,
LPWSTR 1pszPathName,
DWORD dwNameSpace,
DWORD dwVersion,
LPGUID 1pProviderId

|pszldentifier
WSA EnumNameSpaceProviders 10 |pszPathName
DLL SystemRoot dwNameSpace
Nspapi.h

IPX SAP NS_SAP dwVersion
GUID

IpProviderid
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WSCl nstallNameSpace 0 SOCKET_ERROR
WSAEINVAL GUID
WSAEACCESS

2. WSCEnableNSProvider
int WSCEnableNSProvider (

LPGUID 1pProviderid,

BOOL fEnable
)
IpProviderld GUID fEnable

WSCEnableNSProvider 0 SOCKET_ERROR
GUID WSAEINVAL

3. WSCUnlI nstalINameSpace

int WSCUnInstallNameSpace ( LPGUID 1pProviderId );

IpProviderld GUID GUID
WSAEINVAL
14.3.2
9 10 RNR
DLL
DLL DLL
DLL
10
RNR
WSAQUERYSET WSASERVICECLASSINFO
RNR ASCII
Unicode ASCII
WSAQUERYSET WSAL ookupServiceNext
Unicode ASCII
RNR
9 7 Winsock 2 RNR

14-3



China=pubecom

Winsock API

GUID
10 Winsock2RNR
WSA Install ServiceClass
GUID NSPInstall ServiceClass

14-3 Winsock 2

Winsock
WSAInstall ServiceClass NSPInstall ServiceClass
WSARemoveServiceClass NSPRemoveServiceClass
WSA GetServiceClasslnfo NSPGetServiceClassInfo
WSA SetService NSPSetService
WSAL ookupServiceBegin NSPL ookupServiceBegin
WSAL ookupServiceNext NSPL ookupServiceNext
WSA L ookupServiceEnd NSPL ookupServiceEnd
1. NSPStartup
DLL NSPStartup
DLL DLL

int NSPStartup (
LPGUID 1pProviderld, ,
LPNSP_ROUTINE 1pnspRoutines
)s

IpProviderld GUID IpnspRoutines
NSP_ROUTINE 8
8 NSP_ROUTINE
typedef struct _NSP_ROUTINE
{ .
DWORD cbSize;
DWORD dwMajorVersion;
DWORD ~dwMinorVersion;
LPNSPCLEANUP * NSPCleanup;

LPNSPLOOKUPSERVICEBEGIN NSPLookupServiceBegin;
LPNSPLOOKUPSERVICENEXT  NSPLookupServiceNext;
LPNSPLOOKUPSERVICEEND NSPLookupServiceEnd;
LPNSPSETSERVICE NSPSetService;
LPNSPINSTALLSERVICECLASS NSPInstallServiceClass;
LPNSPREMOVESERVICECLASS NSPRemoveServiceClass;
LPNSPGETSERVICECLASSINFO NSPGetServiceClassInfo;
} NSP_ROUTINE, FAR * LPNSP_ROUTINE;

cbSize NSP_ROUTINE
dwMajorVersion dwMinorVersion
NSPSetService
NSPSetService
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NSPStartup NSP_ROUTINE
NO_ERROR SOCKET_ERROR
Winsock WSA_NOT_

ENOUGH_MEMORY WSA SetL astError SOCKET_ERROR
DLL
NO_ERROR SOCKET_ERROR
Winsock
RNR WSAGetL astError 0
0
2. NSPCleanup
DLL NSPStartup

int NSPCleanup ( LPGUID 1pProviderld );
GUID

3. NSPInstallServiceClass
NSPInstall ServiceClass WSA | nstallServiceClass
NSPInstall ServiceClass

int NSPInstallServiceClass (
LPGUID 1pProviderld,
LPWSASERVICECLASSINFOW 1pServiceClassinfo
):

GUID IpServiceClassinfo WSASERVICE-
CLASSINFOW WSASERVICE-
CLASSINFOW GUID GUID
WSAEALREADY RNR

4. NSPRemoveServiceClass
NSPInstall ServiceClass
WSARemoveServiceClass

int NSPRemoveServiceClass (
LPGUID 1pProviderld,
LPGUID 1pServiceClassId
);

GUID IpServiceClassld
GUID IpService
Classld WSATYPE_NOT_FOUND
5. NSPGetServiceClassinfo
NSPGetServiceClasslnfo WSA GetServiceClasslnfo GUID
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WSANAMESPACE_INFOW

int NSPGetServiceClassInfo (

LPGUID 1pProviderlId,

LPDWORD 1pdwBufSize,
LPWSASERVICECLASSINFOW 1pServiceClassInfo
);

GUID IpdwBufSize

IpService ClassInfo WSASERVICE-
CLASSINFOW
GUID
IpServiceClassinfo WSASERVICECLASSINFOW [pdwBUufSize

WSATYPE_FOUND

|pdwBUfSize WSAEFAULT
6. NSPSetService

NSPSetService WSA SetService

int NSPSetService (
LPGUID 1pProviderld,
LPWSASERVICECLASSINFOW 1pServiceClassInfo,
LPWSAQUERYSETW 1pgsRegInfo,
WSAESETSERVICEOP essOperation,
DWORD dwControlflags

}:

GUID IpServiceClassinfo WSASERVICE-
CLASSINFOW [pgsReglnfo essOperation
dwControlFlags SERVICE_MULTIPLE
essOperation dwControlFlags
10 103 *“ " WSA SetService

NSPSetService

WSASERVICE_
NOT_FOUND WSAQUERY SETW
WSAEINVAL

NSPL ookupServiceNext
NSPSetService

7. NSPLookupServiceBegin
NSPL ookupServiceBegin NSPL ookupServiceNext NSPL ookupServiceEnd
WSAL ookupServiceBegin
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int NSPLookupServiceBegin (
LPGUID 1pProviderld,
LPWSAQUERYSETW 1pgsRestrictions,
LPWSASERVICECLASSINFOW TpServiceClassInfo,
DWORD dwControlFlags,
LPHANDLE 1phLookup

GUID IpgsRestrictions

WSAQUERY SETW IpServiceClassInfo WSASERVICE-
CLASSINFOW
dwControl Flags
WSAL ookupServiceBegin 10
IphLookup

WSAL ookupServiceNext WSALookupServiceEnd
NSPL ookupServiceBegin

8. NSPL ookupServiceNext
NSPL ookupServiceBegin NSPL ookupServiceNext
NSPL ookupServiceNext

int NSPAPI WSALookupServiceNext (
HANDLE hLookup,
DWORD dwControlFlags,
LPDWORD 1pdwBufferLength,
LPWSAQUERYSET T1pqsResults

hL ookup WSAL ookupServiceBegin dwControl Flags
LUP_FLUSHPREVIOUS

IpdwBufferLength IpgsResults
NSPL ookupServiceNext hL ookup

WSALookupServiceNext
NSPL ookup WSA L ookupServiceNext

WSA L ookupServiceEnd
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WSALookupServiceNext WSA_E_CANCELLED
9. NSPL ookupServiceEnd
NSPL ookupServiceEnd

int NSPLookupServiceEnd ( HANDLE hLookup );

——hL ookup
WSA_INVALID_HANDLE
14.3.3
Examples\Charpter14\NSP Mynsp.h
Mynsp.cpp Mynsp.def DLL DLL
Winsock DLL
Mynsp.cpp Nspsvc.cpp  Printobj.cpp DLL
DLL
——Nspsve.h  Printobj.h Rnrcs.c
10
DLL
1
Winsock DLL
loopback 127.0.0.1
IP
DNS DNS IP DHCP
TCP
UDP

2. DLL
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DLL
GUID GUID Mnsp.h
WSAQUERY SET dwNameSpace
10 GUID
GUID MY_NAMESPACE_GUID = {@x55a2bd9e,@xbb30,0x11d2,
{0x91,0x66,0x00,0xa0,0xc9,0xa7,0x86,0xe8}
ftdefine NS_MYNSP 66 }'
Winsock
W SA EnumNameSpaceProviders
10 NS ALL
Windows

Microsoftlnternet Explorer

GUID
Mynsp.cpp NSP
NSPStartup NSPCleanup
NSP_ROUTINE
1) NyNspConnect
2) 1
3
WSAQUERY SET
4)
Mynsp.h
MYNSP_ERROR
5)
NSPL ookupService
DLL NSP

WSAQUERYSET WSASERVICECLASSID

marshaling data

NSPL ookupServiceNext
NSPSetService

MYNSP_SUCCESS

WSAQUERY SET

14-4
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WSANAMESPACEINFO
WSAQUERY SET Nspsvc.cpp DLL

GUID DWORD | BOOL | DWORD | LPSTR

flo|o|lbfa| r|\0

WSASERVICECLASSINFO

GUID DWORD | BOOL | DWORD | LPSTR ||f[o|o|b|alr|\0

14-4

Nspinstall.c

ret = WSCInstallNameSpace(L"Custom Name Space Provider",
L"%SystemRoot%\\System32\\Mynsp.d11", NS_MYNSP, 1,
&MY_NAMESPACE_GUID) ;

if (ret == SOCKET_ERROR)

{
printf("Failed to install name space provider: %d\n",
WSAGetLastError());
}
DLL GUID
DLL
GUID

ret = WSCUnInstallNameSpace(&MY_NAMESPACE_GUID);
if (ret == SOCKET_ERROR)

{
printf("Failed to remove provider: %d\n", WSAGetlLastError()):
}
4,
DLL
main

DLL



China=pubecom

14 Winsock 2
DLL
DLL
WSASERVICECLASSINFO
WSAQUERY SET RNR
DLL main L ookupServiceClass

Mynspsvc.cpp
WSASERVICECLASSINFO
DLL WSAEALREADY
dwNumServiceClasses

main
Winsock 2
WSASERVICECLASSINFO
Services
ServiceNext
WSA L ookupServiceNext
5.
Rnrcs.c
NS MYNSP
Rnrcs.c 1P
SOCKADDR
10
6.

Nspinstall.exe install

ServiceClasses

GUID

LookupServiceClass

WSAQUERY
dwNumService

WSAL ookup

Services

WSA L ookupServiceNext

10
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Mynsp.dil SystemRoot \System32
Mynspsvc.exe
Rnrcs.exe 14-4
14-4
Rnrcs.exe -s:ASERVICE ASERVICE
Rnrcs.exe -s:BSERVICE BSERVICE
Rnrcs.exe -c:*
Rnrcs.exe -c:BSERVICE BSERVICE
Rnrcs.exe -c;ASERVICE -d ASERVICE
Rnrcs.exe -c:BSERVICE -d BSERVICE
Rnrcs.exe -c:*
14.4 Winsock SPI
Winsock 2 Ws2_32.dIl APl SPI
MSDN SDK Dt _dll Dt_dll2
SPI
APl SPI
Winsock 2 Ws2_32.dll
build Mssdk\Bin\Debug\Winsock MSDN SDK
SystemRoot  System32 WS2_32.DLL
Winsock
MSDN Dt_dIl
DLL Dt _dll.dll Dt _dll.dll Winsock
Winsock
2API  SPI
14.5
Winsock 2 SPI Winsock 2
Winsock Microsoft Visual
Basic Winsock Winsock Winsock
VisualBasic Winsock Visual Basic
" RAS Winsock
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