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UNC
\\server\Pipe\[path]name
\\server \Pipe \[path]name

\Pipe
NPFS \[path] name

\\myserver\PI PE\mypipe
\\Testserver\pipe\cool directory\funtest\jim
\\.\Pi pe\Easynamedpipe
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4.1.3

Microsoft Visual C++

\\server

Winbase.h Windows.h——
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Winbase.h Kernel32.1ib
Visual C++
4.1.4
Win32 API CreateFile CreateNamedPipe
0 CreateFile CreateNamedPipe
INVALID HANDLE _VALUE
GetL astError Winerror.h
C
4.2
Win32 ReadFile WriteFile
Windows NT  Windows 2000 ——W.indows 95

Windows 98

Windows 95 Windows 98
Windows NT Windows 2000

421

1) AP CreateNamedPipe
2) API ConnectNamedPipe
3) ReadFile WriteFile API

4) API DisconnectNamedPipe
5) API CloseHandle
CreateNamedPipe

HANDLE CreateNamedPipe(
LPCTSTR IpName,
DWORD dwOpenMode,
DWORD dwPipeMode,

Windows 95 Windows 98

API
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DWORD nMaxInstances,

DWORD nOutBufferSize,

DWORD nInBufferSize,

DWORD nDefaultTimeOut,
LPSECURITY_ATTRIBUTES 7pSecurityAttributes

IpName UNC

\\.\Pipe\[pathlname

[path]name

dwOpenMode /0

4-1
OR

PIPE_ACCESS_

PIPE_ACCESS_DUPLEX

PIPE_ACCESS_INBOUND

PIPE_ACCESS_OUTBOUND g

4-2

4-1

1/0

PIPE_ACCESS DUPLEX

PIPE_ACCESS _OUTBOUND
PIPE_ACCESS_INBOUND
FILE_FLAG_WRITE_THROUGH

FILE_FLAG_OVERLAPPED 110
WRITE_DAC DACL
ACCESS_SYSTEM_SECURITY SACL

WRITE_OWNER “ "% " SID

dwOpenMode I/0
FILE_FLAG_WRITE_THROUGH

FILE_LFLAG_OVERLAPPED

I1/0
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GENERIC_READI
GENERIC WRITE

PIPE_ACCESS DUPLEX |

\ 4

PIPE_ACCESS OUTBOUND| ————p GENERIC_READ
PIPE_ACCESS INBOUND | € GENERIC_WRITE
42
4-1 dwOpenMode
“ ” WRITE_DAC
DACL ACCESS _SYSTEM_SECURITY
SACL WRITE_OWNER ID
SID
API DACL 2 DACL SACL SID
CreateNamedPipe API dwPipeMode
4-2
OR PIPE_READMODE_

BYTE | PIPE_TYPE_BYTE “ "

500 100

" PIPE_READMODE_MESSAGE | PIPE_TYPE_MESSAGE

500
ReadFile 500
ReadFile ERROR_MORE_DATA
PIPE_TYPE_MESSAGE PIPE_READMORE_BYTE
PIPE_TYPE_BYTE PIPE_READMORE_MESSAGE

CreateNamedPipe ERROR_INVALID_

PARAMETER 1/0
PIPE_WAIT PIPE_NOWAIT

PIPE_WAIT “ S ” PIPE_NOWAIT

" « ” ReadFile 1/0
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/0
PIPE_NOWAIT /O Win32
/O Microsoft LAN Manager 2.0
ReadFile WriteFile Win32 /0
110
4-2
PIPE_TYPE_BYTE
PIPE_TYPE_MESSAGE
PIPE_READMODE_BYTE
PIPE_READMODE_MESSAGE
PIPE_WAIT
PIPE_NOWAIT
PIPE_NOWAIT Win32 /10
Microsoft LAN Manager 2.0 “
nMax|nstances
1 PIPE_UNLIMITED_INSTANCES
5 PIPE_UNLIMITED_INSTANCES
CreateNamedPipe nOutBufferSize ninBufferSize

110
ReadFile WriteFile
nDefaultTimeOut
WaitNamePipe
IpSecurityAttributes
NULL
—_ 2 Windows NT Windows 2000

API SECURITY_DESCRIPTOR
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SECURITY_DESCRIPTOR DACL

CreateNamedPipe
ConnectNamedPipe API

BOOL ConnectNamedPipe(
HANDLE hNamedPipe,
LPOVERLAPPED 7pOverlapped
)s

hNamedPipe CreateNamedPipe
IpOverlapped API : ?
FILE_FLAG_OVERLAPPED Win32
I/O0 NULL ConnectNamedPipe “ "o "
/10

ConnectNamedPipe APl
WriteFile ReadFile
DisconnctNamedPipe

4-1

4-1

// Server.cpp

#include <windows.h>
f#include <stdio.h>

void main(void)

{
HANDLE PipeHandle;
DWORD BytesRead:
CHAR buffer[256];

if ((PipeHandle = CreateNamedPipe("\\\\.\\Pipe\\Jim",
PIPE_ACCESS_DUPLEX, PIPE_TYPE_BYTE | PIPE_READMODE_BYTE, 1,e
0, 0, 1000, NULL)) == INVALID_HANDLE_VALUE)

{
printf("CreateNamedPipe failed with error %d\n",
GetLastError());
return;
}

printf("Server is now running\n");

if (ConnectNamedPipe(PipeHandle, NULL) == @)
{
printf("ConnectNamedPipe failed with error %d\n",
GetlLastError());
CloseHandle(PipeHandle);
return;



China=pubecom 4

}

if (ReadFile(PipeHandle, buffer, sizeof(buffer),
&BytesRead, NULL) <= @)

{
printf("ReadFile failed with error %d\n", GetLastError()):
CloseHandle(PipeHandle);
return;

?

printf("%.*s\n", BytesRead, buffer);

if (DisconnectNamedPipe(PipeHandle) == 0)

{
printf("DisconnectNamedPipe failed with error %d\n",

GetLastError());
return;
}

CloseHandle(PipeHandle);

NULL DACL

Windows NT  Windows 2000 Win32 API

SECURITY_ATTRIBUTES

typedef struct _SECURITY_ATTRIBUTES {
DWORD  nLength;
LPVOID 1pSecurityDescriptor;
BOOL bInheritHandle

)} SECURITY_ATTRIBUTES;

| pSecurityDescriptor SECURITY_DESCRIPTOR
SECURITY_DESCRIPTOR

DACL NULL

SECURITY_DESCRIPTOR

Win32 API SECURITY_DESCRIPTOR
DACL
1) SECURITY_DESCRIPTOR API InitializeSecurity
Descriptor
2) SECURITY_DESCRIPTOR DACL API

SetSecurityDescriptorDacl
SECURITY_DESCRIPTOR

SECURITY_ATTRIBUTES
CreateNamedPipe Win32 SECURITY_ATTRIBUTES

DACL API
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1/

Create new SECURITY_ATTRIBUTES and SECURITY_DESCRIPTOR
structure objects

SECURITY_ATTRIBUTES sa;
SECURITY_DESCRIPTOR sd;

// Initialize the new SECURITY_DESCRIPTOR object to empty values
if (InitializeSecurityDescriptor(&sd, SECURITY_DESCRIPTOR_REVISION)
= 0)
{
printf("InitializeSecurityDescriptor failed with error %d\n",
GetLastError());
return;
}
// Set the DACL field in the SECURITY_DESCRIPTOR object to NULL
if (SetSecurityDescriptorDaci(&sd, TRUE, NULL, FALSE) == 0)
{
printf("SetSecurityDescriptorDacl failed with error %d\n",
GetLastError());
return;
}
// Assign the new SECURITY_DESCRIPTOR object to the
// SECURITY_ATTRIBUTES object
sa.nlLength = sizeof(SECURITY_ATTRIBUTES);
sa.lpSecurityDescriptor = &sd;
sa.bInheritHandle = TRUE;
4.2.2
4-1
API
1/0
CreateNamedPipe API
nMax|nstances
Win32 1/0 110
/0
1/0
“ " Windows 8
1.
4-2
Echo
4-2 Win32

// Threads.cpp ~

#Hinclude <windows.h>
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fHinclude <stdio.h>
#include <conio.h>

fidefine NUM_PIPES 5
DWORD WINAPI PipelnstanceProc(LPVOID 1pParameter);

void main(void)

{
HANDLE ThreadHandle;
INT i
DWORD ThreadId;

for(i = @; i < NUM_PIPES; i++)
{
// Create a thread to serve each pipe instance
if ((ThreadHandle = CreateThread(NULL, @, PipelnstanceProc,
NULL, @, &ThreadId)) == NULL)
{
printf("CreateThread failed with error %\n",
GetLastError());
return;
)
CloseHandle(ThreadHandle);
}

printf("Press a key to stop the server\n");
_getch();
}

1/
// Function: PipelnstanceProc
1/
// Description:
// This function handles the communication details of a single
// named pipe instance
1/
DWORD WINAPI PipelnstanceProc(LPVOID 1pParameter)
{
HANDLE PipeHandle;
DWORD BytesRead:;
DWORD BytesWritten;
CHAR Buffer[256];

if ((PipeHandle = CreateNamedPipe("\\\\.\\PIPE\\jim",
PIPE_ACCESS_DUPLEX, PIPE_TYPE_BYTE | PIPE_READMODE_BYTE,
NUM_PIPES, @, @, 1060, NULL)) == INVALID_HANDLE_VALUE)

{
printf("CreateNamedPipe failed with error %d\n",
GetLastError());
return 0;
}

// Serve client connections forever
while(1l)
{



China=pubecot

API

if (ConnectNamedPipe(PipeHandle, NULL) == @)

{
printf("ConnectNamedPipe failed with error %d\n",
GetLastError());
break;
}

// Read data from and echo data to the client until

// the client is ready to stop

while(ReadFile(PipeHandle, Buffer, sizeof(Buffer),
&BytesRead, NULL) > 9)

{
printf("Echo %d bytes to client\n", BytesRead);
if (WriteFile(PipeHandle, Buffer, BytesRead,
&BytesWritten, NULL) == 0)
{
printf("WriteFile failed with error %d\n",
GetLastError());
break;
}
}
if (DisconnectNamedPipe(PipeHandle) == @)
{
printf("DisconnectNamedPipe failed with error %d\n",
GetLastError());
break;
}
}
CloseHandle(PipeHandle);
return @;
}
API CreateThread
CreateThread Pipel nstanceProc
Pipel nstanceProc 4-1
DisconnectNamedPipe API
DisconnectNamedPipe
ConnectNamePipe
2. 1/0
/0 Win32 API ReadFile WriteFile
1/0 API OVERLAPPED
API GetOverlappedResult OVERLAPPED
I/0 Win32 API
110 0
CreateNamedPipe nMax| nstances 1

dwOpenMode FILE_FLAG_OVERLAPPED 4-3
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4-3 Win32 I/O

// Overlap.cpp

#include <windows.h>
#Hinclude <stdio.h>

f#define NUM_PIPES 5
fidefine BUFFER_SIZE 256

void main(void)

{

HANDLE PipeHandles[NUM_PIPES];

DWORD BytesTransferred;

CHAR Buffer[NUM_PIPESI[BUFFER_SIZE];
INT i

OVERLAPPED Ovlap[NUM_PIPES];

HANDLE Event[NUM_PIPES];

// For each pipe handle instance, the code must maintain the
// pipes' current state, which determines if a ReadFile or
// WriteFile is posted on the named pipe. This is done using
// the DataRead variable array. By knowing each pipe's

// current state, the code can determine what the next I/0
// operation should be.
BOOL DataRead[NUM_PIPES];

DWORD Ret;
DWORD Pipe;

for(i = @; i < NUM_PIPES; i++)
{
// Create a named pipe instance
if ((PipeHandles[i] = CreateNamedPipe("\\\\.\\PIPE\\jim",
PIPE_ACCESS_DUPLEX | FILE_FLAG_OVERLAPPED,
PIPE_TYPE_BYTE | PIPE_READMODE_BYTE, NUM_PIPES,
@, @, 1000, NULL)) == INVALID_HANDLE_VALUE)

{
printf("CreateNamedPipe for pipe %d failed "
"with error %d\n", i, GetLastError());
return;
}

// Create an event handle for each pipe instance. This

// will be used to monitor overlapped I/0 activity on

// each pipe. )

if ((Event[i] = CreateEvent(NULL, TRUE, FALSE, NULL))
== NULL)

{
printf("CreateEvent for pipe %d failed with error %d\n",

i, GetLastError());
continue;



China=pubecom

API

}

// Maintain a state flag for each pipe to determine when data
// is to be read from or written to the pipe
DataRead[i] = FALSE;

ZeroMemory(&0vlap[i], sizeof(OVERLAPPED));
Ovlap[i].hEvent = Event[i];

// Listen for client connections using ConnectNamedPipe()
if (ConnectNamedPipe(PipeHandles[i], &0vlap[i]) == @)
{
if (GetLastError() != ERROR_IO_PENDING)
{
printf("ConnectNamedPipe for pipe %d failed with"
" error %d\n", i, GetlastError());
CloseHandle(PipeHandles[i]);

return;

}

printf("Server is now running\n");

// Read and echo data back to Named Pipe clients forever
while(1)
{
if ((Ret = WaitForMultipleObjects(NUM_PIPES, Event,
FALSE, INFINITE)) == WAIT_FAILED)

{
printf("WaitForMultipleObjects failed with error Zd\n",
GetLastError());
return;
}

Pipe = Ret - WAIT_OBJECT_O;
ResetEvent(Event[Pipel);

// Check overlapped results, and if they fail, reestablish
// communication for a new client; otherwise, process read
// and write operations with the client

if (GetOverlappedResult(PipeHandles[Pipe], &0vlap[Pipel,
&BytesTransferred, TRUE) == @)

{
printf("GetOverlapped result failed %d start over\n”,

GetLastError());

if (DisconnectNamedPipe(PipeHandles[Pipe]) == 0)
{
printf("DisconnectNamedPipe failed with error %d\n",
GetLastError());
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return;
)

if (ConnectNamedPipe(PipeHandles[Pipel,
&0vlap[Pipe]) == 0)

{
if (GetlLastError() != ERROR_IO_PENDING)
{
// Severe error on pipe. Close this
// handle forever.
printf(”ConnectNamedPipe for pipe %d failed with”
" error %d\n", i, GetlastError());
CloseHandle(PipeHandles[Pipel);
}
}
DataRead[Pipe] = FALSE;
}
else
{

// Check the state of the pipe. If DataRead equals

// FALSE, post a read on the pipe for incoming data.
// 1f DataRead equals TRUE, then prepare to echo data
// back to the client.

if (DataRead[Pipe] == FALSE)

{
// Prepare to read data from a client by posting a
// ReadFile operation

ZeroMemory (&0vlap[Pipe]., sizeof(OVERLAPPED));
Ovlap[Pipel.hEvent = Event[Pipe];

if (ReadFile(PipeHandles{Pipe], Buffer[Pipel,
BUFFER_SIZE, NULL, &Ovlap[Pipe]l) == @)

{
if (GetLastError() != ERROR_IO_PENDING)
{
printf("ReadFile failed with error %d\n",
GetLastError());
}
}
DataRead[Pipe] = TRUE;
}
else
{

// Write received data back to the client by

// posting a WriteFile operation

printf("Received %d bytes, echo bytes back\n",
BytesTransferred);

ZeroMemory(&0vlap[Pipe], sizeof(OVERLAPPED));
Ovlap[Pipe].hEvent = Event[Pipe];
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if (WriteFile(PipeHandles[Pipe], Buffer[Pipe],
BytesTransferred, NULL, &Ovlap[Pipe]) == @)

{
if (GetLastError() != ERROR_IO_PENDING)
{
printf("WriteFile failed with error %d\n",
GetLastError());
}
}
DataRead[Pipe] = FALSE;
}
}
}
}
CreateNamedPipe
I/0 ConnectNamedPipe “
1/0
DisconnectNamedPipe ConnectNamedPipe
3.

Windows NT Windows 2000
Windows NT Windows 2000 “ K

Windows NT Windows 2000
CreateNamedPipe SECURITY_DESCRIPTOR

ConnectNamedPipe API
ImpersonateNamedPipeClient

BOOL ImpersonateNamedPipeClient(
HANDLE hNamedPipe

)s
hNamedPipe CreateNamedPipe

Anonymous Identification I mpersonation

Delegation
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RevertToSelf

BOOL RevertToSelf(VOID);

4.2.3

4

1) AP WaitNamedPipe
2) AP CreateFile
3) AP WriteFile ReadFile
4) API CloseHandle
WaitNamedPipe

BOOL WaitNamedPipe(
LPCTSTR 1pNamedPipeName,
DWORD nTimeOut
):
IpNamedPipeName

ConnectNamedPipe
WaitNamedPipe CreateFile
CreateFile

HANDLE CreateFile(
LPCTSTR I1pFileName,
DWORD dwDesiredAccess,
DWORD dwShareMode,
LPSECURITY_ATTRIBUTES IpSecurityAttributes,
DWORD dwCreationDisposition,
DWORD dwFlagsAndAttributes,
HANDLE hTemplateFile

IpFileName

RevertToSel f

API

dwDesiredAccess GENERIC_READ

GENERIC_WRITE
OR

API

nTimeOut

CreateNamedPipe dwOpenMode

PIPE_ACCESS_INBOUND

GENERIC WRITE
dwShareMode 0
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API
IpSecurityAttributes NULL
CreateFile

dwCreationDisposition OPEN_EXISTING CreateFile

dwFlagsAndAttributes FILE_ATTRIBUTE_NORMAL

FILE_FLAG_WRITE_THROUGH FILE_FLAG_OVERLAPPED
SECURITY_SQOS PRESENT FILE_ATTRIBUTE_NORMAL OR
FILE_FLAG_WRITE_THROUGH FILE_FLAG_OVERLAPPED
4-1 SECURITY_SQOS PRESENT

SECURITY_SQOS PRESENT

SECURITY_ANONYMOUS

Anonymous

s SECURITY_IDENTIFICATION

Identification

SECURITY_IMPERSONATION

Impersonation

s SECURITY_DELEGATION
“ " Delegation

Windows 2000 SECURITY_DELEGATION
Windows NT 4 SP6

SECURITY_CONTEXT_TRACKING

“ ” “ ”

SECURITY_EFFECTIVE_ONLY

421 “ K
CreateFile hTemplateFile NULL
CreateFile ReadFile WriteFile
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CloseHandle

4-4
API
Thisis atest
4-4

// Client.cpp

#include <windows.h>
fHinclude <stdio.h>

fidefine PIPE_NAME "\\\\.\\Pipe\\jim"

void main(void)

{

HANDLE PipeHandle;

DWORD BytesWritten;

if (WaitNamedPipe(PIPE_NAME, NMPWAIT_WAIT_FOREVER) == @)

{
printf("WaitNamedPipe failed with error %d\n",

GetLastError());

return;

}

// Create the named pipe file handle

if ((PipeHandle = CreateFile(PIPE_NAME,
GENERIC_READ | GENERIC_WRITE, 0,
(LPSECURITY_ATTRIBUTES) NULL, OPEN_EXISTING,
FILE_ATTRIBUTE_NORMAL,
(HANDLE) NULL)) == INVALID_HANDLE_VALUE)

{
printf("CreateFile failed with error %d\n", GetLastError());
return;

}

if (WriteFile(PipeHandle, "This is a test"”, 14, &BytesWritten,
NULL) == @)

{
printf("WriteFile failed with error %d\n", GetlLastError()):;
CloseHandle(PipeHandle);
return;

}

printf("Wrote %d bytes", BytesWritten);

CloseHandle(PipeHandle);

}

4.3

API

CallNamedPipe
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TransactNamedPipe API

CallNamedPipe

CallNamedPipe

BOOL CallNamedPipe(
LPCTSTR 71pNamedPipeName,
LPVOID 7pInBuffer,
DWORD nInBufferSize,
LPVOID 7pOutBuffer,
DWORD nOutBufferSize,
LPDWORD 7pBytesRead,
DWORD nTimeOut

IpNamedPipeName
IpInBuffer ninBufferSize
[pOutBuffer

nOutBufferSize

UNC

O IpBytesRead

nTimeOut

TransactNamedPipe

API U

1/0

BOOL TransactNamedPipe(
HANDLE hNamedPipe,
LPVOID IpInBuffer,
DWORD nInBufferSize,
LPVOID TIpOutBuffer,
DWORD nQutBufferSize,
LPDWORD 7pBytesRead,
LPOVERLAPPED 7pOverlapped

hNamedPipe
IpInBuffer nInBufferSize
IpOutBuffer nOutBufferSize
IpBytesRead
TransactNamedPipe
GetNamedPipeHandleState

CreateNamedPipe

IpOverlapped

GetNamedPipelnfo

GetNamedPipeHandleState

MSNP
TransactNamedPipe

CreateFile API

/1O
SetNamedPipeHandleState
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“ ” GetNamedPipeHandl eState
GetNamedPipeHandl eState
BOOL GetNamedPipeHandleState(

HANDLE hNamedPipe,
LPDWORD TpState,
LPDWORD 7pCurInstances,
LPDWORD IpMaxCollectionCount,
LPDWORD IpCollectDataTimeout,

LPTSTR IpUserName,
DWORD nMaxUserNameSize

hNamedPipe CreateNamedPipe CreateFile API
IpState IpState
PIPE_ NOWAIT PIPE_READMODE_MESSAGE IpCurlnstances
IpMaxCollectionCount
IpCollectDataTimeout

IpUserName nMaxUerNameSize “

SetNamedPipeHandl eState GetNamedPipeHandleState
SetNamedPipeHandleState

BOOL SetNamedPipeHandleState(
HANDLE hNamedPipe,
LPDWORD TpMode,
LPDWORD 7IpMaxCollectionCount,
LPDWORD IpCollectDataTimeout
)s

hNamedPipe CreateNamedPipe CreateFile API

IpMode IpMaxCollectionCount
IpCollectDataTimeout

GetNamedPipelnfo API

BOOL GetNamedPipelnfo(
HANDLE hNamedPipe,
LPDWORD ipFlags,

LPDWORD 7pOutBufferSize,
LPDWORD 1pInBufferSize,
LPDWORD IpMaxInstances

hNamedPipe CreateNamedPipe CreateFile API

IpFlags
IpOutBufferSize
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IpInBufferSize
IpMax|nstance
API PeekNamedPipe

ReadFile API “ "

PeekNamedPipe

BOOL PeekNamedPipe(
HANDLE hNamedPipe,
LPVOID 7pBuffer,
DWORD nBufferSize,
LPDWORD T7pBytesRead,
LPDWORD TpTotalBytesAvail,
LPDWORD 7pBytesLeftThisMessage

hNamedPipe CreateNamedPipe CreateFile API
IpBuffer nBufferSize
IpBytesRead
IpTotal BytesAvail IpBytesL eft ThisM essage

IpBuffer

4.4

http://support.microsoft.com/support
= Q100291
\\.\Pipe\Mypipes \\.Pipe\Mypipes\Pipel
\\.\Pipe\Mypipes
= Q119218 64K
API WriteFile 64KB
FALSE GetL astError ERROR_MORE_DATA
= Q110148 WriteFile ReadFile ERROR_INVALID_PARAMETER
I/0 WriteFile ReadFile
ERROR_INVALID_PARAMETER
OVERLAPPED Offset OffsetHigh 0
m Q180222 Windows95 WaitNamedPipe 253
Windows 95 WaitNamedPipe
GetL astError 253 253
Windows NT 4
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3/

4
161 ERROR_BAD_PATHNAME 253
161 ERROR_BAD_PATHNAME
m Q141709 49
49
49
= Q126645
Windows NT
13 ” 5
4.5
Windows
Windows NT Windows
2000

Winsock
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