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Oracle 8i

Oracle 8i
Oracle

Oracle
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23.1.1

Oracle
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Oracle
profile
SQL*Plus
init.ora
RESOURCE_LIMIT TRUE
CPU CPU
- -
- -
/
- -
CREATE PROFILE

- -
. 4
. 3
- -
n — UNIX NT

Oracle Oracle ID
- -

ORAPWD
SYSOPER SYSDBA

* SYSOPER STARTUP SHUTDOWN ALTER DATABASE OPEN/MOUNT

ALTER DATABASE BACKUP ARCHIVELOG RECOVER RESTRICTED

SESSION
* SYSDBA ADMIN OPTION SY SOPER

CREATE DATABASE
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1 ORAPWD
ORAPWD
1) ORAPWD
ORAPWD FILE=filename PASSWORD=password ENTRIES=max_users
filename password
max_users
2) REMOTE_LOGIN_PASSWORDFILE
NONE SHARED EXCLUSIVE
EXCLUSIVE
. SYSDBA SYSOPER
SHARED

3
NONE Oracle

SHARED

SYS INTERNAL SHARED

3) EXCLUSIVE GRANT

GRANT SYSDBA TO jefferson
GRANT SYSOPER TO smith

REVOKE

2. SYSDBA
SYSDBA OSDBA
OSOPER

CONNECT jefferson/password@prddb.hq.com AS SYSDBA

V$PWFILE_USERS
SYSDBA SYSOPER

23.1.2
Oracle
Oracle
init.ora OS AUTHENT_PREFIX

ops$jones smith Oracle ops$jones

init.ora REMOTE_OS AUTHENT
Oracle

SY SOPER

Oracle
ops$
smith

TRUE FALSE
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n Kerberos SESAME ——
external Oracle
OAS
Oracle
. —
PIN Oracle
/
. —
Oracle
23.1.3
Oracle 0SS
global user
Oracle Oracle
Oracle Oracle Oracle
1.
LDAP
Oracle
2.
Oracle
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OAS

default tablespace

ORDER BY GROUPBY

SQL
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23.2
60
23-1
23-1
ANALYZE ANY
AUDIT ANY

AUDIT SYSTEM

CREATE CLUSTER
CREATE ANY CLUSTER
CREATE ANY TABLE
ALTER ANY CLUSTER
DROP ANY CLUSTER

ALTER DATABASE Oracle

CREATE DATABASE LINK

CREATE ANY INDEX
ALTER ANY INDEX
DROP ANY INDEX

CREATE LIBRARY
CREATE ANY LIBRARY
DROP LIBRARY

DROP ANY LIBRARY

GRANT ANY PRIVILEGE

CREATE PROCEDURE

CREATE ANY PROCEDURE ALTER
ANY TABLE BACKUPANY TABLE DROPANY TABLE SELECT ANY
TABLE INSERT ANY TABLE UPDATE ANY TABLE DELETE ANY
TABLE GRANT ANY TABLE

ALTER ANY PROCEDURE

DROP ANY PROCEDURE

EXECUTE ANY PROCEDURE

CREATE PROFILE
ALTER PROFILE

DROP PROFILE

ALTER RESOURCE COST
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()

CREATE PUBLIC DATABASE LINK
DROP PUBLIC DATABASE LINK

CREATE PUBLIC SYNONYM
DROP PUBLIC SYNONYM

CREATE ROLE
ALTER ANY ROLE
DROP ANY ROLE
GRANT ANY ROLE

CREATE ROLLBACK SEGMENT
ALTER ROLLBACK SEGMENT
DROP ROLLBACK SEGMENT

CREATE SESSION

ALTER SESSION ALTER SESSION

RESTRICTED SESSION STARTUP RESTRICT OSOPER
OSDBA

CREATE SEQUENCE
CREATE ANY SEQUENCE
ALTER ANY SEQUENCE
DROP ANY SEQUENCE
SELECT ANY SEQUENCE

CREATE SNAPSHOT CREATE TABLE
CREATE ANY SNAPSHOT CREATE ANY TABLE
ALTER SNAPSHOT

DROP ANY SNAPSHOT

CREATE SYNONYM
CREATE ANY SYNONYM
DROP ANY SYNONYM

ALTER SYSTEM ALTER SYSTEM

CREATE TABLE

UNLIMITED TABLESPACE
CREATE ANY TABLE CREATE ANY TABLE

CREAT [ANY] TABLE
ALTER ANY TABLE
BACKUP ANY TABLE
DROP ANY TABLE
LOCK ANY TABLE
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COMMENT ANY TABLE
SELECT ANY TABLE
INSERT ANY TABLE
UPDATE ANY TABLE
DELETE ANY TABLE
CREATE TABLESPACE
ALTER TABLESPACE
MANAGE TABLESPACE

DROP TABLESPACE
UNLIMITED TABLESPACE

FORCE TRANSACTION
FORCE ANY TRANSACTION

CREATE TRIGGER

CREATE ANY TRIGGER

ALTER ANY TRIGGER

DROP ANY TRIGGER

CREATE ANY USER

BECOME ANY USER

ALTER USER

DROP USER

CREATE VIEW

CREATE ANY VIEW

DROP ANY VIEW

Oracle

Oracle

CREATE USER

ALTER USER

CREATE ANY VIEW

23-2

23-2

ALTER
DELETE

ALTER
DELETE FROM
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()
EXECUTE EXECUTE
INDEX CREATE INDEX ON
INSERT INSERT INTO
REFERENCES FOREIGN KEY CREATE
ALTERTABLE
SELECT SELECT...FROM SQL
UPDATE UPDATE
23.2.1
role
CREATE ROLE
1
SET ROLE
Oracle Oracle
payroll_role PAY ROLL
SET ROLE

Oracle

CREATE ROLE payroll_role IDENTIFIED USING payroll_pkg.admin;

payroll_role payroll _pkg.admin
2.
ACCTS_REC
CREATE ROLE role IDENTIFIED EXTERNALLY;
OSsP
OSsP

init.ora MAX_ENABLED_ROLES

ospP
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23.2.2
security administrator
ADMIN
ADMIN
23.3 Oracle
Oracle Oracle
Oracle 8i
27
23.4
Oracle AUDIT SQL
NOAUDIT SQL
SYS CATAUDIT.SQL init.ora AUDIT_TRAIL
AUDIT_TRAIL AUDIT_TRAIL=DB
AUDIT_TRAIL=0S init.ora
Oracle AUDIT_TRAIL DB
SYS.AUD$ SYS.AUD$

SQL*WORKSHEET SQL*Plus

234.1

AUDIT ANY

SESSION WHENEVER NOT SUCCESSFUL

WHENEVER SUCCESSFUL

AUDIT SESSION
AUDIT
AUDIT SESSION
SYS.AUD$

DBA_AUDIT_SESSION

SELECT
os_username, /* 0/S user name*/
username, /* Oracle user name */

to_char(timestamp, 'DD-MON-YY HH24:MI'), /* Login time */
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to_char(logoff_time, 'DD-MON-YY HH24:MI') /* Logoff time */
FROM dba_audit_session
ORDER BY os_username;

OUTPUT TO QUERY

PUBLIC DATABASE
LINK

PUBLIC SYNONYM
ROLE

ROLLBACK SEGMENT

SEQUENCE
SESSION
SYNONYM
SYSTEM AUDIT
SYSTEM GRANT
TABLE
TABLESPACE
TRIGGER

USER
VIEW

0S_USERNAME USERNAME TIMESTAMP LOGOFF
JOHNES JOHNES 24 -MAR-97 18:00 14-FEB-97 18:05
23.4.2
AUDIT SQL
ROLE SQL CREATEROLE ALTERROLE SET ROLE DROPROLE
ALTER DATABASE
AUDIT
23-3
23-3
OPTION SQL STATEMENT
ALTER SYSTEM ALTER SYSTEM
CLUSTER CREATE CLUSTER,ALTER CLUSTER, TRUNCATE CLUSTER, DROP
CLUSTER
DATABASE LINK CREATE DATABASE LINK, DROP DATABASE LINK
INDEX CREATE INDEX, ALTER INDEX, DROP INDEX
NOT EXISTS SQL
PROCEDURE CREATE [OR REPLACE] FUNCTION, CREATE [OR REPLACE] PACKAGE,

CREATE [OR REPLACE] PACKAGE BODY, CREATE [OR REPLACE]
PROCEDURE, DROP PACKAGE, DROP PROCEDURE

CREATE PUBLIC DATABASE LINK, DROP PUBLIC

DATABASE LINK

CREATE PUBLIC SYNONYM, DROP PUBLIC SYNONYM

CREATE ROLE, ALTER ROLE, SET ROLE, DROP ROLE

CREATE ROLLBACK SEGMENT, ALTER DROPBACK SEGMENT, DROP

ROLLBACK SEGMENT

CREATE SEQUENCE, DROP SEQUENCE

CREATE SYNONYM, DROP SYNONYM
AUDIT, NOAUDIT
GRANT / TO / REVOKE /
CREATE TABLE, ALTER TABLE, DROP TABLE
CREATE TABLESPACE, ALTER, TABLESPACE DROP TABLESPACE
ENABLE DISABLE DROP CREATE TRIGGER, ALTER TRIGGER,
ENABLE DISABLE, ALTER TABLE
CREATE USER, ALTER USER, DROP USER
CREATE[OR REPLACE] VIEW, DROP VIEW

FROM /

23.4.3

DML
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AUDIT object_opt ON schema.object
BY SESSION/ACCESS WHENEVER NOT/SUCCESSFUL;

AUDIT insert,update
ON scott.emp_table
WHENEVER NOT SUCCESSFUL;

AUDIT ALL
ON scott.emp_table
WHENEVER NOT SUCCESSFUL;

23.4.4

AUDIT INSERT, UPDATE, DELETE, SELECT
ON sys.aud$
BY ACCESS;

Oracle
BY ACCESS Oracle

ALL

SYS.AUD$

SQL

DDL Oracle

AUDIT

AUDIT statement_opt/system privileges
BY user (optional)
BY session/access WHENEVER NOT/SUCCESSFUL;

AUDIT role;
AUDIT session whenever not successful;.

23.5

DES

ORA_ENCRYPT_LOGIN

DBLINK_ENCRYPT_LOGIN TRUE

Oracle

TRUE

DML

BY SESSION

BY ACCESS

Oracle

init.ora

init.ora
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Oracle
OAS Oracle
RSA DES
56 RSA RC4 56 DES 128 RSA
40 RSA RC4 40 DES40 3DES
MD5 SHA
23.6 Oracle 8i
Oracle 8i
23.1
23.6.1
X.509 3
PKI ssL
[ ]
[ ]
n
[ ]
" ssL
- Oracle <:>
Net 8
SSL SSL L
Net 8
23-1 Oracle
Oracle
Oracle
LDAP “ " 231
Oracle “ Oracle " Oracle
23.6.2 RADIUS

Oracle



China=pubecom

Oracle
RADIUS Oracle 8i
RADIUS
23.7
Q
23-2 _ Net 8 /SQL* Net
NET 8
SQL*NET
Net 8 /SQL*Net
NET8
SQL*NET
23-2
23.8
Oracle Oracle
SQL
WHERE
DML INSERT
DELETE SQL
23.9
CPU

A WO DN B
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23.10
UPS
23.11
]
|
]
|
|
]
Oracle pbysical
backup Oracle
Oracle logical backup
23.11.1
Oracle
ARCHIVELOG NOARCHIVELOG ARCHIVELOG
ARCHIVELOG NOARCHIVELOG
23.11.2

Oracle
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incremental export
cumulative export

complete export
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